	STATE OF CALIFORNIA – DEPARTMENT OF GENERAL SERVICES
	ENTERPRISE TECHNOLOGY SOLUTIONS

	REQUEST FOR LITIGATION HOLD
	

	DGS ISO-03 (New 6/2016)
	



	CASE INFORMATION

	1. Requester
[bookmark: _GoBack]     
	3. OLS Case Name
     

	2. Requester Phone Number
[bookmark: Text2]     
	4. OLS Case Number
     

	

	MATERIAL REQUESTED

	5. Data Subject (Name of Person or Entity Whose Data is to be Accessed)
     

	6. Email Box
☐
	6a. Notes
[bookmark: Text9]     
	7. Local Disk Files
☐
	7a. Notes
     

	8. Home Directory Files
☐
	8a. Notes
     
	9. Share Directory Files
☐
	9a. Notes
     

	10. Internet Activity
☐
	10a. Notes
     
	11. Other Locations
☐
	11a. Note
     

	12. Date Required for Litigation Purposes
     
	12a. Notes
     

	Note: Retrieved files are subject to data retention policies.  Files belonging to employees that have been
 separated from department employment over 30 days may be subject to limited availability.
	
	     

	

	DGS-OLS USE ONLY

	☒ APPROVED
	☐ DENIED

	13. Assistant Chief Counsel, Office of Legal Services	
	14. Date Signed

	     
	     

	
	

	DGS-ISO USE ONLY

	15. Information Security Officer or Chief Information Officer
	16. Date Received

	     
	     

	17. ISO Case Number
     
	18. Date Data Delivered to OLS
     



INSTRUCTIONS
Case Information Section
This section contains the basic details and contact information for this case.

1. Requester Name: Name of the person requesting another user’s data.
2. Requester Phone Number: Phone number of the person requesting retrieval of another user’s data. 
3. OLS Case Name: Provide a case name to facilitate tracking
4. OLS Case Number: Provide a case number to facilitate tracking

Material Requested Section
This section contains the details needed to facilitate requesting another user’s data.  Please ensure to be as complete as possible to ensure all required data is properly retrieved.

5. Data Subject Name: Name of the person whose data is to be retrieved.  One data subject per form submission only.
6. Email Box: Indicates that email data is to be retrieved
7. Local Disk Files: Indicates that data from the user’s desktop/laptop local storage is to be retrieved
8. Home Directory Files: Indicates that data stored on the user’s personal network storage is to be retrieved
9. Share Directory Files: Indicates that data stored at a shared or team network storage location is to be retrieved
10. Internet Activity: Indicates that a report of a user’s last 90 days of internet activity is to be retrieved.
11. Other Locations: Indicates that retrieval of data from other locations is required.  Please indicate in detail the locations required in box 10a.
12. Date Required for Litigation Purposes: If data is needed to comply with a hearing date or other reason, please provide a date here so that technicians can prioritize appropriately.
Note: Retrieved files are subject to data retention policies.  Files belonging to employees that have been separated from department employment over 30 days may be subject to limited availability.
13. Assistant Chief Counsel, Office of Legal Services: Indicates approval of this request by the Office of Legal Services
14. Date Signed: Date of signature approval
15. Information Security Officer: Acknowledges receipt by the Information Security Officer, manager of the data retrieval program.
16. Date Signed: Date of signature acknowledgement of receipt
17. ISO Case Number: Reference number used to track this request
18. Date Data Delivered to Office of Legal Services: Date requested data package is delivered to OLS for delivery to client DAG or other legal client.

Notes:
