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	EMPLOYMENT

       OPPORTUNITY
	1.  RPA #

10405 - ETS
ANALYST’S INITIALS

SM
DATE

10-8-15


	YOU MUST BE A PERMANENT OR PROBATIONARY STATE EMPLOYEE, A FORMER PERMANENT OR PROBATIONARY EMPLOYEE OR ON AN EMPLOYMENT LIST FOR THIS CLASSIFICATION IN ORDER TO APPLY FOR THIS POSITION.

	CLASS TITLE

Sr. Programmer Analyst (Specialist)
	POSITION NUMBER

306-072-1583-005
	TENURE

 FORMDROPDOWN 
      
	TIME BASE

 FORMDROPDOWN 
      
	CBID

R01

	OFFICE OF

Enterprise Technology Solutions
	LOCATION OF POSITION (CITY or COUNTY)

West Sacramento
	 FORMDROPDOWN 
 SALARY

$5,824
TO
$7,655


	SEND APPLICATION TO:

Department of General Services
P.O. Box 989052
MS 300
West Sacramento, CA  95798-9052
Attn:  Joe Frei
	REPORTING LOCATION OF POSITION

707 3rd Street, 3rd Floor
	

	
	SHIFT AND WORKING HOURS

 FORMDROPDOWN 
 - 8:00 a.m. to 5:00 p.m.
	

	
	WORKING DAYS, SCHEDULED DAYS OFF

MONDAY through FRIDAY,  DAYS OFF:  SAT/SUN
	

	
	PUBLIC PHONE NUMBER

(916)  443-9617
	PUBLIC PHONE NUMBER

(   )     -    
	

	
	SUPERVISED BY AND CLASS TITLE

Systems Software Specialist II (Sup)
	FILE BY

10/22/15


	Please reference RPA #10405 -ETS on your State application <br>
<br>

SELECTION CRITERIA - -  <br>
· Please submit a completed State Application (STD 678) and resume to the address above.  <br>
· SROA/Surplus employees are encouraged to apply and will be considered prior to other recruitment methods. <br>
· Transfers, reinstatements, or recruitment from the employment list may be considered.  Consideration may be given to applicants who are on a DGS employment list or on another department’s employment list.  Transfer of list eligibility must meet the criteria to transfer the eligibility from the other department’s employment list to DGS’ employment list.  <br>
· Applications will be evaluated based on eligibility and desirable qualifications and interviews may be scheduled. <br>
<br>
The Department of General Services’ (DGS) Core Values are key to the success of the Department’s Mission to “Deliver results by providing timely, cost-effective services and products that support our customers.”  The Department of General Services (DGS) expects its employees to adhere to the DGS Core Values of Integrity, Accountability, Communication, Excellence, Innovation and Teamwork.  Our employees are expected to perform their duties with these values in mind. <br>
<br>
DUTIES <br>
Under the general direction of the Systems Software Specialist II (Sup), the incumbent performs the most complex work as a Database Administrator Database Security Expert.  The incumbent is responsible for the most complex technical duties and works independently as a high-level technical specialist as described below. <br>
<br>
ESSENTIAL FUNCTIONS  <br>
In order to administer SQL databases while in compliance with the DGS’ IT policies, standards, procedures and objectives using administrative tools in the Microsoft SQL Server: <br>
· Lead and perform the most complex SQL engineering activities for the installation, configuration and upgrade of the SQL database management systems on the development, test and production servers.  This includes evaluating and installing required patches or upgrades to the hardware and software on these servers to ensure the servers are fully functioning, secure and meet the needs of the business.   <br>
· Develop the most complex database backup and recovery processes and procedures to ensure DGS enterprise data is protected against loss of data from equipment failures, human error or malicious intent. <br>
· Serve as project lead when performing the necessary tasks to recover production data lost due to unforeseen application or system failure or human error.   <br>
· Perform the most complex capacity planning for database instances to ensure proper capacity for database growth.

· Provide high-level technical expertise in administering database accounts to provide access at the appropriate level to the various enterprise databases.   <br>
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	· Convert and migrate data from one Enterprise Database Management System to another, from a desktop to workgroup or enterprise database level, and from other non-database sources.   <br>
· Maintain the most complex database security by controlling and monitoring database access. <br>
· Facilitate and execute the most complex optimization for optimal database performance.   <br>
· Provide high-level technical expertise in enterprise database connectivity, interoperability, and portability. <br>
<br>
In order to ensure strengthen the development of the DGS information technology security program needed to protect the integrity, availability, and confidentiality of agency data, databases, and safeguard information resources:  <br>
· Lead the most complex SQL Engineering activities such as identifying, developing and implementing processes and techniques in software development that promote secure communications and the appropriate protection of information. <br>
· Perform the most complex evaluations of third party database security tools by establishing minimum requirements, researching various vendor solutions, testing trial versions of the software and making recommendations for purchase. <br>
· Lead the establishment and implementation of  processes used among software developers for reviewing production code and log files to detect database security and/or privacy policy infractions. <br>
· Lead the development of a training plan to ensure software developers are aware of the various potential database security threats and are empowered with the information and tools to combat these threats.  <br>
<br>
In order to ensure successful completion of projects while in compliance with DGS’ mission, goals and objectives using project management best practices and principals and Microsoft Project or Business Engine software:   <br>
· Provide high-level technical expertise for the upgrade of database versions, the migration of databases, and application migrations. Lead the SQL Engineering activities such as the selection of database version.  <br>
· Perform the most complex activities needed for the upgrade of database versions and the migration of databases, and supporting database activities for application migrations.   <br>
· Ensure the maintenance of project and or program management schedules by updating and revising activity and milestones schedules, resource requirements and other task related information.  <br>
· Provide input to management regarding the amount of time spent and resources required to complete projects and work assignments.   <br>
· Lead the resolution of the most complex conflicting priority requests for services and/or products requested by various departmental programs and/or clients.  <br>
<br>
In order to provide the client with a database that is consistent with the application requirements while in compliance with DGS’ IT policies, standards and procedures as well as meeting the client’s business goals:  <br>
· Perform the analysis of the most complex system design to develop the logical database structure using Microsoft SQL Enterprise Manager.   <br>
· Build the most complex application data models and data dictionaries using Department’s standard database products, (i.e. Microsoft SQL Server or Oracle).  <br>
· Develop definitions for entities/objects, relationships, and data element/attributes using DGS’ standard database products (i.e. Microsoft SQL Server or Oracle).  <br>
· Document enterprise database design.  <br>
<br>
MARGINAL FUNCTIONS <br>
In order to support existing or new web applications in accordance with the client’s business goals and objectives using one of DGS’ standard application development environments (Visual Studio 2005, Visual Basic, ASP, and SQL Database Stored Procedures):  <br>
· Maintain and/or modify programs to meet current and/or changing needs.   <br>
· Define and identify business requirements and /or problems.   <br>
· Identify application problems, including their effects and causes.  <br>
· Develop the most complex SQL database objects in support of applications. <br>
<br>
KNOWLEDGE AND ABILITIES  <br>
Knowledge of:  Information technology system programming, equipment, and its capabilities; principles and techniques of studying work processes for new or revised information technology system applications; principles of designing methods of processing information; technical report writing; statistical methods; principles of public administration, organization, and management; principles of personnel management. <br>
<br>
Ability to:  Write complex programs and develop detailed program specifications; analyze information and situations, reason logically and creatively, identify problems, draw valid conclusions, and develop effective solutions; apply creative thinking in the design and development of methods of processing information with information technology systems; establish and maintain cooperative working relationships with those contacted in the course of the work; communicate effectively; prepare effective reports. <br>
<br>
DESIRABLE QULAIFICATIONS: <br>
· Experience as a database administrator of a Microsoft SQL Server database, version 2000 and/or version 2005  <br>
· Experience testing for and detecting application code and database security vulnerabilities and installing preventative coding methods or other corrective server or database measures  <br>
· Experience programming in a web environment, preferably using Microsoft .NET v2005  <br>
<br>
INTERPERSONAL SKILLS: <br>
· Working independently, think logically, analyze problems using formal problem solving techniques, and interact with multiple levels of management and line staff using the appropriate tact and diplomacy <br>
· Establish and maintain cooperative relationships with those contacted in the course of work <br>
· Communicate effectively orally and in writing. <br>
· Willingness to reach out to staff in other State Agencies to share knowledge on database security and learn from their experience  <br>
<br>
ADDITIONAL QUALIFICATIONS: <br>
· Ability to act independently, be open-minded and flexible to other ideas and solutions, and be tactful <br>
· Ability to handle multiple tasks, be creative, highly motivated and handle rapidly changing priorities and demonstrate leadership ability <br>
· Ability to receive and follow direction from supervisor <br>
<br>
WORK ENVIRONMENT, PHYSICAL OR MENTAL ABILITIES REQUIRED TO PERFORM DUTIES:  <br>
· Office environment, business dress appropriate for the office environment <br>
· Requires ability to effectively handle stress and deadlines <br>
· Working at a computer station for extended periods of time <br>
· May be called on during off-duty hours to respond to emergencies related to security or database activities in order to maintain critical processes and programs under the direction of existing policies and procedures <br>
· May require occasional overtime <br>



