	[image: image1.jpg]



	EMPLOYMENT

       OPPORTUNITY
	1.  RPA #

10723 - ETS
ANALYST’S INITIALS

SM
DATE

12/29/15


	YOU MUST BE A PERMANENT OR PROBATIONARY STATE EMPLOYEE, A FORMER PERMANENT OR PROBATIONARY EMPLOYEE OR ON AN EMPLOYMENT LIST FOR THIS CLASSIFICATION IN ORDER TO APPLY FOR THIS POSITION.

	CLASS TITLE

Data Processing Manager II
	POSITION NUMBER

306-072-1384-013
	TENURE

PERMANENT
	TIME BASE

 FORMDROPDOWN 
      
	CBID

S01

	OFFICE OF

Enterprise Technology Solutions
	LOCATION OF POSITION (CITY or COUNTY)

West Sacramento
	 FORMDROPDOWN 
 SALARY

$6,115
TO
$8,038


	SEND APPLICATION TO:

Department of General Services
P.O. Box 989052
MS 300
West Sacramento, CA  95798-9052
Attn:  Joe Frei
	REPORTING LOCATION OF POSITION

707 3rd Street, 3rd Floor
	

	
	SHIFT AND WORKING HOURS

 FORMDROPDOWN 
 - 8:00 a.m. to 5:00 p.m.
	

	
	WORKING DAYS, SCHEDULED DAYS OFF

MONDAY through FRIDAY,  DAYS OFF:  SAT/SUN
	

	
	PUBLIC PHONE NUMBER

(916)  443-9617
	PUBLIC PHONE NUMBER

(   )     -    
	

	
	SUPERVISED BY AND CLASS TITLE

Rebecca Skarr, CIO
	FILE BY

1/12/16


	Please reference RPA #10723 -ETS on your State application <br>
<br>
SELECTION CRITERIA - - <br>
· Please submit a completed State Application (STD 678) and resume to the address above<br>
· SROA/Surplus employees are encouraged to apply and will be considered prior to other recruitment methods. <br>
· Transfers, reinstatements, or recruitment from the employment list may be considered.  Consideration may be given to applicants on another Department’s employment list, provided the criteria are met to transfer the eligibility from the employment list to DGS’ employment list<br>

· Applications will be evaluated based on eligibility and desirable qualifications and interviews may be scheduled. <br>
<br>

The Department of General Services’ (DGS) Core Values and Expectations of Supervisors and Managers are key to the success of the Department’s Mission. That mission is to “Deliver results by providing timely, cost-effective services and products that support our customers.”  DGS managers and supervisors are to adhere to the Core Values and Expectations of Supervisors and Managers, and to exhibit and promote behavior consistent with those values and expectations. <br>>
<br>>
DUTIES<br>
The incumbent will perform specialized functional, technical, and consultative support in the area of information systems security to ensure the availability, integrity and security of DGS’ computer networks, operating systems and applications. In addition, will ensure the protection of DGS’ information assets (including paper media) from unauthorized access, modification, disclosure and deletion and provide technical assistance to the DGS in developing information for disaster recovery plans.<br>>
<br>
ESSENTIAL FUNCTIONS <br>

Information Security and Privacy Program Management<br>
In order to meet program goals and objectives, manages and coordinates the daily operations of the Information Security Office providing direction, guidance and leadership to staff, in accordance with DGS policies, procedures and processes for information technology management: <br>
· Manages the design, development, implementation, and operation of the information security program for the collection, use, storage and destruction of DGS’ information assets. <br>
· Ensures that security policies and procedures provide operational guidelines and delineate the roles and responsibilities of all DGS employees to ensure the confidentiality, integrity and availability of information assets. <br>
· Oversees the development long range and tactical security plans; implements new security measures and modifies existing security practices. <br>
· Oversees the development and maintenance of procedures necessary to monitor and ensure compliance with established information security policies and practices in compliance with the Information Practices Act and California Public Records Act. <br>



	 The State of California is an equal opportunity employer to all, regardless of age, ancestry, color, disability (mental and physical), exercising the right to family care and medical leave, gender, gender expression, gender identity, genetic information, marital status, medical condition, military or veteran status, national origin, political affiliation, race, religious creed, sex (includes pregnancy, childbirth, breastfeeding and related medical conditions), and sexual orientation.
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	· Ensures required security reports and documents are prepared and submitted to control agencies in a timely manner. <br>
· Directs the establishment and administration of information security training programs for DGS employees. <br>
· Directs the establishment and maintenance of the departmental intranet web site containing all approved information security policies, practices, standards and procedures. <br>
· Directs the establishment, administration of mechanisms for all DGS staff to acknowledge their information security responsibilities and behavior. <br>
· Communicates information security policies and best practices to management and DGS employees; prepare and present plans, status, and results of security programs or issues to management. <br>
<br>
Risk Management<br>
In order to reduce the risks to DGS’ systems and assets to an acceptable level and maintain the availability, integrity and confidentiality develops and oversees a department-wide Information security risk management program in compliance with SAM Section 5300: <br>
· Ensures the establishment and administration of a sustainable Information Security Risk Management program for DGS to maintain an acceptable level of risk mitigation and protection of information assets. <br> 
· Lead ongoing risk assessments to identify potential vulnerabilities that could threaten the security, confidentiality and integrity of DGS’ information assets. <br>
· Prepares confidential reports for the DGS’ CIO, and Director or his/her designee documenting identified risk, proposed security management measures, resources necessary for security management, and residual risk. <br>
· Validates and reviews feasibility study reports and procurements for compliance with information security standards, determine appropriateness of proposed security provisions and potential risks to existing information assets. <br>  

· Validates and reviews proposed modifications of existing electronic information processing systems for safeguards. <br>
· Oversees the analysis for need regarding new information systems security, upgrades, expansions, and modification by evaluating the effectiveness of the current controls. <br>
· Consults on the most complex and sensitive projects to create or validate security controls requirements; design specifications; create or modify standards based requirements for consistent security infrastructure design; and interact with business partners to resolve potential security issues on integrated systems. <br>
· Establishes, administers and monitors an annual process for identifying and classifying information. <br>
· Validates proposed and existing applications for vulnerabilities that could cause unauthorized access, destruction or disclosure and develop mitigating controls. <br>
<br>
Planning and Architecture<br>
In order to ensure the systems created and implemented within DGS are in compliance with DGS policies and standards and  align with Agency and Statewide security initiatives: <br>
· Collaborates with agency and departmental executives and senior managers to integrate appropriate administrative, physical and technology controls into DGS’ processes and procedures. <br>
· Collaborates with the State Consumers Services Agency  ISO and the State’s Information Security Office to ensure DGS’ alignment with statewide security initiatives, and lead and participate in security planning sessions
as needed. <br> 

· Collaborates with DGS’ information technology, enterprise architecture, and security operations teams to manage the design and implementation of technical controls or threat countermeasures.  <br>
· Conducts maturity assessment of all information assets. <br>
· Identifies gaps and develops alternatives for recommendations to improve DGS’ security posture in workforce qualifications, system and technical architecture, and business processes. <br>
· Reviews and recommends improvements to DGS’ technology recovery plan (TRP) and planning process to comply with state policies and industry best practices. <br>
· Ensures the DGS’ TRP is maintained and tested periodically to validate its effectiveness in recovering critical information assets in the event of a disaster. <br>
· Researches and evaluates current and new information security technology and trends, and makes recommendations to ensure the information security program continues to support business operations and aligns with the DGS’ mission, goals, and objectives. <br>
<br>
Security Incident Management<br>
In order to respond effectively, mitigate the adverse effect of and prevent future security incidents on DGS assets availability, integrity and confidentiality: <br>
· Directs the development and implementation of policies and procedures for monitoring and reporting incidents involving intentional, unintentional or unauthorized access, disclosure, use, modification, or destruction of DGS assets.  <br>
· Conducts information security investigations when actual or suspected violations of DGS’ information security policies occur. Respond, investigate, and track security incidents to resolution.  <br>
· Reports security incidents to upper management, control agencies, and law enforcement.  <br>
· Conducts post-incident reviews (Lessons Learned), develops action plans to reduce further exposure, and evaluates and reports on trends and weaknesses in DGS’ security program. <br>
<br>
MARGINAL FUNCTIONS<br>
Conducts analysis and writes reports on a number and variety of policy, planning and administrative issues to meet the policy formulation, planning, procurement, budget and personnel services needs of the department, the DGS CIO, utilizing inputs from staff, clients, peers and independent research in accordance with the direction of the DGS CIO, the department’s executive management, and applicable sections of SAM, SIMM, IT MM’s and IT BL’s. <br>
<br>

KNOWLEDGE AND ABILITIES<br>
Knowledge of: Principles, practices, and trends of public administration, including management, organization, planning, cost/benefit analysis, budgeting, and project management and evaluation; employee supervision, training, development and personnel management; current computer industry technology and practices; principles of data processing systems design, programming, operations, and controls; State level policies and procedures relating to EDP; the department's goals and policies; department's Equal Employment Opportunity Program objectives; a manager's role in the Equal Employment Opportunity Program and the processes available to meet affirmative action objectives. <br>
<br>
Ability to:  Develop and evaluate alternatives, make decisions and take appropriate action; establish and maintain priorities; effectively develop and use resources; identify the need for and assure the establishment of appropriate administrative procedures; plan, coordinate and direct the activities of a data processing staff; make effective use of interdisciplinary teams; reason logically and creatively and use a variety of analytical techniques to resolve managerial problems; present ideas and information effectively, both orally and in writing; consult with and advise administrators and other interested parties on a variety of subject-matter areas, translating technical data processing terms into everyday language; gain and maintain the confidence and cooperation of others; and effectively contribute to the department's Equal Employment Opportunity objectives. <br>
<br>
DESIRABLE QUALIFICATIONS: <br>
· Bachelor Degree or higher, preferably in Computer Science, Information Systems Management or comparable field. <br> 
· Experience in risk management, information security and IT jobs, preferably in public sector environments. <br>
· Experience in creating, developing and implementing an information security program. <br>
· Experience successfully managing a security program in a highly regulated industry<br>
· Experience successfully planning, improving and implementing large, cross-functional, complex solutions<br>
· Experience reporting on sensitive or critical risks and issues to executive management <br>
· Experience building strategic relationships with industry contacts in both the public and private sectors<br>
· Experience developing and delivery strategic communications, and security education programs<br>
· Experience conducting Enterprise Security Risk assessments and implementing improvement plans<br>
· Excellent written and verbal communication skills; interpersonal and collaborative skills; and the ability to communicate security and risk-related concepts to technical and nontechnical audiences. <br>
· Must be a critical thinker with strong problem-solving skills. <br>
· Project management skills; financial/budget management, scheduling and resource management. <br>
· Ability to lead and motivate cross-functional, interdisciplinary teams to achieve tactical and strategic goals. <br>
· Experience with contract and vendor negotiations. <br>
· Certificate(s) in Information Technology and/or Information Technology products from educational institutions or vendor certified program(s); such as: Certified Information Systems Security Professional (CISSP), Certified Information Systems Auditor (CISA), Certified Information Systems Manager (CISM), Global Information Assurance Certification (GIAC) Project Management Certification. <br>
· Membership in security industry organizations such as (ISSA, ISACA, ISC2) <br>
· Knowledge of security and control frameworks, such as FIPS, NIST, ISO 17799\27001, CobiT, COSO and ITIL. <br>
· Knowledge of California Information Practices Act and Public Records Act. <br>
· Experience in creating, developing and implementing an information security program. <br>
· Ability to work well independently and in groups to resolve various risk management issues, receptive of ideas from Executive Management, staff and clients. <br>
· Ability to take initiative; be detail-oriented and strive for efficiency and excellence. <br>
· Ability to identify, define, and articulate issues and risks and track, facilitate and monitor their resolution. <br>
· Must have a solid understanding of information technology and information security. <br>
· Knowledge of network, PC, and platform operating systems. <br>
· Working technical knowledge of current systems software, protocols and standards. <br>
<br>
SPECIAL PERSONAL CHARACTERISTICS: <br>
· Experience managing medium to large governmental/business operations with high-level executive contacts. <br>
· Experience handling multiple courses of action simultaneously. <br>
· Demonstrate leadership, diplomacy and courtesy. <br>
· Communicate by speaking and writing in a clear and concise manner. <br>
· In-depth knowledge of state safety regulations and current safety issues. <br>
· Ability to make oral presentations at the appropriate level. <br>
<br>>
INTERPERSONAL SKILLS: <br>
· Must be able to communicate security related concepts to a broad range of technical and non-technical staff. <br>
· Strong organization skills. <br>
· Interact successfully in a team environment. <br>
· Display good interaction skills. <br>
· Ability to act tactfully in difficult situations; negotiate and resolve issues without confrontation. <br>
· Demonstrate ability to act independently with flexibility and tact. <br>
· Strong interpersonal, critical thinking and problem solving skills. <br>
<br>
WORK ENVIRONMENT, PHYSICAL OR MENTAL ABILITIES REQUIRED TO PERFORM DUTIES: <br>
· Fast paced and fluid professional office environment that requires strong leadership, teamwork, and ability to meet deadlines and tolerate stress. <br>
· May require some weekend and evening work. <br>
· Appropriate dress for professional office environment. <br>
· Frequent daily use of a personal computer, related software applications, and various peripherals. <br>
· Occasional travel alone locally for meetings and occasionally out of town<br>
· Light physical demands such as exert up to 20 lbs of force occasionally, and/or up to 10 lbs of force frequently, and/or a negligible amount of force constantly to move objects. Physical demands are in excess of those of sedentary work. <br>



