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	EMPLOYMENT

       OPPORTUNITY
	1.  RPA #

10741 - ETS
ANALYST’S INITIALS

SM
DATE

12/4/15


	YOU MUST BE A PERMANENT OR PROBATIONARY STATE EMPLOYEE, A FORMER PERMANENT OR PROBATIONARY EMPLOYEE OR ON AN EMPLOYMENT LIST FOR THIS CLASSIFICATION IN ORDER TO APPLY FOR THIS POSITION.

	CLASS TITLE

Sr. Information Systems Analyst (Specialist)
	POSITION NUMBER

306-072-1337-016
	TENURE

 FORMDROPDOWN 
      
	TIME BASE

 FORMDROPDOWN 
      
	CBID

01

	OFFICE OF

Enterprise Technology Solutions
	LOCATION OF POSITION (CITY or COUNTY)

West Sacramento
	 FORMDROPDOWN 
 SALARY

$5,824
TO
$7,655


	SEND APPLICATION TO:

Department of General Services
P.O. Box 989052
MS 300
West Sacramento, CA  95798-9052
Attn:  Joe Frei
	REPORTING LOCATION OF POSITION

707 3rd Street, 3rd Floor
	

	
	SHIFT AND WORKING HOURS

 FORMDROPDOWN 
 - 8:00 a.m. to 5:00 p.m.
	

	
	WORKING DAYS, SCHEDULED DAYS OFF

MONDAY through FRIDAY,  DAYS OFF:  SAT/SUN
	

	
	PUBLIC PHONE NUMBER

(916)  443-9617
	PUBLIC PHONE NUMBER

(   )     -    
	

	
	SUPERVISED BY AND CLASS TITLE

Rick Helton, DPM II
	FILE BY

12/18/15


	Please reference RPA #10741 -ETS on your State application
<br>
SELECTION CRITERIA - -  <br>
· Please submit a completed State Application (STD 678) and resume to the address above. <br>
· SROA/Surplus employees are encouraged to apply and will be considered prior to other recruitment methods.   <br>
· Transfers, reinstatements, or recruitment from the employment list may be considered.  Consideration may be given to applicants on another Department’s employment list, provided the criteria are met to transfer the eligibility from the employment list to DGS’ employment list.  <br>
· Applications will be evaluated based on eligibility and desirable qualifications and interviews may be scheduled.   <br>
<br>
The Department of General Services’ (DGS) Core Values and Employee Expectations are key to the success of the Department’s Mission. That mission is to “Deliver results by providing timely, cost-effective services and products that support our customers.”   DGS employees are to adhere to the Core Values and Employee Expectations, and to perform their duties in a way that exhibits and promotes those values and expectations. <br>
<br>
DUTIES <br>
Under the general direction of the Data Processing Manager II, Security Services, the incumbent, as a project leader, performs a variety of the most complex IT services and functions, providing technical support and consultation services in support of the most complex DGS security operations.  <br>
<br>
ESSENTIAL FUNCTIONS  <br>
In order to ensure reliable and consistent access to DGS IT network resources in accordance with the above stated guidelines, the incumbent provides a lead role over the following department security operations by:  <br>
· Lead the operation and maintenance of the most complex security infrastructure equipment (Palo Alto Networks Next Generation Firewalls, Intel Security ePO, Intel Security EndPoint Protection, Intel Security: Security Information and Event Management (SIEM), etc.) by forecasting and scheduling the latest software patches and release versions of software to the security infrastructure.  <br>
· Provide the most complex technical knowledge and analysis skills to access varied technical resources such as the Internet, technical documents, manuals and teammates, to create and implement recommendations and configuration changes for secure computing operations of the DGS enterprise.  <br>
· Lead the development of the most complex roadmaps for the periodic refresh of security infrastructure, working to publish roadmaps annually, to include best practice and cost benefit for DGS. <br>
· Lead team members and evaluate their monitoring of network resources by analyzing and evaluating operational security process and procedures. <br>
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	· Review security vulnerability announcements and provide the most complex analysis of the potential impact to the department and provide expert recommendations for the mitigation of any vulnerabilities that impact DGS.  <br>
· Provide the configuration and maintenance of a variety of the most complex network and host-based security appliances (Firewalls, Network Access Control, Access Control Servers, Intrusion Detection Servers, System Logs, etc.), performing log analysis to determine the correct remediation actions and escalation paths for each incident.  <br>
· Monitor the help desk monitoring tool (Remedy) to remediate fault conditions in order to ensure the correct technical resolution.  <br>
· Lead the development, implementation, and maintenance of procedures to contain, analyze, and eradicate malicious activity for the DGS Enterprise Infrastructure using tools like syslog servers, netflow collectors, and packet analyzers.  <br>
· Conduct proactive threat and compromise research and analysis, providing recommendations in a report format to DGS management.  <br>
<br>
In order to ensure reliable and consistent access to DGS IT networked resources in accordance with the above stated guidelines, the incumbent performs in a lead role over the following department security operations by:  <br>
· Provide the most complex technical knowledge and analysis skills in networking, routing, and switching technologies like Cisco and Brocade; as well as knowledge in server administration (Unix and Windows) in order to create and implement recommendations and configuration changes for secure computing operations of the DGS enterprise.  <br>
· Provide the most complex technical knowledge and experience in remote access technologies such as Citrix, Direct Access Server, and Virtual Private Networking to guide secure remote access configurations for mobile users. <br>
· Apply knowledge and understanding of the most complex firewall configurations to create secure configurations on technologies like Palo Alto Networks Next Generation Firewalls, including the use of Network Address Translation. <br> 
· Oversee internal and external certificate issuance for DGS products at the request of development and server staff. 

· Maintain a wide range of security tools such as Radius, TACACS+ for the benefit of the DGS enterprise infrastructure.  <br>
· Lead or create the most complex scripts in languages such as Perl, Python, and Shell in order to automate configuration.  <br>
<br>
In order to ensure tasks are accomplished in accordance with DGS Information Technology Policies and Standards; the State Administrative Manual (SAM) Sections 4800 through 5953 and Sections 6700 through 6780; Department of Finance’s Statewide Information Management Manual (SIMM); California Technology Agency Policies and Standards; Department of Finance’s Desktop and Mobile Computing Policy (DMCP); the State’s IT Security Policy and Standards are adhered to and establish standard practices, in accordance with the above guidelines:  <br>
· Provide policy recommendations in order to ensure consistency and reflect updates of processes through informal meetings, e-mail and written communications.  <br>
· Analyze the most complex business processes and determines if implementing or augmenting IT methodology would increase efficiency and creates initial design and implementation plans.  <br>
· Provide project updates to management in order to provide project status and/or changes to projects. <br>
· Ensure RFC (Request for Changes) are created to conform to the Enterprise Change Request process.  <br>
· Participate in the documentation of the most complex activities during an incident response involving DGS Enterprise Infrastructure and provide DGS leadership with status updates during the lifecycle of the incident.  <br>
· Lead and participate in the development of process and procedures to improve incident response times, analysis of incidents and overall security functions.  <br>
<br>
In order to manage the large number of diverse projects undertaken by DGS, and to ensure that project priorities are met while balancing current and future needs, the incumbent utilizes project management tools and methodologies as defined with industry and ETS project standards:  <br>
· Ensure proactive communication with clients and management to keep them abreast of project status by using project meetings, e-mail and status reports in accordance with the ETS Communications Plan. <br>
· Participate in the review and approval of the most complex technical documents written by technical staff for services provided to other DGS Divisions. <br> 
· Develop the most complex procedures and methodologies to outline the steps to follow in order to complete projects and assignments by the development of project implementation timelines, action plans and work unit procedures. <br>
· Maintain project management schedules by updating and revising activity and milestone schedules, resources requirement and other task-related information in order to ensure accurate, updated project information and statistics. <br> 
· Identify the most complex problems and issues that impact the progress of work projects and assignments by identifying time constraints, resource limitations, scheduling conflicts and scope creep.  <br>
· Identify appropriate alternatives to resolve problems related to the completion of work projects by modifying schedules, adjusting deliverable dates, altering resource allocations in order to ensure timely resolution and minimize impact. <br>
<br>
MARGINAL FUNCTIONS  <br>
In order to better support the DGS network, the Senior Information Systems Analyst will develop and maintain a system of documentation of the network. Tasks include: <br>
· Provide written recommendations of options analysis to management. <br>
· Lead the most complex network procedures and documentation updates. <br>
· Attend educational workshops, viewing professional publications, and utilizing spare networking equipment for testing and development.  <br>
· Lead IT research, strategic planning, and recommendations on written reports.  <br>
· Lead IT procurement recommendations. <br>
· Lead the technical implementation departmental IT standards. <br>
<br>
KNOWLEDGE AND ABILITIES <br>
Knowledge of: Principles of public administration, organization, and management; information technology systems equipment, software, and practices; analytical techniques; technical report writing. <br>
<br>
Ability to:  Analyze information and situations, identify and solve problems, reason logically, and draw valid conclusions; develop effective solutions; apply creative thinking in the design of methods of processing information with information technology systems; monitor and resolve problems with information technology systems hardware, software, and processes; establish and maintain effective working relationships with others; communicate effectively. <br>
<br>
DESIRABLE QUALIFICATIONS: <br>
· Advanced working knowledge of cyber security concepts and practices as demonstrated through industry certifications <br>
· Ability to analyze issues and have the ability to react independently to resolve issues. <br>
· Project lead experience.  <br>
· Able to build effective technical teams <br>
· Expert knowledge and experience using Microsoft Visio and Microsoft Project. <br>
<br>
SPECIAL PERSONAL CHARACTERISTICS: <br>
· Ability to act independently, be open-minded and flexible to other ideas and solutions, and be tactful. <br>
· Ability to learn new technologies quickly and thoroughly. <br>
· Ability to resolve technical problems quickly and tactfully. <br>
· Ability to read and interpret operating and maintenance instructions and procedure manuals. <br>
· Ability to handle multiple projects simultaneously.  <br>
· Ability to work effectively under tight time constraints, client demands, and the pressure of multiple deadlines. <br>
<br>
INTERPERSONAL SKILLS: <br>
· Ability to be creative, highly motivated, handle rapidly changing priorities, and demonstrate leadership ability. <br>
· Ability to take and follow direction from supervisors  <br>
· Ability to communicate effectively with customers, peers, and management. <br>
· Self-motivated. <br>
<br>
WORK ENVIRONMENT, PHYSICAL OR MENTAL ABILITIES REQUIRED TO PERFORM DUTIES: <br>
WORK ENVIRONMENT<br>
· Wear appropriate attire for a professional office environment. <br>
· Communicate effectively with various clients
· Read, understand, and apply knowledge acquired from various documents and resources<br>
· Work occasional overtime<br>
· Occasional lifting and/or moving of IT equipment up to 30 lbs. <br>
· Effectively work under stress and deadlines.  <br>



