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	EMPLOYMENT

       OPPORTUNITY
	1.  RPA #

9380 -ETS
ANALYST’S INITIALS

AIO
DATE

2/12/15


	YOU MUST BE A PERMANENT OR PROBATIONARY STATE EMPLOYEE, A FORMER PERMANENT OR PROBATIONARY EMPLOYEE OR ON AN EMPLOYMENT LIST FOR THIS CLASSIFICATION IN ORDER TO APPLY FOR THIS POSITION.

	CLASS TITLE

Data Processing Manager II 
	POSITION NUMBER

306-072-1384-008
	TENURE

 FORMDROPDOWN 
 
	TIME BASE

 FORMDROPDOWN 
 
	CBID

S01

	OFFICE OF

Enterprise Technology Solutions
	LOCATION OF POSITION (CITY or COUNTY)

West Sacramento
	 FORMDROPDOWN 
 SALARY

$5,966
TO
$7,842


	SEND APPLICATION TO:

Department of General Services
P.O. Box 989052
MS 300
West Sacramento, CA  95798-9052
Attn:  Mindy Graybill
	REPORTING LOCATION OF POSITION

707 3rd Street, 3rd Floor
	

	
	SHIFT AND WORKING HOURS

 FORMDROPDOWN 
 - 8:00 a.m. to 5:00 p.m.
	

	
	WORKING DAYS, SCHEDULED DAYS OFF

MONDAY through FRIDAY,  DAYS OFF:  SAT/SUN
	

	
	PUBLIC PHONE NUMBER

(916)  375-4786
	PUBLIC PHONE NUMBER

(   )     -    
	

	
	SUPERVISED BY AND CLASS TITLE

Trisha Roman, Data Processing Manager III
	FILE BY

2/26/2015     


	Please reference RPA #9380 on your State application<br>
 *PENDING CalHR approval*<br>
<br>
SELECTION CRITERIA - - <br>
· Please submit a completed State Application (STD 678) and resume to the address above<br>
· SROA/Surplus employees are encouraged to apply<br>
· Transfers, reinstatements, or recruitment from the employment list may be considered.  Consideration may be given to applicants on another Department’s employment list, provided the criteria are met to transfer the eligibility from the employment list to DGS’ employment list<br>
· Applications will be evaluated based on eligibility and desirable qualifications and interviews may be scheduled<br>
<br>
The Department of General Services’ (DGS) Core Values and Expectations of Supervisors and Managers are key to the success of the Department’s Mission. That mission is to “Deliver results by providing timely, cost-effective services and products that support our customers.”  DGS managers and supervisors are to adhere to the Core Values and Expectations of Supervisors and Managers, and to exhibit and promote behavior consistent with those values and expectations. <br>
<br>
DUTIES<br>
<br>
ESSENTIAL FUNCTIONS<br> 
Provide oversight of the technical administration and operations of the statewide departmental security operations infrastructure, e.g., McAfee Suite, ePO, Websense, SIEM, NextGeneration Firewalls, Riverbed, TACACS, SonicWall, and RADIUS services: <br>
· Develop the technical IT strategies and/or solution requirements such as security recommendations, infrastructure upgrades, and policy compliance programs by consulting with a variety of sources such as, technical documents and product vendors, for security infrastructure components and applications. <br>
· Oversee staff which provides complex analytical research for the security infrastructure and ensure compliance to policy and best practice for security infrastructure. <br>
· Serve as the advanced technical specialist overseeing analytical activities such as requirements development, product or vendor comparisons, and the recommendations of all security architecture. <br>
· Plan the acquisition, installation, and configuration of security infrastructure and software. <br>
· Implement, maintain, and support remote access network server hardware/software by creating recommendations and guidelines to patch levels, user accounts, configurations guidelines, procedures and policy. <br>



	CALIFORNIA STATE GOVERNMENT ( EQUAL OPPORTUNITY TO ALL REGARDLESS OF RACE, COLOR, CREED, NATIONAL ORIGIN, ANCESTRY, SEX, MARITAL STATUS, DISABILITY, RELIGIOUS OR POLITICAL AFFILIATION, AGE OR SEXUAL ORIENTATION.   IT IS THE OBJECTIVE OF THE STATE OF CALIFORNIA TO ACHIEVE 

A DRUG FREE WORK PLACE.  ANY APPLICANT FOR STATE EMPLOYMENT WILL BE EXPECTED TO BEHAVE IN ACCORDANCE WITH THIS OBJECTIVE BECAUSE 

THE USE OF ILLEGAL DRUGS IS INCONSISTENT WITH THE LAW OF THE STATE, CIVIL SERVICE RULES, AND A SPECIAL TRUST PLACED IN PUBLIC SERVANTS.

DGS JOB HOTLINE PHONE (916) 322-5990                (            CALIFORNIA RELAY SERVICE FROM TDD PHONES 1-800-735-2929
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	 CLASS TITLE

Data Processing Manager II 
	POSITION NUMBER

306-072-1384-008
	RPA NUMBER

9380-ETS 
	FILE BY


2/26/2015

	· Lead in capacity planning efforts by monitoring changes to utilization thresholds and overseeing the completion of the corresponding changes to the configurations. <br>
· Monitor the server and application performance using a variety of software tools such as Solar Winds, in order to provide DGS with optimally performing security infrastructure. <br>
· Provide recommendations based on security best practices and DGS IT security policies and standards to the section chief. <br>
<br>
Security Program Management:  In order to meet security program goals and objectives, manage and coordinate the  operations of the Security Operations Unit by providing direction, guidance and leadership to staff, in accordance with DGS policies, procedures and processes for information technology management: <br>
· Oversee and participate in the preparation of IT strategic plans using industry standard strategic planning methodologies in order to meet current and anticipated business needs, ensuring the plans are in alignment with departmental IT and DGS business strategic plans. <br>
· Oversee the development of IT security strategies and/or solution requirements and recommendations for product/software upgrade plans by applying best practice methodologies and consulting with a variety of sources such as vendor communications, research, and technical documents. <br>
· Establish and implement short and long-term organizational goals, objectives, policies and operating procedures (derived from the strategic plan); monitor and evaluate operational effectiveness and continuously implements process improvements. <br>
· Establish performance metrics, define the relationship to the strategic plan and communicate those measurements to staff, peers and management.<br>
· Communicate program IT strategies, goals, objectives and expectations to staff, peers and management.<br>
· Assist in the development of the annual work unit budget and monitor and manage those fiscal resources throughout the year. <br>
· Negotiate and develop Operational Level Agreements with other technology units within ETS. <br>
· Consistently seeks improvements to the information technology environment, policies and procedures to achieve operational economies and efficiency. <br>
· Ensure that the departmental security operations infrastructure is consistent with DGS ETS Standards and Information Security Policies and Procedures to minimize risk and optimize performance. <br>
<br>
Project Management:  In order to manage the large number of diverse projects undertaken by DGS, and to ensure that project priorities are met while balancing current and future needs, the incumbent utilizes project management tools and methodologies as defined with industry and ETS project standards: <br>
· Ensure proactive communication with clients and management in order to keep them abreast of project status using project meetings, e-mail and status reports in accordance with the ETS Communications Plan. <br>
· Apprise Infrastructure Services Section Chief of the status and progress of work unit operations. <br>
· Participate in the review and approval of technical documents written by technical staff for services provided to other DGS Divisions in order to provide quality assurance, providing guidance where appropriate using DGS constructive intervention processes as appropriate. <br>
· Develop procedures and methodologies outlining the steps to follow to complete projects and assignments by developing project implementation timelines, action plans and work unit procedures. <br>
· Oversee the performance of contractors, consultants and vendors in order to ensure that desired levels of service are provided. <br>
· Maintain project management schedules by updating and revising activity and milestone schedules, resources requirement and other task-related information in order to ensure accurate, updated project information and statistics. <br>
· Identify problems and issues that impact the progress of work projects and assignments by identifying time constraints, resource limitations, scheduling conflicts and scope creep. <br>
· Identify appropriate alternatives to resolve problems related to the completion of work projects by modifying schedules, adjusting deliverable dates, altering resource allocations in order to ensure timely resolution and minimize impact. <br>
· Prioritize and schedule work to be completed by the work team by developing action plans for assignments and determine the assignment and order of project steps to be completed by each team member.<br>
· Resolve conflicting priority requests for work unit services and products required by various departmental programs.

· Monitor daily call center/help desk issues using DGS standard help desk monitoring tool. <br>
The incumbent advises on complex, technical information technology-related issues and provides leadership and direction to the information technology staff: <br>
· Plan, direct and coordinate staff activities, using appropriate supervisory measures and departmental standards and guidelines. <br>
· Assign workload to subordinate staff and provide comprehensive expectations on assignments, tasks and desired outcomes. <br>
· Assign projects and review for accuracy and completeness. <br>
· Apply the progressive discipline process in accordance with departmental standards. <br>
· Assess and provide staff training, methods, priorities and deadlines and approves formal training plans necessary to perform tasks effectively. <br>
· Train and counsel unit staff on information technology policies and procedures and consistency in application of State and DGS IT standards. <br>
· Grant or deny staff requests for time off or request to work overtime and ensures staff has sufficient leave credits available for requested leave.<br>
· Approve PAL entries for staff on dock or AWOL on or before the designed SCO payroll cut-off date (to ensure correct issuance of SCO warrant for payday). <br>
· Approve or deny PAL entries for staff within three working days after the completion of the pay period (to ensure correct issuance of SCO warrants and proper recording of time spent on work for internal clients). <br>
<br>
MARGINAL FUNCTIONS<br>
· Attend team, section and department meetings and training. <br>
· Keep executives, managers and stakeholders informed of status of ongoing projects and tasks. <br>
· Responsible for preparing management reports for status of projects and/or assignments. <br>
<br>
KNOWLEDGE AND ABILITIES<br>
Knowledge of :<br>
 Develop and evaluate alternatives, make decisions and take appropriate action; establish and maintain priorities; effectively develop and use resources; identify the need for and assure the establishment of appropriate administrative procedures; plan, coordinate and direct the activities of a data processing staff; make effective use of interdisciplinary teams; reason logically and creatively and use a variety of analytical techniques to resolve managerial problems; present ideas and information effectively, both orally and in writing; consult with and advise administrators and other interested parties on a variety of subject-matter areas, translating technical data processing terms into everyday language; gain and maintain the confidence and cooperation of others; and effectively contribute to the department’s equal employment opportunity objectives. <br>
<br>
Ability to:<br> 
Supervise technical personnel; effectively contribute to the department's equal employment opportunity objectives, analyze information and situations, identify and solve problems, reason logically, and draw valid conclusions; develop effective solutions; apply creative thinking in the design of methods of processing information with information technology systems; monitor and resolve problems with information technology systems hardware, software, and processes; establish and maintain effective working relationships with others; communicate effectively. <br>
<br>
DESIRABLE QUALIFICATIONS<br>
·  Experience with security operations infrastructure components. <br>
· VoIP knowledge and training. <br>
· CISSP certification. <br>
· Knowledge of NIST, HIPAA, FIPS, and other recognized industry security standards and best practices. <br>
· Knowledge of Federal and state IS security and privacy-related regulatory requirements. <br>
· Working knowledge of technical planning, administration, and management of information systems, operational and technical security controls, and security risk analysis and management. <br>
· Specialized knowledge of information systems security concepts and current information security trends and practices including security processes and methods. <br>
· Experience with security operations infrastructure design, implementation and maintenance projects in a lead or supervisory capacity. <br>
· Must understand and be able to supervise technical skills (design, development, and maintenance) as well as possess knowledge of applicable hardware and software. <br>
· Management\Leadership training. <br>
· Demonstrate a service oriented, customer relations-sensitive attitude. <br>
· Knowledge of the DGS technology environment. <br>
· Project Management training. <br>
<br>
SPECIAL PERSONAL CHARACTERISTICS<br>
· Must understand the importance of meeting business needs through innovative solutions. <br>
· Willingness as a leader to do routine or detailed work in order to learn the practical application of administrative principles. <br>
<br>
INTERPERSONAL SKILLS<br> 

· Ability to act tactfully in difficult situations, negotiate and resolve issues without confrontation, follow, lead and coach others, and communicate in a clear and concise manner. <br>
· Ability to make presentations at the appropriate level. <br>
· Ability to identifies, defines, and articulates issues and risks and also track, facilitate and monitor their resolution.<br>
<br>
ADDITIONAL QUALIFICATIONS<br>
· Ability to act independently, be open-minded and flexible to other ideas and solutions, and be tactful. <br>
· Ability to communicate effectively orally and in writing. <br>
· Ability to handle multiple tasks, be creative, highly motivated and handle rapidly changing priorities and demonstrate leadership ability. <br>
<br>
WORK ENVIRONMENT, PHYSICAL OR MENTAL ABILITIES<br> 

· Professional office environment. <br>
· Present self professionally and according to current policy. <br>
· Effectively handle stress and deadlines. <br>
· Make presentations to other managers and supervisors. <br>
· Consistently exercise a high degree of independence. <br>
· Use a PC to communicate and prepare written material and presentations. <br>
<br>
The State of California is an equal opportunity employer to all, regardless of age, ancestry, color, disability (mental and physical), exercising the right to family care and medical leave, gender, gender expression, gender identity, genetic information, marital status, medical condition, military or veteran status, national origin, political affiliation, race, religious creed, sex (includes pregnancy, childbirth, breastfeeding and related medical conditions), and sexual orientation. <br>
<br>



