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	EMPLOYMENT

       OPPORTUNITY
	1.  RPA #

9449 -ETS
ANALYST’S INITIALS

AIO
DATE

12/31/14


	YOU MUST BE A PERMANENT OR PROBATIONARY STATE EMPLOYEE, A FORMER PERMANENT OR PROBATIONARY EMPLOYEE OR ON AN EMPLOYMENT LIST FOR THIS CLASSIFICATION IN ORDER TO APPLY FOR THIS POSITION.

	CLASS TITLE

Staff Information Systems Analyst (Specialist) 
	POSITION NUMBER

306-072-1312-xxx
	TENURE

 FORMDROPDOWN 
      
	TIME BASE

 FORMDROPDOWN 
      
	CBID

01

	OFFICE OF

Enterprise Technology Solutions
	LOCATION OF POSITION (CITY or COUNTY)

West Sacramento
	 FORMDROPDOWN 
 SALARY

$5166
TO
$6793


	SEND APPLICATION TO:

Department of General Services
P.O. Box 989052
MS 300
West Sacramento, CA  95798-9052
Attn:  Mindy Graybill
	REPORTING LOCATION OF POSITION

707 3rd Street, 3rd Floor
	

	
	SHIFT AND WORKING HOURS

 FORMDROPDOWN 
 - 8:00 a.m. to 5:00 p.m.
	

	
	WORKING DAYS, SCHEDULED DAYS OFF

MONDAY through FRIDAY,  DAYS OFF:  SAT/SUN
	

	
	PUBLIC PHONE NUMBER

(916)  375-4786
	PUBLIC PHONE NUMBER

(   )     -    
	

	
	SUPERVISED BY AND CLASS TITLE

Trisha Roman, DPM III
	FILE BY

1/16/2015


	Please reference RPA #9449-ETS on your State application<br>
<br>
SELECTION CRITERIA - - <br>
· Please submit a completed State Application (STD 678) and resume to the address above<br>
· SROA/Surplus employees are encouraged to apply.<br>
· Transfers, reinstatements, or recruitment from the employment list may be considered.  Consideration may be given to applicants on another Department’s employment list, provided the criteria are met to transfer the eligibility from the employment list to DGS’ employment list<br>
· Applications will be evaluated based on eligibility and desirable qualifications and interviews may be scheduled. <br>
<br>
The Department of General Services’ (DGS) Core Values and Employee Expectations are key to the success of the Department’s Mission. That mission is to “Deliver results by providing timely, cost-effective services and products that support our customers.”   DGS employees are to adhere to the Core Values and Employee Expectations, and to perform their duties in a way that exhibits and promotes those values and expectations. <br>
<br>
DUTIES<br>
Under general supervision of the Data Processing Manager III, the incumbent acts as a project leader on complex information technology studies or systems, works on complex information technology systems problems, and serves as the advanced technical specialist performing complex analytical studies and activities on complex information technology systems, projects, and/or teleprocessing networks/systems. Perform the complex administration, maintenance, monitoring and security of Active Directory (AD) objects, network infrastructure, and the logical components of the Department of General Services, IT infrastructure. <br>
<br>
ESSENTIAL FUNCTIONS<br>  
Directory Services and Account Management<br>
In order to provide DGS employees with role-based access to network information resources in accordance with the above stated guidelines: <br>
· Lead the statewide creation and maintenance of DGS domain user accounts for DGS by creating and maintaining the DGS account requests form and adding, modifying, and deleting user accounts inside the statewide active directory forest to ensure inclusion into the proper user group accounts. <br>
· Lead the creation and maintenance of the appropriate DGS Active Directory user objects by setting user profile configurations and login scripts utilizing Active Directory Users and Computers, and by maintaining the ETS New Employee form. <br>



	CALIFORNIA STATE GOVERNMENT ( EQUAL OPPORTUNITY TO ALL REGARDLESS OF RACE, COLOR, CREED, NATIONAL ORIGIN, ANCESTRY, SEX, MARITAL STATUS, DISABILITY, RELIGIOUS OR POLITICAL AFFILIATION, AGE OR SEXUAL ORIENTATION.   IT IS THE OBJECTIVE OF THE STATE OF CALIFORNIA TO ACHIEVE 

A DRUG FREE WORK PLACE.  ANY APPLICANT FOR STATE EMPLOYMENT WILL BE EXPECTED TO BEHAVE IN ACCORDANCE WITH THIS OBJECTIVE BECAUSE 

THE USE OF ILLEGAL DRUGS IS INCONSISTENT WITH THE LAW OF THE STATE, CIVIL SERVICE RULES, AND A SPECIAL TRUST PLACED IN PUBLIC SERVANTS.

DGS JOB HOTLINE PHONE (916) 322-5990                (            CALIFORNIA RELAY SERVICE FROM TDD PHONES 1-800-735-2929
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	 CLASS TITLE

Staff Information Systems Analyst (Specialist)
	POSITION NUMBER

306-072-1312-xxx
	RPA NUMBER

9449-ETS
	FILE BY


1/16/2015

	· Function as third-level (tertiary) support for both the help desk and desktop teams for Active Directory, permissions, and complex email issues.<br>
· Create users’ home directory utilizing Windows Server administration tools in order to create the appropriate path statements to allow access to file and shares by following and documenting procedures and assigning the appropriate group membership to the account. <br>
· Create and maintain global security groups and universal distribution lists by processing complex requests from first and second level support groups and adding and removing members as appropriate and necessary. <br>
· Disable domain user accounts as appropriate and, using the Active Directory tools, respond to complex incidents from first level support, as needed. <br>
· Delete domain users’ accounts, e-mail accounts, and user’s home directories as retention periods expire, and/or when requested with a request form or complex incidents from first level support. <br>
· Maintain and update procedures and documentation of active directory and email accounts by using a variety of software tools such as Exchange Administrator, Windows Account Administration, Perl, and Hyena in accordance with DGS IT policies, guidelines, and standards to ensure a current and consistent IT environment. <br>
<br>
Account Security<br>
In order to maintain and secure DGS information resources, conduct a regular analysis and review of AD objects in accordance above standards, by utilizing active directory and tools like Hyena, plus  other Windows system tools: <br>
· Conduct quarterly and monthly review of AD objects by running queries to export data from AD, utilizing Hyena, SQL, and other Windows system tools. <br>
· Lead the analysis of the extract reports to determine validity and currency of account information to ensure security compliance and make determinations on maintenance activities to limit the ability for the active directory structure and accounts to be compromised. <br>
· Maintain, monitor, and resolve aged accounts and objects such as user, computer, and objects to maintain an active directory structure which facilitates DGS business activities. <br>
· Monitor security group membership, report anomalies, and recommend solutions. <br>
· Perform security assessment review of user objects which consist of user, computer, and machine objects to define risk and mitigation strategies, and provide report to unit manager.<br>
· Monitor the system and application performance to ensure a secure structure safe from malicious attacks using a variety of software tools such as Active Directory Administrator in order to ensure secure DGS business operations.<br>  
· Provide monthly reports to DGS management on account security and account management activities such as created, deleted, aging, and last used. <br>
· Respond to email folder and data archive requests which consist of archiving email folders and home and group directories as requested by DGS management.<br>
<br>
System Security<br>
In order to minimize risk and protect DGS information systems from the potential exploitation of vulnerabilities, the incumbent monitors systems for unauthorized software: <br>
· Maintain, monitor, and resolve unauthorized security risk software installed on DGS systems utilizing best practice and Windows operating system tools such as Hyena, Active Editor, Sysinternals in accordance with ETS standards and procedures in order to detect, configure, and/or remove software. <br>
· Acquire, install, configure, implement, maintain, and support the complex remote access configurations for Microsoft Direct Server in order to provide remote access to DGS network. <br>
· Lead in capacity planning efforts such as upgrade of active directory. <br>
· Provide recommendations to DGS management for system security based on security best practices and DGS IT security policies and standards in order to ensure systems are adequately secured to provide the most robust platform for DGS business operations. <br>
· Cross-train junior staff members and peers in the unit on system security, such as systems hardening, systems security, windows operating systems. <br>
<br>
Technical Project Management<br>
In order to provide for the lifecycle of a changing technology environment act as a technical project manager for DGS by:<br>  
· Lead in developing IT strategies and/or solution requirements and recommendations for product/software upgrade plans by using best practice methodologies and consulting with a variety of sources such as vendor communications, Internet research, and technical documents. <br>
· Provide timely updates to management regarding technical projects in order to communicate status and/or changes to projects, tasks, or other assignments through informal meetings, email, and written communications. <br>
· Prepare effective analytical reports and/or issue papers regarding technical projects for DGS management.<br>
· Create and maintain required project schedules.<br>
<br>
MARGINAL FUNCTIONS<br>
· Develop, document, and maintain standards, processes, and procedures such as application administration or systems hardening in order to sustain a supportable, consistent, standard, and uniform logical network infrastructure to DGS utilizing Microsoft Office, Visio, and Project as new tasks and roles are defined. <br>
· Analyze and evaluate situations such as security breaches and participate in discussions with legal on Litigation holds or E-discovery and testify on procedures in a Court of Law on behalf of DGS. <br>
<br>
KNOWLEDGE AND ABILITIES<br>
Knowledge of:  Principles of public administration, organization, and management; information technology systems equipment, software, and practices; analytical techniques; technical report writing.<br>
<br>
Ability to:  Analyze information and situations, identify and solve problems, reason logically, and draw valid conclusions; develop effective solutions; apply creative thinking in the design of methods of processing information with information technology systems; monitor and resolve problems with information technology systems hardware, software, and processes; establish and maintain effective working relationships with others; communicate effectively. <br>
<br>
DESIRABLE QUALIFICATIONS<br>
·  Commitment to provide excellent customer service to all clients<br>
·  Ability to focus attention on details and follow work rules<br>
<br>
SPECIAL PERSONAL CHARACTERISTICS<br>  

· A demonstrated interest in assuming increased responsibility, mature judgment, poise, and tact.<br>
· Ability to learn new technologies quickly and thoroughly. <br>
· Ability to handle multiple tasks, be creative, and handle rapidly changing priorities. <br>
· Ability to work under tight time constraints and multiple deadlines. <br>
· Ability to communicate effectively with various clients. <br>
<br>
WORK ENVIRONMENT, PHYSICAL OR MENTAL ABILITIES<br>

WORK ENVIRONMENT<br>
· Busy professional office environment requiring effective handling of multiple deadlines. <br>
· Wear appropriate attire for a professional office environment. <br>
· Willingness to travel alone locally for meetings and off-site support. <br>
<br>
The State of California is an equal opportunity employer to all, regardless of age, ancestry, color, disability (mental and physical), exercising the right to family care and medical leave, gender, gender expression, gender identity, genetic information, marital status, medical condition, military or veteran status, national origin, political affiliation, race, religious creed, sex (includes pregnancy, childbirth, breastfeeding and related medical conditions), and sexual orientation. <br>
<br>



