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	EMPLOYMENT

       OPPORTUNITY
	1.  RPA #

9827-ETS
ANALYST’S INITIALS

AIO
DATE

4/1/2015


	YOU MUST BE A PERMANENT OR PROBATIONARY STATE EMPLOYEE, A FORMER PERMANENT OR PROBATIONARY EMPLOYEE OR ON AN EMPLOYMENT LIST FOR THIS CLASSIFICATION IN ORDER TO APPLY FOR THIS POSITION.

	CLASS TITLE

Senior Information Systems Analyst (Spec)
	POSITION NUMBER

306-072-1337-013
	TENURE

 FORMDROPDOWN 
      
	TIME BASE

 FORMDROPDOWN 
      
	CBID

R01

	OFFICE OF

Enterprise Technology Solutions
	LOCATION OF POSITION (CITY or COUNTY)

West Sacramento
	 FORMDROPDOWN 
 SALARY

$5,682
TO
$7,468


	SEND APPLICATION TO:

Department of General Services
P.O. Box 989052
MS 300
West Sacramento, CA  95798-9052
Attn:  Mindy Graybill
	REPORTING LOCATION OF POSITION

707 3rd Street, 3rd Floor
	

	
	SHIFT AND WORKING HOURS

 FORMDROPDOWN 
 - 8:00 a.m. to 5:00 p.m.
	

	
	WORKING DAYS, SCHEDULED DAYS OFF

MONDAY through FRIDAY,  DAYS OFF:  SAT/SUN
	

	
	PUBLIC PHONE NUMBER

(916)  375-4786
	PUBLIC PHONE NUMBER

(   )     -    
	

	
	SUPERVISED BY AND CLASS TITLE

Ben Gomez, Systems Software Specialist II (Sup)
	FILE BY

4/16/2015


	Please reference RPA #9827-ETS on your State application<br>
<br>
SELECTION CRITERIA - -<br>
· Please submit a completed State Application (STD 678) and resume to the address above<br>
· SROA/Surplus employees are encouraged to apply. <br>
· Transfers, reinstatements, or recruitment from the employment list may be considered.  Consideration may be given to applicants on another Department’s employment list, provided the criteria are met to transfer the eligibility from the employment list to DGS’ employment list<br>
· Applications will be evaluated based on eligibility and desirable qualifications and interviews may be scheduled. <br>
<br>
The Department of General Services’ (DGS) Core Values are key to the success of the Department’s Mission to “Deliver results by providing timely, cost-effective services and products that support our customers.”  The Department of General Services (DGS) expects its employees to adhere to the DGS Core Values of Integrity, Accountability, Communication, Excellence, Innovation and Teamwork.  Our employees are expected to perform their duties with these values in mind. <br>
<br>
DUTIES<br>
<br>
Under the general direction of the Systems Software Specialist II (Sup), the incumbent will act as the project leader on the most complex Information Technology (IT) systems, and is responsible for the administration, maintenance, monitoring and security of Active Directory (AD) objects, network infrastructure, and the logical components of the Department of General Services, IT infrastructure.  This includes but is not limited to the following most complex technical services related duties:<br>
<br>
ESSENTIAL FUNCTIONS<br>
<br>
Directory Services and Account Management<br>
In order to support an integrated, distributed directory service that provides the means to manage the identities and relationships that make up the DGS network environment, in accordance with DGS IT standards, the DGS Information Policies and Procedures (ISPP), and the above guidelines: <br>
· Manage, maintain, analyze and monitor AD objects such as, forest(s), domain(s), site(s), Organizational Units(OU) Organizational Units for compliance to standards, security reviews, and to efficiently manage the DGS environment using AD tools, NetPro ChangeAuditor, and Microsoft administration tools.  Develop, establish and maintain a change control process to document modifications, prevent inappropriate implementations, and establish a historical trail of actions. This will include the analysis, review, approval or denial, and implementation of AD change requests.<br> 



	CALIFORNIA STATE GOVERNMENT ( EQUAL OPPORTUNITY TO ALL REGARDLESS OF RACE, COLOR, CREED, NATIONAL ORIGIN, ANCESTRY, SEX, MARITAL STATUS, DISABILITY, RELIGIOUS OR POLITICAL AFFILIATION, AGE OR SEXUAL ORIENTATION.   IT IS THE OBJECTIVE OF THE STATE OF CALIFORNIA TO ACHIEVE 

A DRUG FREE WORK PLACE.  ANY APPLICANT FOR STATE EMPLOYMENT WILL BE EXPECTED TO BEHAVE IN ACCORDANCE WITH THIS OBJECTIVE BECAUSE 

THE USE OF ILLEGAL DRUGS IS INCONSISTENT WITH THE LAW OF THE STATE, CIVIL SERVICE RULES, AND A SPECIAL TRUST PLACED IN PUBLIC SERVANTS.

DGS JOB HOTLINE PHONE (916) 322-5990                (            CALIFORNIA RELAY SERVICE FROM TDD PHONES 1-800-735-2929
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	· Provide expertise on design improvements using industry best practices, as well as identify tools and procedures to automate various monitoring tasks. <br> 
· Architect, design, implement, and maintain GPOs to effectively and efficiently manage computer and user objects and settings utilizing Microsoft Administrative Tools, best practices and industry standards. <br>
· Architect, design, and lead test lab, creating the structure of the active directory, to ensure the lab environment is a close replica of production, and is available to development staff for application testing. <br> 
· Perform security reviews of directory objects to identify risks, develop mitigation plans, and ensure DGS IT resources have a low risk of possible incident occurrences. <br>
· Establish and maintain a user account management plan to ensure role-based access to DGS information resources are secure and managed consistently utilizing best practices, industry standards, Microsoft Office, Project, and Visio.<br>
· Create and maintain documentation of standard processes and procedures to sustain a supportable, consist, standard, and uniform logical network infrastructure to DGS utilizing Microsoft Office, Visio, and Project as new tasks and roles are defined. <br>
<br>
Resource Monitoring and Maintenance<br>
In order to provide reliable and consistent access to network resources, in accordance with DGS IT standards, the DGS Information Policies and Procedures (ISPP), and the above guidelines: <br>
· Proactively monitor and maintain critical Active Directory services and specialized roles including PDC Emulator, Infrastructure Master, RID Master, Domain Naming Master, and Schema Master for proper operation utilizing Windows system tools. <br>
· Consolidate and automate manual processes using automated monitoring tools, scripts, or system tools. <br>
· Prevent system outages from potential vulnerability exploitation and protect DGS information assets using asset prioritization, threat correlation, vulnerability and policy assessment, security intelligence, and problem resolution utilizing McAfee Vulnerability Manager, scripts, and other system tools. <br>
· Monitor AD object modifications and provide reports to management in order to ensure modifications to the logical structure of the DGS network adhere to best practices and security policies utilizing NetPro Change Auditor, and Microsoft AD tools. <br>
<br>
Project Management: <br>
In order to manage the large number of diverse projects undertaken by DGS, and to ensure that project priorities are met while balancing current and future needs, the incumbent utilizes project management tools and methodologies as defined with industry and ETS project standards: <br>
· Ensures proactive communication with clients and management to keep them abreast of project status using project meetings, e-mail and status reports in accordance with the ETS Communications Plan <br> 

· Apprises management of the status and progress of projects. <br>
· Participates in the review and approval of technical documents written by technical staff for services provided to other DGS Divisions by providing quality assurance and guidance where appropriate using DGS constructive intervention processes as appropriate. <br>
· Develops procedures and methodologies outlining the steps to follow to complete projects and assignments by developing project implementation timelines, action plans, and work unit procedures<br>
· Oversees the performance of contractors, consultants and vendors to ensure that desired levels of service are provided by meeting on a regular basis, obtaining project schedules and updates, and continual communications.<br> 
· Maintains project management schedules by updating and revising activity and milestone schedules, resources requirement and other task-related information to ensure accurate, updated project information and statistics.<br>
· Identifies problems and issues that impact the progress of work projects and assignments by identifying time constraints, resource limitations, scheduling conflicts and scope creep. <br>
· Identifies appropriate alternatives to resolve problems related to the completion of work projects by modifying schedules, adjusting deliverable dates, altering resource allocations to ensure timely resolution and minimize impact.<br>
· Monitors daily call center/help desk issues using DGS standard help desk monitoring tool (Remedy) <br>
<br>
MARGINAL FUNCTIONS<br>
Advises management, staff and clients on matters regarding IT trends and best practices of desktop and workgroup solutions in order to maintain operational readiness and to continuously prepare for future technologies in compliance with DGS IT Standards, Asset Management and Security policies and procedures, and related Department of Finance and State Administrative Manual requirements. Coordinate with vendors to bring new technology solutions into the Department. Keep abreast of latest technology solutions to increase efficiency and improve system availability, industry standards and technology improvements by attending and participating in IT events, organizations, and vendor trade shows and conferences. <br>
<br>
KNOWLEDGE AND ABILITIES<br>
Knowledge of: <br>  
Principles of public administration, organization, and management; information technology systems equipment, software, and practices; analytical techniques; technical report writing. <br>
<br>
Ability to: <br> 
Analyze information and situations, identify and solve problems, reason logically, and draw valid conclusions; develop effective solutions; apply creative thinking in the design of methods of processing information with information technology systems; monitor and resolve problems with information technology systems hardware, software, and processes; establish and maintain effective working relationships with others; communicate effectively. <br>
<br>
DESIRABLE QUALIFICATIONS: <br>
· Proficiency with Microsoft Server 2003, and Active Directory. <br>
· Proficiency with Microsoft Desktop Applications including: Microsoft Outlook2003, Microsoft Office2003 and Windows XP. <br>
· Proficiency with Network Protocols, DNS, and DHCP<br>
<br>
SPECIAL PERSONAL CHARACTERISTICS:<br>
· Ability to act independently, be open-minded and flexible to other ideas and solutions, and be tactful. <br>
· Ability to learn new technologies quickly and thoroughly. <br>
· Ability to resolve technical problems quickly and tactfully. <br>
· Ability to read and interpret operating and maintenance instructions and procedure manuals. <br>
· Ability to handle multiple projects simultaneously. <br>
· Ability to work effectively under tight time constraints, client demands, and the pressure of multiple deadlines. <br>
<br>
INTERPERSONAL SKILLS: <br>
· Demonstrated quality customer service experience. <br>
· Ability to work effectively and cooperatively in a team-oriented environment. <br>
<br>
ADDITIONAL QUALIFICATIONS: <br>
· Work occasional overtime. <br>
· Travel alone to various DGS offices statewide as needed. <br>
<br>
WORK ENVIRONMENT, PHYSICAL OR MENTAL ABILITIES REQUIRED TO PERFORM DUTIES:<br>
· Wear appropriate attire for a professional office environment. <br>
· Move about in order to install and perform maintenance on equipment located in easy and difficult to access locations. <br>
· Lift up to 30 lbs. <br>
· Effectively work under stress and deadlines. <br>
· Communicate effectively with various clients. <br>
· Read, understand, and apply various documents and resources. <br>
<br>
The State of California is an equal opportunity employer to all, regardless of age, ancestry, color, disability (mental and physical), exercising the right to family care and medical leave, gender, gender expression, gender identity, genetic information, marital status, medical condition, military or veteran status, national origin, political affiliation, race, religious creed, sex (includes pregnancy, childbirth, breastfeeding and related medical conditions), and sexual orientation<br>
<br>



