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	EMPLOYMENT

       OPPORTUNITY
	1.  RPA #

10142-ETS
ANALYST’S INITIALS

     AIO
DATE

6/22/2015


	YOU MUST BE A PERMANENT OR PROBATIONARY STATE EMPLOYEE, A FORMER PERMANENT OR PROBATIONARY EMPLOYEE OR ON AN EMPLOYMENT LIST FOR THIS CLASSIFICATION IN ORDER TO APPLY FOR THIS POSITION.

	CLASS TITLE

System Software Specialist I (Tech)
	POSITION NUMBER

306-072-1587-XXX
	TENURE

 FORMDROPDOWN 
      
	TIME BASE

 FORMDROPDOWN 
      
	CBID

R01

	OFFICE OF

Enterprise Technology Solutions
	LOCATION OF POSITION (CITY or COUNTY)

West Sacramento
	 FORMDROPDOWN 
 SALARY

$5,165
TO
$6,792


	SEND APPLICATION TO:

Department of General Services
P.O. Box 989052
MS 300
West Sacramento, CA  95798-9052
Attn:  Joe Frei
	REPORTING LOCATION OF POSITION

707 3rd Street, 3rd Floor
	

	
	SHIFT AND WORKING HOURS

 FORMDROPDOWN 
 - 8:00 a.m. to 5:00 p.m.
	

	
	WORKING DAYS, SCHEDULED DAYS OFF

MONDAY through FRIDAY,  DAYS OFF:  SAT/SUN
	

	
	PUBLIC PHONE NUMBER

(916)  443-9617
	PUBLIC PHONE NUMBER

(   )     -    
	

	
	SUPERVISED BY AND CLASS TITLE

Rick Helton, DPM II
	FILE BY

7/3/2015


	Please reference RPA #10142-ETS on your State application<br>
<br>
SELECTION CRITERIA - - <br>
· Please submit a completed State Application (STD 678) and resume to the address above<br>
· SROA/Surplus employees are encouraged to apply. <br>
· Transfers, reinstatements, or recruitment from the employment list may be considered.  Consideration may be given to applicants on another Department’s employment list, provided the criteria are met to transfer the eligibility from the employment list to DGS’ employment list<br>
· Applications will be evaluated based on eligibility and desirable qualifications and interviews may be scheduled. <br>
<br>
The Department of General Services’ (DGS) Core Values are key to the success of the Department’s Mission to “Deliver results by providing timely, cost-effective services and products that support our customers.”  The Department of General Services (DGS) expects its employees to adhere to the DGS Core Values of Integrity, Accountability, Communication, Excellence, Innovation and Teamwork.  Our employees are expected to perform their duties with these values in mind. <br>
<br>
DUTIES<br>
<br>
Under the general supervision of the Data Processing Manager II, Security and Testing, the incumbent acts as a leader on the systems software projects such as Security Event Information Management, and/or works independently as a technical specialist on the complex systems assignments such as use case development and requirements implementation. This includes but is not limited to the following technical services related duties: <br>
<br>
ESSENTIAL FUNCTIONS<br> 
<br>
In order to ensure reliable operations of the DGS IT network resources in accordance with the above stated guidelines, the incumbent is a technical specialist for the department by conducting the integration, testing, operations, and maintenance of Network Security Systems by: <br>
· Lead and participate in the deployment, configuration and support of the complex next generation firewalls (NGFW) Palo Alto Network (PAN) and provide subject matter expertise for the configuration of the hardware and software by configuration and maintenance of the firewall rule sets.<br>
· Review and maintain the NGFW hardware and software and document the complex NGFW processes by analyzing the release of security bulletins and creating/maintaining process documentation. <br>
· Provide technical specialization and lead the complex analysis of network traffic to identify anomalous activity, malicious activity, and potential threats to network resources by analyzing the complex information aggregated in the PAN Software. <br>


	CALIFORNIA STATE GOVERNMENT ( EQUAL OPPORTUNITY TO ALL REGARDLESS OF RACE, COLOR, CREED, NATIONAL ORIGIN, ANCESTRY, SEX, MARITAL STATUS, DISABILITY, RELIGIOUS OR POLITICAL AFFILIATION, AGE OR SEXUAL ORIENTATION.   IT IS THE OBJECTIVE OF THE STATE OF CALIFORNIA TO ACHIEVE 

A DRUG FREE WORK PLACE.  ANY APPLICANT FOR STATE EMPLOYMENT WILL BE EXPECTED TO BEHAVE IN ACCORDANCE WITH THIS OBJECTIVE BECAUSE 

THE USE OF ILLEGAL DRUGS IS INCONSISTENT WITH THE LAW OF THE STATE, CIVIL SERVICE RULES, AND A SPECIAL TRUST PLACED IN PUBLIC SERVANTS.
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	· Lead and provide the advanced technical expertise to issue internal SSL certificates and the internal SSL Key Management Server and related processes to ensure secure access to DGS Web sites. <br>
· Provide the appropriate analysis and identification of the complex malicious activity in order to determine exploited weaknesses, exploitation methods, and effects on system and information. <br>
· Conduct and provide the complex research, analysis and correlation across a wide variety of source data sets, indications, and warnings for information aggregated to the PAN tool. <br>
· Establish and maintain complex test plans and lead complex Information Assurance safeguard testing in accordance procedures. <br>
· Lead the examination of complex network topologies in order to understand complex data flows through the network.<br>
· Monitor external data sources (e.g., Computer Network Defense vendor sites, Computer Emergency Response Teams, SANS, Security Focus) in order to maintain currency of Computer Network Defense threat condition to determine complex security issues that impact the enterprise<br>
<br>
In order to better support the DGS network, the incumbent is the advanced specialist for security operations system concepts and works on the capabilities phases of the security systems development lifecycle; translating the environmental conditions of the technology (e.g., law and regulation) into system and security designs and processes. <br>
· As backup to other staff in the unit maintain complex content development for Computer Network Defense tools such as: SEIM, Intrusion Detection and Prevention Systems (IDPS), Terminal Access Controller Access-Control System (TACACS), and Remote Authentication Dial-In User Service (RADIUS).<br>
· Lead and collaborate with the Information Security Officer’s staff in order to validate network alerts and develop remediation for the alerts. <br>
· Lead and participate in the identification of complex anomalies in network traffic using metadata from tools such as SolarWinds, SIEM, and PAN. <br>
· Identify the appropriate versions of complex software for applications, server operating systems, and network device operating systems. <br>
· Act as the technical backup for the identification of complex network mapping and operating system (OS) fingerprinting activities in order to develop, document, and manage, working in collaboration with the Information Security Officer, the needed remediation tactics on the SIEM and PAN tools<br>
<br>
In order to best support the DGS network, in compliance with Statewide policy and security best practice the incumbent, as an advanced level specialist, will define and use the defensive measures for the DGS technology landscape by harnessing the information collected from a variety of sources to identify, analyze, and report events that occur or might occur within the network in order to protect information, information systems, and networks from threats by: <br>
· Determine and ensure the appropriate course of action in response to complex identified and analyzed anomalous network activity. <br>
· Determine and ensure the tactics, techniques, and procedures (TTPs) for intrusion sets and make recommendations to management and the Information Security Officer for remediation by writing memos, gaining buy-in, and lead technology staff to implement. <br>
· Document and review memos and DGS security bulletins in order to escalate incidents (including events) to initiate the action needed by staff in other sections to defend the DGS enterprise computing systems. <br>
· Employ approved Defense-in-Depth principles and practices (i.e., Defense in Multiple Places, Layered defenses, Security robustness, etc.) to defend the DGS enterprise computing systems. <br>
· Perform complex Computer Network Defense trend analysis and reporting for DGS staff, management, and Information Security Office by using reporting tools and Microsoft Office. <br>
· Lead complex event correlation activities using information gathered from a variety of sources within the enterprise in order to gain situational awareness and determine the effectiveness of an observed attack. <br>
· Provide daily/weekly summary reports of the complex network events and activity relevant to Computer Network Defense practices to DGS Management. <br>
· Provide timely detection, identification, and alerting of possible attacks/intrusions, anomalous activities, and misuse activities and distinguish these incidents and events from benign activities on a routine basis. <br> 
· Receive and analyze complex network alerts from various sources within the enterprise and determine possible causes of such alerts on a routine basis. <br>
· Reconstruct a complex malicious attack or activity based on network traffic and collaborate with internal and external stakeholders to provide complex incident response information. <br>
· Lead the use of Computer Network Defense tools for continual monitoring and analysis of complex system activity to identify malicious activity. <br>
· Validate intrusion detection system (IDS) alerts against network traffic using packet analysis tools. <br>
<br>
MARGINAL FUNCTIONS<br>
· Project management for the implementation of security tools<br>
· Lead IT procurement recommendations. <br>
· Lead the technical implementation departmental IT standards. <br>
<br>
KNOWLEDGE AND ABILITIES<br>
Knowledge of: Information technology systems (software) programming, equipment, and its capabilities and interfaces between hardware and software; and the requirements for the installation and implementation of the most complex information technology software systems. <br>
<br>
 Ability to: Write complex programs; develop detailed program specifications; analyze data and situations, reason logically and creatively, identify problems, draw valid conclusions, and develop effective solutions; apply creative thinking in the design and development of methods of processing information with information technology systems; establish and maintain cooperative relationships with those contacted in the course of the work; work under pressure; communicate effectively; prepare effective reports; coordinate the activities of technical personnel. <br>
<br>
DESIRABLE QUALIFICATIONS<br>
· System administration, server, network, and operating system hardening techniques for enterprise class systems and software. <br>
· Experience in adversary tactics, techniques, and procedures in assigned area of responsibility (i.e., historical country-specific tactics, techniques, and procedures; emerging capabilities, etc.). <br>
· Experience with Computer Network Defense and vulnerability assessment tools, including open source tools, and their capabilities. <br>
· Experience preventing and if needed responding to general attack stages (e.g., foot printing and scanning, enumeration, gaining access, escalation of privileges, maintaining access, network exploitation, covering tracks, etc.). <br>
· Experience with traffic flows across the network (e.g., Transmission Control Protocol (TCP) and Internet Protocol (IP), Open System Interconnection Model (OSI), Information Technology Infrastructure Library, v3 (ITIL)). <br>
· Information Technology Security Certifications like SANS, SSCP, CAP, CSSLP, CISSP, CCFP, HCISPP. <br>
<br>
SPECIAL PERSONAL CHARACTERISTICS:<br>
· Ability to act independently, be open-minded and flexible to other ideas and solutions, and be tactful. <br>
· Ability to learn new technologies quickly and thoroughly. <br>
· Ability to resolve technical problems quickly and tactfully. <br>
· Ability to read and interpret operating and maintenance instructions and procedure manuals. <br>
· Ability to handle multiple projects simultaneously. <br>
· Ability to work effectively under tight time constraints, client demands, and the pressure of multiple deadlines. <br>
<br>
WORK ENVIRONMENT, PHYSICAL OR MENTAL ABILITIES: <br>
· Wear appropriate attire for a professional office environment. <br>
· Communicate effectively with various clients<br>
· Read, understand, and apply knowledge acquired from various documents and resources<br>
· Work occasional overtime<br>
· Occasional lifting and/or moving of IT equipment up to 30 lbs. <br>
· Effectively work under stress and deadlines. <br>
<br>
INTERPERSONAL SKILLS<br>
· Ability to be creative, highly motivated, handle rapidly changing priorities, and demonstrate leadership ability. <br>
· Ability to take and follow direction from supervisors <br>
· Ability to communicate effectively with customers, peers, and management.<br>
· Self-motivated. <br>
<br>
The State of California is an equal opportunity employer to all, regardless of age, ancestry, color, disability (mental and physical), exercising the right to family care and medical leave, gender, gender expression, gender identity, genetic information, marital status, medical condition, military or veteran status, national origin, political affiliation, race, religious creed, sex (includes pregnancy, childbirth, breastfeeding and related medical conditions), and sexual orientation<br>
<br>


