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=- California Constitution, Article 1
- California Civil Code section 1798
- California Penal Code Section 964

- Enacted Policies and Procedures
to Comply with New Laws

- HIPAA
- IRS Pub 1075
- Children’s Online Privacy Protection
Act of 1998
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• Notebooks
• PDAs
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• Digital Audio 

Recorders

• Smart Phones
– Blackberry®
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– iPhone®
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www.CSOOnline.com Top 9 Network Security Threats in 2009 By Kevin Prince

• Volume of attacks will continue to 
increase especially towards government 
and military networks.

• Data security breaches tied to theft will 
significantly increase.

General Predictions

http://www.csoonline.com/


General Predictions

www.CSOOnline.com Top 9 Network Security Threats in 2009 By Kevin Prince

• Sophistication of application level 
attacks, such as SQL injection, buffer 
overflow, cross site scripting (XSS) and 
others will increase.

• Increased use high definition video, 
huge downloads and YouTube. 

http://www.csoonline.com/


Top 9 Network Security Threats in 2009

www.CSOOnline.com Top 9 Network Security Threats in 2009 By Kevin Prince

1. Malicious Insiders 
2. Malware  

4. Social Engineering  
3. Exploited Vulnerabilities 

5. Careless Employees 

7. Remote Workers 
6. Reduced Budgets

8. Unstable Third Party Providers 
9. Downloaded Software Including Open Source

& P2P Files 
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