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Subject:  SUPERVISOR’S EMPLOYEE WORKING FILE

	REFERENCES
	SECTIONS

	Human Resources Memo http://www.ohr.dgs.ca.gov/policymemos.htm 
	HR 95-34, 99-022, 00-035, 01-003, 07-031

	Law & Regulation

http://www.leginfo.ca.gov/calaw.html 

http://www.dpa.ca.gov/statesys/dpa/oalrules.htm 
	GC 6254(c), 6250-6254, 18573, 11015.5, 11019.9, 14740-14768, 6200-6201, 19589

Penal Code Section 832.7, 502 (Computer Data Access and Fraud Act)

Civil Code Section 1798 et seq. (Information Practices Act), 56 et seq.

Health and Safety Code 123100-123149.5

	Memo of Understanding (MOU)
	See applicable BU

http://www.dpa.ca.gov/bargaining/contracts/index.htm    

	Responsible Control Agency and Program
	Each State Agency, Department, Board and/or Commission

	State Administrative Manual (SAM) http://sam.dgs.ca.gov/default.htm 
	1600 et seq., 4841-4847, 5300-5999

	Other:
	

	Personnel Transactions Operating Procedures (PTOP)

Information Practices Act of 1977

DGS Web site

Public Records Act

Statewide Information Management Manual (SIMM) 

SAM Management Memo

Office of Privacy Protection (OPP)

State Information Security Office

Privacy Protections in State Constitutions

State Controller’s Personnel Letters

Attorney General
	Section O1.5

http://www.privacy.ca.gov/code/ipa.htm 

http://its.dgs.ca.gov/disclaimers/privacy.htm 
http://www.cfac.org/Law/CPRA/Text/cpra_text.html 

http://www.cio.ca.gov/Government/IT_Policy/SIMM.html 
MM 06-12, 08-09, 08-11 http://www.osp.dgs.ca.gov/On-Line+Publications/SAM+Management+Memos.htm  

http://www.privacy.ca.gov/ 

http://www.dof.ca.gov/OTROS/SecurityProgram/SecurityProgram.asp 

http://www.ncsl.org/programs/lis/privacy/stateconstpriv03.htm 

08-013 http://www.sco.ca.gov/ppsd/scoltrs/index.shtml 

Public Records http://ag.ca.gov/open_government/index.php 


121.1.0
Supervisor’s Employee Working File
	Policy
	It is the policy of the DGS for only supervisors to establish and maintain a working file for their employee(s).  The supervisor’s employee working file shall include only information directly related to an employee’s work performance on the job.


	Definition/

Explanation
	The term “personal information” means any information that is maintained by an agency that identifies or describes an individual, including, but not limited to, his/her name, social security number, physical description, home address, home telephone number, education, financial matters, and medical or employment history.

Personnel files contain employment records maintained by an employer for the purpose of administering benefits, providing training, and maintaining the employment history of employees for continued employment and/or promotional opportunities.

Various Government Code Sections, Civil Code Sections, and Penal Code Sections as well as other codes an directives, protect the confidentiality of personnel records and strictly limit their disclosure.  Locked files and appropriate physical safeguards shall be established by the Personnel Officer to ensure the security and confidentiality of personnel records.


	Who maintains supervisor employee working file?
	Only supervisors can establish and maintain an employee working file and shall only include information directly related to an employee’s work performance on the job.  No clerical or other administrative staff are authorized to maintain these files.
Working files must be in a locked area with appropriate physical safeguards established to ensure the security and confidentiality of the information that is enclosed.  Such files should be in an area where they are not subject to perusal by persons who have no legitimate business need to view them.   

Warning:  Do not keep files:
· on desk tops

· in cardboard boxes

· in an unsecured area
· on unlocked computer equipment


Continued on next page

121.1.1
Supervisor’s Employee Working File, Continued
	Compliance and penalty
	Supervisor employee working files must be purged of inappropriate material and destroyed or moved to a location consistent with this policy.

Failure to comply with the policy may result in further investigation and/or actions taken based on the laws and regulations.  Appropriate disciplinary action may be taken against parties found in violation of applicable laws and regulations, but not limited to:

· termination of employment, or

· misdemeanor charge and fine of not more than $5,000; and/or

· imprisonment of not more than one year

The Office of Human Resources (OHR) will conduct random and continuous audits of supervisor employee working files in all DGS offices to ensure compliance and identify any needed modifications.


	Employee rights
	Upon request, an employee has the right to inspect information about themselves in records maintained by the DGS or its agents.
Warning:  Civil action against an agency or its agent can be taken if:

· the request to inspect his/her file is refused

· information contained in the file is irrelevant/unrelated to the employee’s work performance r inaccurate and incomplete, and as such, causes adverse effects to the individual

· failure to comply with the guidelines set forth by the Information Practices Act, and as such, causes adverse effects to the employee


	Electronic records
	A supervisor can only retain electronic employee records as defined under “appropriate material for a supervisor’s employee working file.










121.1.2
Supervisor’s Employee Working File, Continued
	Appropriate material for retention
	Refer to the appropriate bargaining unit contract for rank and file employees.  The contract provides specific material acceptable for an employee working file.
Note: Bargaining units that do no identify materials which may be kept in a working file or those employees excluded form bargaining, refer to the list of acceptable items below:

· employee job application (telephone numbers, social security number, home address deleted)
· report of performance

· signed essential functions duty statement

· physical requirements of the position form

· training requested/received documentation

· emergency information/physician designation (this includes telephone numbers for “call back” or to cancel pre-authorized overtime prior to the employee reporting)

· Individual Development Plan (IDP)

· probation reports

· leave balances and related information, i.e., alternate work schedule calendar, vacation/annual leave requests (any medical information shall be sent to OHR medial file; retention in employee working file is unauthorized EXCEPT for leave of absence request, temporary limited duty, or Family Medical Leave Act (FMLA) requests for time keeping purposes only – at the end of the leave or temporary limited duty, forward to OHR for placement in the employee’s medical file)
· work performance and conduct documentation, such as formal and informal counseling memorandums, as long as the employee has full knowledge of these documents
· Subject to Proper Placement (STPP) form; a copy of this form or reasonable accommodation approval(s), if applicable to the employee, may be retained in the working file
· Log sheet indicating name, date, and why file was reviewed as long as the employee has given individual written consent to review, except for investigatory purposes


 Continued on next page


121..3


Supervisor’s Employee Working File, Continued
	Relevance of information
	Before including information in an employee working file, a supervisor should ask the following simple questions.  These questions will assist you in determining if the information should be retained in the employee working file:
· How will I use the information?

· Will it impair my supervisory responsibilities if I did not have it?

· How would the employee feel if they were to review the information contained in the file?

· Can I review or get the information elsewhere if I need it (by reviewing the Official Personnel Folder (OPF) or records kept appropriately by another office)?


	Inappropriate material for retention
	Inappropriate material for a supervisor’s employee working file is defined as “information of a personal nature unrelated to the employee’s job or work performance,” which includes information such as:

· a physical description of the employee

· employee’s home address (a telephone number in case of emergency, “call back,” or to cancel pre-authorized overtime prior to reporting to work, may be retained)

· financial information (i.e., garnishments, child support, SDI, disability payments, credit reports, bankruptcy, workers’ compensation settlement, etc.)

· medical history information (i.e., FMLA or TD, except as noted above), medical reports (STD 610 or STD 910), workers’ compensation information

· employment history information (i.e., SCO print out, copy of PAR, etc.

· hiring interview notes, screening criteria, selection criteria, rating, reference check responses

· health/dental insurance forms

· direct deposit forms

· flex elect forms

· employment verifications
NOTE:  Be aware that the above list identifies a small number of documents inappropriate for a supervisor’s employee working file and should not be considered all inclusive.


 Continued on next page
121.1.4
Supervisor’s Employee Working File, Continued
	Upon employee separation
	Upon an employee’s separation (retirement, transfer, adverse action, resignation), the employee’s supervisor shall destroy (shred) all documents in the “working” file or send documents in a sealed envelope/container – not to be opened to the Office of Human Resources Customer Resource Unit for appropriate destruction.  If the employee should reinstate to a position under the same supervisor, the supervisor shall establish a new file, which will not include any prior information.


	Audit process
	In order to comply with Government Code, rules, and bargaining unit contracts, the OHR will conduct random and continuous audits of supervisor employee files.
The intent of these audits is not to penalize but to educate supervisors regarding the proper retention of documents within the employee working file and to avoid potential grievances and/or lawsuits against the supervisor.


	Questions
	Any questions regarding the supervisor’s employee working file should be directed to the assigned Classification and Pay (C&P) Analyst.


	Attachments
	Classification and Pay (C&P) Assignment List
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