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General: What is Cloud?
1. [bookmark: _What_is_cloud?_1]What is cloud?
[bookmark: _What_is_cloud?]
In the simplest terms, cloud computing (also referred to as cloud) is a way for multiple users in various locations to store and access information, usually over the Internet.  

The State of California adopted a definition for Cloud Computing as:

“A model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction.” 
2. [bookmark: _What_are_the_2][bookmark: _Are_there_different]Are there different types of cloud?

Yes.  For the purposes of purchasing, it’s important to know the distinction between public and private cloud and three different types of service models. 

Private cloud is an environment where the hardware, storage and network are dedicated to a single entity.  The California Department of Technology established a private cloud called CalCloud for California government entities.

Public cloud is an environment where multiple entities or “tenants” share computing resources.  A California government entity that buys “space” on a public cloud may share resources with commercial businesses. 

Three service models that can be on a private or public cloud include:

· Cloud Computing Software as a Service (SaaS)
· Cloud Computing Platform as a Service (PaaS) and;
· Cloud Computing Infrastructure as a Service (IaaS)
3. [bookmark: _What_are_cloud_4][bookmark: _What_are_the][bookmark: _What_is_not][bookmark: _What_types_of][bookmark: _What_are_cloud][bookmark: _What_are_the_1][bookmark: _What_are_SaaS,][bookmark: _Is_Cloud_a]Is Cloud a product or a service?

For the purposes of California purchasing, Cloud is considered an IT service.
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4. [bookmark: _Is_Cloud_Information]Is Cloud Information Technology or non-IT?

Cloud is Information Technology. 
5. [bookmark: _How_can_I_1]How can I tell if it is cloud?

The California Department of Technology (CalTech) identified six essential characteristics of cloud listed below.  If a purchase has one or more of these characteristics, it may be cloud. 

	Characteristic
	Key points

	On-demand self service 
	Consumers have the unilateral ability to adjust resource usage to a required level at any time.

	Resource pooling
	Resources are pooled to serve multiple consumers.  Different physical and virtual resources may be assigned or reassigned according to consumer demand.

	Rapid elasticity 
	Capabilities can be rapidly scaled inward or outward based on demand.

	Measured service
	Usage can be monitored, controlled and reported.  Users pay for what they use. 

	Broad network access 
	Resources hosted and managed in the cloud are potentially available to any computing device (e.g., mobile phones, tables, laptops, and workstations) from any Internet connected location.

	Multi-tenancy 
	One instance of application serving multiple customers at the same time, while sharing cloud’s resources.  




These characteristics interrelate and describe cloud as a whole.  For example, resource pooling enables on-demand service, rapid elasticity and support for multi-tenancy.  For a more detailed description of cloud characteristics, please refer to the California Department of Technology’s California (CalTech) Enterprise Architecture Framework, Cloud Computing (CC) Reference Architecture (RA) published January 2, 2014.
[bookmark: _How_can_I_2]
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6. How can I tell if it is NOT cloud?

If the purchase requires physical ownership and/or installation on a localized computer or server, it may not meet the requirements of cloud.  
7. [bookmark: _What_are_SaaS,_1]What are SaaS, PaaS and IaaS?  What are the differences between the cloud service models?

SaaS, PaaS and IaaS comprise a cloud “stack” as each layer builds upon the one underneath to deliver services:

· SaaS provides applications (i.e., software) to access information;
· PaaS provides a platform (i.e., an environment for software design) for developers to build and run applications and;
· IaaS provides resources (i.e., server storage, networking and operational support) to support platforms and applications.  


Provides resources such as server storage, networking and operational support
Provides developer tools to build and run applications
Provides access to information through applications 


 
In a top down hierarchy, a user who purchases SaaS also indirectly purchases PaaS, because applications run on platforms, and IaaS, because information needs to be stored.  Likewise, developers purchase PaaS for the tools to build their applications, but depend upon the resources in the IaaS layer underneath for infrastructure and operational support.

The State Administrative Manual Section 4819.2 defines SaaS, PaaS and IaaS as: 

Cloud Computing Software as a Service (SaaS): The capability provided to the consumer is to use the provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a web browser (e.g., web-based email). The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user-specific application configuration settings.

Cloud Computing Platform as a Service (PaaS): The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly application hosting environment configurations.

Cloud Computing Infrastructure as a Service (IaaS): The capability provided to the consumer is to provision processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over operating systems; storage, deployed applications, and possibly limited control of select networking components (e.g., host firewalls).
8. [bookmark: _Why_should_I_2]Why should I plan for cloud? 

The California Department of Technology (CalTech) issued a Cloud First policy that instructs agencies/state entities to evaluate cloud as an alternative for all new IT projects.

[bookmark: _When_should_I][bookmark: _What_cloud_can]Specifically, State Administrative Manual (SAM) Section 4983 states “To harness the benefits of Cloud Computing, agencies/state entities shall adopt a “Cloud First” policy. This policy is intended to accelerate the pace at which the agencies/state entities will realize the benefits of cloud computing while adequately addressing relevant statutory and policy requirements associated with State IT systems, including information security and risk management, privacy, legal issues, and other applicable requirements. As such, agencies/state entities must evaluate Cloud Computing as an alternative for all reportable and non-reportable IT projects. Whenever feasible, agencies/state entities must utilize cloud services provided by the Office of Technology Services (OTech). If required services are not available through OTech, agencies/state entities must utilize other commercially available Software as a Service (SaaS), Platform as a Service (PaaS), or Infrastructure as a Service (IaaS) cloud service models when feasible and cost effective. Additionally, agencies/ state entities must utilize the Department of General Services’ Cloud Computing Services Special Provisions when procuring commercial cloud services.”

Cloud offers many benefits, including:
· Cost efficiency – This is the foremost advantage achieved by reduction of capital and operational expenditures.  The costs of owning and maintaining infrastructure, software and hardware shifts to the provider.  In general, cloud should be much cheaper.
· Convenience – Cloud offers access anywhere, anytime. The process of backing up and recovering data is also simplified since data is not stored on a physical device.
· Speed – Cloud can deploy in a short amount of time.  There is no waiting period for configuration and/or integration with existing IT systems because there is no software and hardware involved.   Users can choose the services and applications that best fits their needs and be up and running quickly.
· Scalability – Users pay only for the applications and data storage needed, which can be increased or decreased rapidly to meet changes in IT system demands. 
9. [bookmark: _When_should_I_1]When should I plan for cloud? 

[bookmark: _What_is_an]CalTech’s Cloud First policy applies to new IT projects.
10. [bookmark: _What_cloud_can_1][bookmark: _What_type_of]What type of cloud can I purchase through Department of General Services, Procurement Division (DGS-PD)?

Buyers can buy SaaS through DGS-PD, typically on a public cloud for non-confidential data.
11. [bookmark: _What_type_of_1]What type of cloud can I purchase through the California Department of Technology (CalTech)?

Buyers can buy PaaS and IaaS services provided through CalCloud and other cloud services provided through CalTech-OTech. See OTech Service Catalog at http://www.servicecatalog.dts.ca.gov/services/overview.html.
12. [bookmark: _How_do_I_4]How do I know if what I’m buying is appropriate for cloud? 

Cloud delivers software and hardware as services.  Hence, cloud referenced as Software as a Service and so on.

Therefore, the buyer should first determine his/her needs.  If the purchase involves software and/or hardware, IT-Goods, the buyer then considers if a cloud alternative should or could replace the software and/or hardware. 

Software is defined in SAM 4819.2 as “Programs, procedures, rules, and any associated documentation pertaining to the operation of a system.”  Software candidates for cloud may include commodity applications such as office productivity tools, virtual desktop, customer relationship management, human resources management, finance, project management, open data, and inventory management (refer to SAM 4983.1 and to the National Institute of Standards and Technology (NIST) Special Publication 800-146)

[bookmark: _Should_and_could]Hardware is defined in SAM 4819.2 as “Information Technology devices used in the processing of data electronically.” Hardware candidates for cloud may include processor storage, console devices, channel devices, communication devices used for transmission of data such as: modems, data sets, multiplexors, concentrators, routers, switches, local area networks, network control equipment etc. 
13. [bookmark: _What_are_cloud_2][bookmark: _What_should_I]What should I consider before buying cloud?

Cloud is emerging technology, with a set of issues to consider before purchase. Significant cloud concerns include:
· Security – This is the largest potential deficiency and is a critical consideration for sensitive, confidential or personal information.  The user depends on the provider’s security measures to maintain and protect its data.  Whereas a security breach may be more easily contained in a localized, physical environment, the interconnectedness of the World Wide Web magnifies the speed and impacts of viruses, data loss, breach and unauthorized access.  Security breach impacts may be instantaneous, wide-ranging and long-lasting.  
· Connectivity – Cloud may depend on the Internet, thus network or connectivity problems may limit its usefulness.
· Limited Control – Since the provider owns, manages, and runs applications and services, users have limited control over the function and execution of hardware and software. This includes, but is not limited to, customization, resource provisioning, technical issue resolutions, updates and scheduled maintenance and downtime.  Limited control also extends to cloud providers that depend on other providers in the stack to support their applications and services.  For example, a SaaS provider may not control the underlying infrastructure, which hinders its ability to directly resolve issues related to infrastructure.  
· Data Migration – Significant time and effort may be needed to migrate from one provider to the next, especially to transfer huge amounts of data.

Buyers should also consider if he/she should or could buy cloud.

Should
Refers to compliance with law, policy or business requirements. Cloud may not be an appropriate solution if limited by law, policy or it does not serve the procurement purpose.  For example, a department situated in a remote area with intermittent connectivity should not consider replacing software and/or hardware with cloud.
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Could
Refers to market research to determine if a comparable cloud service exists. To best leverage the expansiveness of the cloud market, buyers should define needs in terms of functionality. For example, a department plans to purchase one hundred (100) Universal Serial Bus (USB) flash drives. The physical “tangible” form of the electronic device becomes less important if needs are defined as “a secure way to store and exchange information among multiple people and computers.” The buyer may find that a cloud alternative “login and play” provides the same functionality as a USB “plug and play”.	
14. [bookmark: _How_do_I_5]How do I choose SaaS, PaaS or IaaS? 

If the intent is to replace software with a cloud service, SaaS is a likely candidate.  If the buy targets developers who will program software, PaaS may fit.  Hardware, primarily IT Equipment for storage and Networking Equipment, belong on IaaS.  

SAM 4819.2 and 4983.1, market research and departmental subject matter experts may help the buyer determine the appropriate cloud service model.
[bookmark: _What_are_cloud_3][bookmark: _Approvals_for_SaaS,]Approvals for SaaS, PaaS and IaaS
15. [bookmark: _Why_should_I][bookmark: _What_is_the]What is the California Department of Technology’s role in cloud?

The California Department of Technology (CalTech) has statutory authority over information technology (IT) strategic vision and planning, enterprise architecture, policy, and project approval and oversight.

· The IT Project Oversight and Consulting Division (ITPOC) sets cloud policy and approves IT reportable projects;
· The Statewide Technology Procurement Division (STPD) facilitates procurements of IT reportable projects;
· The Office of Technology Services (OTech) provides cloud services to California government entities including CalCloud, which provides PaaS and IaaS; and
· The California Information Security Office (CISO) sets information security policies and approves IT projects which involve remote access to data from outside the continental United States. 
16. [bookmark: _What_is_the_1]What is the California Department of General Services’ role in cloud?

The Department of General Services (DGS) has statutory authority for the competitive and non-competitive procurement of non-IT goods and IT goods and services, and delegation of its purchasing authority to departments. 

· The Office of Policies, Procedures and Legislation (OPPL) develops, maintains, and disseminates statewide acquisition policies and procedures.  It published the Cloud Special Provisions for SaaS;
· The Purchasing Authority Management Section (PAMS) delegates purchasing authority necessary for departments to conduct procurements;
· Multiple Award Program Section (MAPS) offers SaaS on Leveraged Procurement Agreements (LPAs) and;
· The Procurement Division's One-Time Acquisitions (OTA) Unit conducts procurements  for non-reportable SaaS purchases if a department exceeds their delegated purchasing authority 
17. [bookmark: _Why_should_I_1][bookmark: _Why_do_I_1]What do I need to know about approvals to buy cloud? 

Buyers need to know about IT reportable projects as all IT reportable projects, regardless if the department buys SaaS, PaaS or IaaS, must be reviewed and approved by CalTech-ITPOC.   

Buyers also need to properly classify and categorize data and determine if remote access to data from outside the continental United States is required in which case pre-approval from the CalTech-CISO is needed.
18. [bookmark: _What_is_an_1]What is an IT reportable project? 

An IT reportable project requires CalTech-ITPOC review and approval.  SAM 4819.37 criteria for an IT reportable project includes: 
1. Projects whose initiation depends upon decisions to be made during the development or enactment of the Governor's Budget, such as approval of a Budget Change Proposal or Budget Revision to increase the Agency/state entity’s existing IT activities related to the project; 
1. Projects that involve a new system development or acquisition that is specifically required by legislative mandate or is subject to special legislative review as specified in budget control language or other legislation; 
1. Projects that have a cost that exceeds the Agency/state entity’s delegated cost threshold assigned by the Department of Technology and do not meet the criteria of a desktop and mobile computing commodity expenditure (see SAM Section 4989 – 4989.3); 
1. Projects that meet previously imposed conditions by the Department of Technology.
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19. [bookmark: _What_do_I]What do I need to do for an IT reportable project? 

Buyers must obtain CalTech-ITPOC approval of a Feasibility Study Report (FSR) for the project; or obtain the Department of Technology’s approval of a Feasibility Study Report - Reporting Exemption Request (FSR-RER), with the subsequent approval of an FSR by the Agency/state entity director. 
20. [bookmark: _Where_can_I_1]Who approves IT reportable projects? 

CalTech-ITPOC approves IT reportable projects.  Each department is assigned an analyst in the list linked below: http://www.cio.ca.gov/Contact_Us/staff_assignments.asp
21. [bookmark: _Who_reviews_PaaS_1]Who approves PaaS or IaaS purchases that are not part of an IT reportable project? 

Approval of PaaS or IaaS purchases that do not meet the criteria for reportable IT projects per SAM 4819.37 is delegated to the Agency/state entity. Agency/state entity must work with CalTech-OTech to determine the availability of required PaaS or IaaS services through CalTech-OTech. If PaaS and/or IaaS involve remote access to data from outside the continental United States, Agency/state entity will need approval from CalTech-CISO.

22. [bookmark: _Who_reviews_SaaS]Who approves SaaS purchases that are not part of an IT reportable project? 

If SaaS involves remote access to data from outside the continental United States, Agency/state entity will need approval from CalTech-CISO. 

If SaaS uses commodity applications (see SAM 4983.1, Item #4) and does not involve remote access to data from outside the continental United States and is within the department’s purchasing authority, the department may proceed with the purchase. If the purchase exceeds the department’s purchasing authority, it must seek an exemption from DGS-PAMS or contact DGS-OTA to purchase SaaS on their behalf.   
23. [bookmark: _Who_should_I_1]Who should I contact for cloud telecommunications?

If the buy is part of an IT reportable project, the buyer should contact CalTech-ITPOC.  If it is not part of an IT reportable project, contact CalTech-STPD.
[bookmark: _Who_conducts_the_1]
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24. Who conducts the cloud procurement for IT reportable projects? 

CalTech-STPD may conduct the procurement, or allow a department that has approved delegated purchasing authority from DGS to conduct its own procurement.  CalTech-STPD information can be found here: http://www.cio.ca.gov/OTP/
[bookmark: _Why_do_I_3]
25. [bookmark: _How_do_I_6]How do I classify and categorize data?

SAM 4983.1 requires the classification and categorization data in accordance to SAM 5305.5. This includes:

1) Description and value of the information asset. 
2) Owner of the information asset. 
3) Custodians of the information asset. 
4) Users of the information asset. 
5) Classification of information. 
6) Federal Information Processing Standards (FIPS) Publication 199 categorization and level of protection (Low, Moderate, or High). 
7) Importance of information asset to the execution of the state entity’s mission and program function.
8) Potential consequences and impacts if confidentiality, integrity and availability of the information asset were compromised.

Items 5) Classification of information and 6) FIPS Publication 199 further references NIST Special Publication 800-53: Planning (PL); Program Management (PM); and Information Security Program Management Standard, Statewide Information Management Manual (SIMM) 5305-A) and SIMM 5310-B.

A general overview of process follows.  Please refer to the relevant SAM, SIMM, FIPS and NIST publications for further detail.

· Describe what information is intended for cloud;
· Identify information owners, custodians and users in accordance to SIMM 5305-A information and security and privacy roles and responsibilities matrix;
· Classify the information as public or confidential, and whether it contains personal, and/or sensitive data;
· Use FIPS 199 to define a level of potential impact should there be a breach of security (i.e., loss of confidentiality, integrity, or availability). Low is a limited adverse effect, moderate is a serious adverse effect, and high is a severe or catastrophic adverse effect and;
· Identify the appropriate set of baseline security controls from the National Institute of Standards and Technology (NIST), Special Publication 800-53.


26. [bookmark: _What_is_CalCloud?][bookmark: _Can_I_see]Can I see a diagram of the approval paths? 

(A flow chart document will be provided on the Cloud Computing webpage)
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[bookmark: _Policy]Policy
27. [bookmark: _Where_can_I_5]Where can I find CalTech policy? 

http://www.cio.ca.gov/Government/IT_Policy/ includes links to the Statewide Administrative Manual (SAM), the Statewide Information Management Manual (SIMM), Technology Letters (TL) and Memoranda.
28. [bookmark: _Where_can_I_2]Where can I find DGS-PD policy? 

· See http://www.dgs.ca.gov/pd/Resources/publications/SCM3.aspx  for State Contracting Manual (SCM) Volume 3 and,
· http://www.dgs.ca.gov/pd/Resources/BroadcastBulletins.aspx for policy announcements via broadcast bulletins
29. [bookmark: _Where_can_I_6]Where can I find my department’s delegated cost threshold from CalTech? 

A department’s delegated cost threshold assignment and CalTech contacts for questions can be found here: http://www.cio.ca.gov/Contact_Us/staff_assignments.asp
30. [bookmark: _What_is_the_2][bookmark: _Where_can_I_3]Where can I find my purchasing authority from DGS? 

Departments with approved purchasing authority can be found here: http://www.dgs.ca.gov/pd/Programs/Delegated.aspx
31. [bookmark: _What_is_the_3]What is the difference between a delegated cost threshold (DCT) and purchasing authority? 

A department needs to know both their DCT and purchasing authority to appropriately plan an IT acquisition. 

A DCT is the dollar value over which an IT project becomes an IT reportable project requiring Cal-ITPOC approval.  This is an important piece of information that drives approval and procurement paths. 

Purchasing authority from DGS is a dollar value over which the department cannot conduct procurements on its own and must seek an exemption from DGS-PAMS or assistance from DGS-OTA.  
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32. [bookmark: _What_is_CalCloud?_1]What is CalCloud? 

CalCloud provides a private cloud (dedicated to California state governments) located at the Office of Technology Services (OTech) data centers in Rancho Cordova and Vacaville.  
33. [bookmark: _Where_can_I_4]Where can I find more information on CalCloud? 

CalCloud specifications, rates and frequently asked questions can be found here: http://www.servicecatalog.dts.ca.gov/services/cloud/calcloud/overview.html
34. [bookmark: _Where_can_I_7]Where can I find information on Feasibility Study Reports? 

Information about Feasibility Study Reports can be found in the Statewide Information Management Manual (SIMM):http://www.cio.ca.gov/Government/IT_Policy/SIMM.html
[bookmark: _Why_do_I][bookmark: _Where_can_I][bookmark: _Who_reviews_IT][bookmark: _What_happens_after][bookmark: _Who_conducts_the][bookmark: _Who_should_I][bookmark: _What_about_IT][bookmark: _Who_reviews_PaaS][bookmark: _Who_should_be][bookmark: _Who_should_be_1][bookmark: _Why_do_I_2][bookmark: _Do_I_need][bookmark: _Buy_SaaS]Buy SaaS
35. [bookmark: _How_do_I][bookmark: _How_do_I_1][bookmark: _What_acquisition_approaches]What acquisition approaches can I use?

Acquisition approaches include: 

· Transactions under $5,000 
· Small Business (SB)/Disabled Veteran Business Enterprise (DVBE) Option
· Leveraged Procurement Agreements (LPAs)
· Competitive Solicitations
· Non-Competitive Solicitations

See the applicable SCM Vol. 3 chapters including Chapter 2 – Procurement Planning, Chapter 4 – Competitive Solicitations  and Chapter 6 – Leveraged Procurement Agreements
36. [bookmark: _How_do_I_7]How do I classify the purchase?

SaaS is classified as an IT-Service.
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37. [bookmark: _How_do_I_2][bookmark: _What_are_the_3]What are the Cloud Special Provisions?

Cloud Special Provisions is model contract language developed by DGS-PD for SaaS acquisitions.
38. [bookmark: _Where_can_I_8]Where can I find the Cloud Special Provisions?

Cloud Special Provisions can be found here: link.
39. [bookmark: _How_do_I_3]How do I use the Cloud Special Provisions?

DGS-PD requires buyers use the Cloud Special Provisions combined with the current IT General Provisions (GSPD-401IT) and a Statement of Work (SOW), in all SaaS solicitations and contracts regardless of dollar value. 
40. [bookmark: _Why_do_I_4]Why do I need a SOW with the Cloud Special Provisions?

The Cloud Special Provisions includes sections prefaced by the phrase “Unless otherwise specified in the Statement of Work” where the buyer may customize model language to meet the needs of their procurement.  

For example, Section 3 states “Unless otherwise stated in the Statement of Work, the Data shall be available twenty-four (24) hours per day, 365 days per year.”  The level of availability may be higher and cost more than what is needed for a specific buy. 
41. [bookmark: _What_issues_do]What issues do I need to consider in a SOW?

DGS-PD developed a SOW template and checklist found here: link. 
42. [bookmark: _How_can_I]What issues do I need to consider in a SLA?

Sample SLAs are embedded in the DGS-PD checklist. 
43. [bookmark: _Does_DGS-PD_offer][bookmark: _What_DGS_programs]What DGS programs offer SaaS providers?

The Multiple Award Program Section (MAPS) offers SaaS on Leveraged Procurement Agreements (LPAs) including:

· California Multiple Award Schedules (CMAS)
· Software Licensing Program (SLP)
· WSCA-NASPO Cooperative Agreements
44. [bookmark: _What_is_offered]What is offered on CMAS?

CMAS offers multiple contracts for SaaS.  Go to www.dgs.ca.gov/pd/programs/leveraged/cmas.aspx, click on the
“Find a CMAS Contract” tab, and select “CMAS Contracts Search”.  

A buyer may search for CMAS contracts offering SaaS under the category “Multi-Purpose Services” and description “Software as a Service (SaaS)”. 
45. [bookmark: _What_is_offered_1]What is offered on SLP?

[bookmark: _GoBack]Please contact the Contract Administrator.  Although suppliers may include SaaS as part of their total portfolio, it may not be offered under the SLP program.  
46. [bookmark: _What_is_offered_2]What is offered on WSCA-NASPO?

Please contact the Contract Administrator.  Although suppliers may include SaaS as part of their total portfolio, it may not be offered under the WSCA-NASPO program.  
47. [bookmark: _Should_I_attach]Should I attach the Cloud Special Provisions to a Request for Offer (RFO)?

Yes, buyers should attach the Cloud Special Provisions as well as a SOW and SLA to a RFO to identify the customized model language, if any, applicable to the project.  
48. [bookmark: _Where_do_I]Where do I go to learn more about CMAS, SLP or WSCA-NASPO?

· See  www.dgs.ca.gov/pd/programs/leveraged/cmas.aspx for CMAS, 
· http://www.dgs.ca.gov/pd/programs/leveraged/slp.aspx for SLP and
· http://www.dgs.ca.gov/pd/Programs/Leveraged/wsca.aspx for WSCA-NASPO
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