Comments to State Model Cloud Computing Services Special Provisions (Software as a Service)
[bookmark: _GoBack]Workday respectfully requests that the State consider the following prior to finalizing its SaaS provisions.
Section 3:
· Is it the State’s intention that by certifying the sufficiency of security standards, tools, technologies and procedures the Contractor is to indemnify the State against all data breaches, whether caused by the Contractor’s failure to use its stated methods or through other means?  We are not aware of any vendor who would guarantee that there will never be a security breach or take responsibility for all security breaches, however caused.  That is the role of an insurer.  We suggest rewording to remove the ambiguity of what “certify” means in this context.
· Section (2)(ii) requires NIST compliance even though there are other data security standards appropriate for Cloud computing.  This would eliminate many vendors from consideration, including vendors who are headquartered in California and employ thousands of Californians.  We suggest rewording to allow NIST as one of several acceptable standards.
· Section (b) also contains language which suggests that the Contractor has an absolute obligation to secure data and accordingly is responsible for any data security breach, no matter how caused.  We are not aware of any vendor who would guarantee that there will never be a security breach or take responsibility for all security breaches, however caused.  That is the role of an insurer.  We suggest rewording to change the obligation, which may be redundant to what is already in (a).
· Section (d) also states that the contractor has responsibility for the security and confidentiality of Data.  Again, we are not aware of any vendor who would guarantee that there will never be a security breach or take responsibility for all security breaches, however caused.  That is the role of an insurer.  We suggest rewording to change the obligation, which may be redundant to what is already in (a).
· (c) calls for broad access to security data.  This is not a best practice for security since broad dissemination of information about security protocols is a good way to have them fall into the wrong hands.  We suggest rewording to provide access to security audit reports and to security information related to a Data Breach that impacted the State’s Data and is necessary for remediation or mitigation.
· Accordingly, we suggest the following changes to 3:
3. SaaS AND DATA SECURITY:  

a) In addition to the Compliance with Statutes and Regulations provision set forth in the General Provisions – Information Technology, Contractor shall certify to the Statethe SOW shall include:

1) The sufficiency of its security standards, tools, technologies and procedures in providing SaaS under this Contract;A commitment to adhering to a security policy and procedures reasonably expected to secure the State’s Data in Contractor’s control or possession.

2) Such policy and procedures shall include the following, as may be applicable depending upon the types of State Data being storedCompliance with the following: 

i. The California Information Practices Act (Civil Code Sections 1798 et seq.);
ii. A recognized data security standard for Cloud such as NIST Special Publication 800-53 Revision 4 or its successor, the ISO 27001 and 27018 standards or their successors, or another equivalent standard approved by the State; 
iii. Undergoing an annual Statement on Standards for Attestation Engagements (SSAE) No. 16 Service Organization Control (SOC) 2 Type II audit. Audit results and Contractor’s plan to correct any negative findings shall be made available to the State upon request; and  
iv. Privacy provisions of the Federal Privacy Act of 1974;
v. All other applicable industry standards and guidelines, including but not limited to relevant security provisions of the Payment Card Industry (PCI) Data Security Standard (PCIDSS) including the PCIDSS Cloud Computing Guidelines.

b) Contractor shall implement and maintain all appropriate administrative, physical, technical and procedural safeguards in accordance with section a) above at all times during the term of this Contract, reasonably designed to secure such Data from Data Breach, protect the Data and the SaaS from hacks, introduction of viruses, disabling devices, malware and other forms of malicious or inadvertent acts that can disrupt the State’s access to its Data.  

c) Contractor shall allow the State reasonable access to SaaS security audit reportsinformation, latency data related to SLA commitments, and other related SaaS security data related to mitigation and resolution of any Data Breach involving  that affect this Contract and the State’s Data, at no cost to the State. 

d) Contractor assumes responsibility for the security and confidentiality of the Data under its control. 

e) No Data shall be copied, modified, destroyed or deleted by Contractor other than for normal operation or maintenance of SaaS during the Contract period without prior written notice to and written approval by the State identified contact.

f) Remote access to Data from outside the continental United States, including remote access to Data by authorized SaaS support staff in identified support centers, is prohibited unless approved in advance by the State Chief Information Security Officer.    
· 

Section 7: 
· Section (e) requires the NIST standard when other secure means are available.  We suggest replacement of “NIST approved methods” with “NIST approved methods or other industry-accepted standards for secure deletion of confidential and sensitive data.”
· Section (e) also requires an absolute destruction from all media, including backup media, within the 30 day period.  This will drive up expenses for the State because most vendors do not destroy data on backup media outside of their normal backup destruction cycles.  Please add the following, “Contractor will not be required to destroy Data from its backup media and servers until such time as the backup copies are scheduled to be deleted or destroyed, and shall continue to protect the Data in accordance with this Agreement until such deletion or destruction.”
· Section (g) appears to be either in conflict with or redundant to section (e).  We suggest deletion of (g).  

Section 8:
· “Security Incident” is broadly defined as “potentially unauthorized access. . .”  This is used in Section 8 to require prompt reporting of potential, rather than actual, unauthorized access.   The problem with reporting “potential” issues is twofold.  First, it creates its own risks because disclosure of an identified vulnerability that has not been exploited is itself a security risk; there is no assurance that the systems of customers who receive this information are themselves appropriately secured.   Second, it would create a series of false alarms which can dilute the importance of a real data breach notice.   As a very real example, phishing incidents are often focused on obtaining single sign-on login credentials from users.  If a user discovers that their own account has been compromised, it may take some time to determine that the compromise comes from unauthorized use of login credentials obtained during a phishing incident rather than an actual breach of a vendor’s security.  We suggest that “Security Incident” be used in a different manner; a Security Incident that is not resolved within a stated amount of time must be treated as a reported Data Breach.    
· A genuine data breach for a Cloud SaaS provider is likely to impact a large number of customers.  In such a situation, it is important for the Cloud SaaS provider to have consistent obligations to all customers.  We suggest that all of Section 8 be phrased as “Unless otherwise stated in the Statement of Work.”
· The 24 hour breach reporting requirement is shorter than required under any existing state law; we believe that the earlier of 48 hours or as required by applicable law will allow vendors to avoid false alarms by providing adequate time to investigate.
· Accordingly, we suggest the following changes to Section 8:

8. SECURITY INCIDENT OR DATA BREACH NOTIFICATION:

Unless otherwise stated in the Statement of Work, the following shall apply: The Contractor shall inform the State of any Security Incident or Data Breach related to State Data within the possession or control of the Contractor and related to the service provided under this Contract in accordance with the following protocols.

a)  	Security Incident Handling:  The Contractor shall promptly investigate any Security Incident to determine whether it is a Data Breach. Security Incidents which are not Data Breaches but represent an identified vulnerability within the Contractor’s SaaS shall be remedied promptly with a log kept of the Security Incident and response.  Security Incidents which are determined to not be either vulnerabilities or actual Data Breaches shall be noted in the Contractor’s log of Security Incidents.  If a Security Incident cannot be determined to be a false alarm within 48 hours of reporting, it will be deemed a Data Breach until such time as it is determined to be a false alarm and will be reported to the State as a Data Breach.  
b) Incident Response: The Contractor may need to communicate with outside parties regarding a Security Incident or Data Breach, which may include contacting law enforcement, fielding media inquiries and seeking external expertise as mutually agreed upon, defined by law or contained in the contract. Discussing Security Incidents or Data Breaches with the State should be handled on an urgent as-needed basis, as part of Service Provider communication and mitigation processes as mutually agreed, defined by law or contained in the Contract.

c) Security Incident Reporting Requirements:  Unless otherwise set forth in the SOW and/or SLA, the Contractor shall promptly report a Security Incident related to its service under the Contract to the appropriate State Identified Contact as defined in the SOW and/or SLA.

d) Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed Data Breach that affects the security of any State Data that is subject to applicable Data Breach notification law, the Contractor shall (1) promptly notify the appropriate State Identified Contact within 24 48 hours or sooner, unless otherwise required by applicable law, and (2) take commercially reasonable measures to address the Data Breach in a timely manner.  The State’s Chief Information Security Officer , or designee, shall determine whether notification to the individuals whose Data has been lost or breached is appropriate.
  
Section 9:   
· This section has inconsistent language as to whether there can be different protocols in the SLA or SOW.  (a) - (d) should all be clearly indicated to be variable in the SLA or SOW.  For nearly all SaaS providers, uniform obligations in the event of a security breach are essential to handling a crisis situation.
· We note that there appears to be no obligation on the part of the State to notify the Contractor of a suspected breach.  It makes sense for one to be added.  Our experience has been that poor safeguarding of individual login credentials is the most common cause of a limited security breach of a properly secured Cloud SaaS.  (In that case, the data breach is not a vendor-caused breach but the contractor should still need to provide cooperation in mitigation/remediation efforts.)

Section 11: 
· In many cases, reports of the types listed in (a) can be generated by the State and the Contractor may not have access to the Data for security purposes.  Accordingly, we suggest changing (a) to add, “Such information may be made available by Contractor via reports that are generated by SaaS users, rather than by the Contractor.”  
Section 12: 
· True multi-tenant SaaS vendors are unlikely to agree that customers have broad system audit rights.  Since contractors must already provide financial audits under the General Terms to confirm charges, and they must provide their SOC audits under Section 3, this section should be removed.

