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SECURITY AND RISK MANAGEMENT	4840


(New 5/88)





The state's information assets (its data processing capabilities and automated files) are an essential public resource.  For many agencies, program operations would effectively cease in the absence of key computer systems.  In some cases, public health and safety would be immediately jeopardized by the failure of a system.  The unauthorized modification, deletion, or disclosure of information included in agency files and data bases can compromise the integrity of state programs, violate individual right to privacy, and constitute a criminal act.  Accordingly, each agency must assume responsibility for the proper classification, use, and protection of its automated information.  Further, each agency that employs information technology must establish risk management and disaster recovery planning processes for identifying, assessing, and responding to the risks associated with its information assets.





PURPOSE	4840.1


(New 5/88)





The purpose of this policy is to establish and maintain a standard of due care to prevent misuse or loss of state agency information assets.  This policy requires agencies to establish internal policies and adopt procedures that:





1.	Establish and maintain management and staff accountability for protection of agency information assets;


2.	Establish and maintain processes for the analysis of risks associated with agency information assets; and,


3.	Establish and maintain cost-effective risk management processes intended to preserve agency ability to meet state program objectives in the event of the unavailability, loss or misuse of information assets.





STATUTORY REFERENCES	4840.2


(Revised 4/97)





Section 11770 (1) and (2) of the Government Code require that the Director of the Department of Information Technology (DOIT), “(1) Develop the policies and standards to be followed in providing for the confidentiality of information.  (2) Develop policies necessary to provide for the security of the state’s informational and physical assets.”





Sections 11773 through 11775 of the Government Code require each state agency to develop a Disaster Recovery Plan with respect to information technology and to file a copy of its plan with DOIT by January 31 of each year.





Further, Section 11771 of the Government Code requires that, "The chief executive officer of each state agency that  uses, receives, or provides information technology services shall designate an information security officer who shall be responsible for implementing state polices and standards regarding the confidentiality and security of information pertaining to his or her respective agency.  The policies and standards shall include, but are not limited to, strict controls to prevent authorized access to data maintained in computer files, program documentation, data processing systems, data files, and data processing equipment physically located in the agency."





The primary provisions affecting the classification and dissemination of information under the control of California state agencies can be found in the State Constitution, in statute, and in administrative policy:





1.	Article 1, Section 1, of the Constitution of the State of California defines pursuing and obtaining privacy as an inalienable right.
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2.	The Information Practices Act of 1977 (Civil Code Section 1798, et seq.) places specific requirements on state agencies in the collection, use, maintenance, and dissemination of information relating to individuals.


3.	The California Public Records Act (Government Code Sections 6250-6265) provides for the inspection of public records.


4.	The State Records Management Act (Government Code Sections 14740-14770) provides for the application of management methods to the creation, utilization, maintenance, retention, preservation, and disposal of state records, including determination of records essential to the continuation of state government in the event of a major disaster.  (SAM Sections 1601 through 1699 contain administrative regulations in support of the Records Management Act.)


5.	The Comprehensive Computer Data Access and Fraud Act (Penal Code Section 502) affords protection to individuals, businesses, and governmental agencies from tampering, interference, damage, and unauthorized access to lawfully created computer data and computer systems.  It allows for civil action against any person convicted of violating the criminal provisions for compensatory damages.


APPLICABILITY	4840.3


(New 5/88)





The SAM Sections 4840 through 4845 apply to (1) all categories of automated information, including (but not limited to) records, files, and data bases; and (2) information technology facilities, software, and equipment (including personal computer systems) owned or leased by state agencies.





DEFINITIONS 	4840.4


(New 5/88)





Confidential Information.  Information maintained by state agencies that is exempt from disclosure under the provisions of the California Public Records Act (Government Code Sections 6250-6265) or other applicable state or federal laws.  See SAM Section 4841.3.





Critical Application.  An application that is so important to the agency that its loss or unavailability is unacceptable.  With a critical application, even short-term unavailability of the information provided by the application would have a significant negative impact on the health and safety of the public or state workers; on the fiscal or legal integrity of state operations; or on the continuation of essential agency programs.





Custodian of Information.  An employee or organizational unit (such as a data center or information processing facility) acting as a caretaker or an automated file or data base.





Disaster.  A condition in which an information asset is unavailable, as a result of a natural or man-made occurrence, that is of sufficient duration to cause significant disruption in the accomplishment of agency program objectives, as determined by agency management.





Information Assets.  (1) All categories of automated information, including (but not limited to) records, files, and data bases; and (2) information technology facilities, equipment (including personal computer systems), and software owned or leased by state agencies.
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Information Integrity.  The condition in which information or programs are preserved for their intended purpose; including the accuracy and completeness of information systems and the data maintained within those systems.





Information Security.  The protection of automated information from unauthorized access (accidental or intentional), modification, destruction, or disclosure.





Owner of Information.  An organizational unit having responsibility for making classification and control decisions regarding an automated file or data base.





Physical Security.  The protection of information processing equipment from damage, destruction or theft; information processing facilities from damage, destruction or unauthorized entry; and personnel from potentially harmful situations.





Privacy.  The right of individuals and organizations to control the collection, storage, and dissemination of information about themselves.





Public Information.  Any information prepared, owned, used, or retained by a state agency and not specifically exempt from the disclosure requirements of the California Public Records Act (Government Code Sections 6250-6265) or other applicable state or federal laws.





Risk.  The likelihood or probability that a loss of information assets or breach of security will occur.





Risk Analysis.  The process of evaluating:  (a) the vulnerability of information assets to various threats, (b) the costs or impact of potential losses, and (c) the alternative means of removing or limiting risks.





Risk Management.  The process of taking actions to avoid risk or reduce risk to acceptable levels.





Sensitive Information.  Information maintained by state agencies that requires special precautions to protect it from unauthorized modification, or deletion.  See SAM Section 4841.3.  Sensitive information may be either public or confidential (as defined above).





User of Information.  An individual having specific limited authority from the owner of information to view, change, add to, disseminate or delete such information.





AGENCY RESPONSIBILITIES	4841


(Revised 5/88)





Each agency must provide for the proper use and protection of its information assets.  Accordingly, each agency must:





1.	Assign management responsibilities for information technology risk management, including the appointment of an Information Security Officer.  See SAM Section 4841.1.


2.	Provide for the integrity and security of automated information, produced or used in the course of agency operations.  See SAM Sections 4841.2 through 4841.7.


3.	Provide for the security of information technology facilities, software, and equipment utilized for automated information processing.  See SAM Section 4842.2.


4.	Establish and maintain an information technology risk management program, including a risk analysis process.  See SAM Section 4842.
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5.	Prepare and maintain an agency Operational Recovery Plan.  See SAM Section 4843.1.


6.	Comply with the state audit requirements relating to the integrity of information assets.  See SAM Sections 4844 and 20013, and


7.	Comply with state reporting requirements.  See SAM Section 4845.





AGENCY MANAGEMENT RESPONSIBILITIES	4841.1


(Revised 5/94)





Executive Management–The agency director has ultimate responsibility for information technology security and risk management within the agency.  Each year, the agency director must certify that the agency is in compliance with state policy governing information technology security and risk management.  See SAM Section 4900.5.  The director must also transmit each year an updated copy of the agency's Operational Recovery Plan to the Department of Information Technology.  See SAM Sections 4843.1 and 4845.





Information Security Officer–In accordance with Government Code Section 11771, the director of each state agency must designate an Information Security Officer (ISO) to oversee agency compliance with policies and procedures regarding the security of information assets.  See SAM Section 4840.2.  The ISO must be responsible to the agency director for this purpose and be of a sufficiently high-level classification that he or she can execute the responsibilities of the office in an effective and independent manner.  To avoid conflicts of interest, the ISO (for agencies other than state data centers) should not have direct responsibility for information processing or information security functions or for agency programs that employ confidential information.





Technical Management–Agency information technology management is responsible for (1) ensuring that the necessary technical means of preserving the security and integrity of the agency's information assets and managing the risks associated with those assets and (2) meeting the responsibilities associated with its role as a custodian of information.





Program Management–Agency program managers are responsible (1) for specifying and monitoring the integrity and security of information assets and the use of those assets within their areas of program responsibility and (2) for ensuring that program staff and other users of the information are informed of and carry out information security responsibilities.





The establishment of positions to meet agency information security responsibilities must be justified in accordance with established personnel and budgetary requirements.





INFORMATION INTEGRITY AND SECURITY	4841.2


(Revised 10/91)





Each agency must provide for the integrity and security of its automated files and data bases by:





1.	Identifying all automated files and data bases for which the agency has ownership responsibility (see SAM Section 4841.4);


2.	Ensuring that responsibility for each automated file or data base is defined with respect to:


a.	The designated owner of the information within the agency,


b.	Custodians of information, and


c.	Users of the information;
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3.	Ensuring that each automated file or data base is identified as to its information class in accordance with law and administrative policy;


4.	Establishing appropriate policies and procedures for preserving the integrity and security of each automated file or data base including:


a.	Identifying computing systems that allow dial-up communication access to sensitive or confidential information and information necessary for the support of agency critical applications,


b.	Auditing usage of dial-up communications for security violations,


c.	Periodically changing dial-up access telephone numbers, and


d.	Responding to losses, misuse, or improper dissemination of information.


Each state data center must carry out these responsibilities for those automated files and data bases for which it has ownership responsibility.  See SAM Sections 4841.4 and 4841.5.





Oversight responsibility at the agency level for ensuring the integrity and security of automated files and data bases must be vested in the agency Information Security Officer.





CLASSIFICATION OF INFORMATION	4841.3


(New 5/88)





The state's automated files and data bases are an essential public resource that must be given appropriate protection from loss, inappropriate disclosure, and unauthorized modification.  Two classes of information require extra precautions:





1.	Confidential Information–information maintained by state agencies that is exempt from disclosure under the provisions of the California Public Records Act (Government Code Sections 6250-6265) or other applicable state or federal laws; and,


2.	Sensitive Information—information maintained by state agencies that requires special precautions to protect from unauthorized modification or deletion.


Sensitive information, as defined above, may be either public or confidential.  It is information that requires a higher than normal assurance of accuracy and completeness.  Thus, the controlling factor for confidential information is dissemination, while the key factor for sensitive information is that of integrity.  Typically, sensitive information includes records of agency financial transactions and regulatory actions.





Subject to executive management review, the agency unit that is the designated owner of a file or data base is responsible for making the determination as to whether that file or data base should be classified as confidential or sensitive and for defining any special security precautions that must be followed to control access to and ensure the integrity of the information.  See SAM Section 4841.5.
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OWNERSHIP OF INFORMATION	4841.4


(New 5/88)





Agency management must assign ownership of each automated file or data base used by the agency.  Normally, responsibility for automated information resides with the manager of the agency program that employs the information.  When the information is used by more than one program, considerations for determining ownership responsibilities include:





1.	Which program collected the information;


2.	Which program is responsible for the accuracy and integrity of the information;


3.	Which program budgets the costs incurred in gathering, processing, storing, and distributing the information;


4.	Which program has the most knowledge of the useful value of the information; and,


5.	Which program would be most affected, and to what degree, if the information were lost, compromised, delayed, or disclosed to unauthorized parties.


RESPONSIBILITY OF OWNERS OF INFORMATION	4841.5


(New 5/88)





The responsibilities of an agency unit that is the designated owner of an automated file or data base consist of:





1.	Classifying each file or data base for which it has ownership responsibility in accordance with the need for precautions in controlling access to and preserving the security and integrity of the file or data base (see SAM Section 4841.3);


2.	Defining precautions for controlling access to and preserving the security and integrity of files and data bases that have been classified as requiring such precautions;


3.	Authorizing access to the information in accordance with the classification of the information and the need for access to the information;


4.	Monitoring and ensuring compliance with agency and state security policies and procedures affecting the information;


5.	Identifying for each file or data base the level of acceptable risk; and


6.	Filing Information Security Incident Reports with DOIT.  See SAM Section 4845.


The ownership responsibilities must be performed throughout the life cycle of the file or data base, until its proper disposal.  Program units that have been designated owners of automated files and data bases must coordinate these responsibilities with the agency Information Security Officer.





RESPONSIBILITY OF CUSTODIANS OF INFORMATION 	4841.6


(New 5/88)





The responsibilities of a custodian of an automated file or data base consist of:





1.	Complying with applicable law and administrative policy;
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2.	Complying with any additional security policies and procedures established by the owner of the automated information and the agency Information Security Officer;


3.	Advising the owner of the information and the agency Information Security Officer of vulnerabilities that may  present a threat to the information and of specific means of protecting that information; and


4.	Notifying the owner of the information and the agency Information Security Officer of any actual or attempted violations of security policies, practices and procedures.


RESPONSIBILITY OF USERS OF INFORMATION 	4841.7


(New 5/88)





The responsibilities of a user of information consist of:





1.	Using state information assets only for state purposes;


2.	Complying with applicable laws and administrative policies (including copyright and license requirements), as well as any additional security policies and procedures established by the owner of the information and the agency Information Security Officer; and


3.	Notifying the owner of the information and the agency Information Security Officer of any actual or attempted violations of security policies, practices and procedures.


ACCESS TO INFORMATION  BY THE OFFICE OF THE LEGISLATIVE ANALYST	4841.8


(Revised 9/89)





Section 11734 (f) of the Government Code requires that procedures be published in SAM to allow the Legislative Analyst to use data in, or products of, state data processing information systems to analyze programs and budgets.





In order to enable the Legislature to determine the fiscal or program effects of changes (1) proposed by the Administration or (2) considered by the Legislature, any state department operating an automated information system shall, upon receiving a written request, allow the Legislative Analyst reasonable access to any relevant data contained in the system's master files, transaction files, history files and/or other appropriate automated files.





However, such access shall not be provided to information:  (1) specifically prohibited by Federal law or (2) relating to proposed administrative actions (such as Budget Change Proposals submitted by individual state entities) not yet approved by the Administration.





It is the responsibility of the department to whom the information pertains to ensure that any data made available under these provisions are as accurate and up-to-date as is consistent with the department's normal use of data.





The Legislative Analyst must agree that any confidential information obtained under these provisions shall remain confidential.





ACCESS TO INFORMATION BY THE OFFICE OF THE AUDITOR GENERAL 	4841.9


(Renumbered from 4965 and Revised 9/89)





Section 11734 (f) of the Government Code requires that procedures be published in SAM to allow the Auditor General in the conduct of his audit to use data in, or products of, state data processing information systems.  Section 10527 of the Government Code provides that the Auditor General shall have access to, and authority to examine, records of any state agency.  Section 10528 of the Government Code provides that the Auditor General shall examine and report annually upon the financial statements of the state and make special audits and investigations, including performance audits, of any state agency.
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In order for the Auditor General to conduct these audits in an expeditious manner, any department operating a statewide information system shall, upon receiving a written request, allow the Auditor General "read only" access to any relevant data contained in the system's master files, transaction files, history files and/or other appropriate automated files.





The department operating the information system is authorized to require the Auditor General to reimburse it for any additional costs incurred as a direct result of the Auditor General's acquisition of data from the system.





It is the Auditor General's responsibility to check with the individual state entities to whom the information pertains to ensure that any data acquired under these provisions are accurate and up-to-date.





Any confidential information obtained by the Auditor General under these provisions shall remain confidential.





RISK MANAGEMENT 	4842


(New 5/88)





Risk management is the process of taking actions to avoid or reduce risk to acceptable levels.  This process includes both the identification and assessment of risk through risk analysis (SAM Section 4842.1) and the initiation and monitoring of appropriate practices in response to that analysis through the agency's risk management program.  See 


SAM Section 4842.2.





RISK ANALYSIS	4842.1


(New 5/88)





As an essential aspect of its information technology security and risk management program, each agency that employs information technology must establish a risk analysis process to identify and assess risks associated with its information assets and define a cost-effective approach to managing such risks.  Specific risks that must be addressed include, but are not limited to, those associated with accidental and deliberate acts on the part of an agency employees and outsiders; fire, flooding, and electric disturbances; and loss of data communications capabilities.





The risk analysis process must be carried out with sufficient regularity to ensure that the agency's approach to risk management is a realistic response to the current risks associated with its information assets.  In general, the risk analysis process should be a cyclical process for most agencies.  Agencies should complete the comprehensive risk analysis cycle at least every two years and whenever there has been a significant change in their use of information technology.  This cycle ends with the preparation of a report documenting the risk assessment.





The risk analysis process should include:





1.	Assignment of responsibilities for risk assessment, including appropriate participation of executive, technical, and program management;


2.	Identification of the agency information assets that are at risk, with particular emphasis on the applications of information technology that are critical to agency program operations (see SAM Section 4842.11);


3.	Identification of the threats to which the information assets could be exposed;


4.	Assessment of the vulnerabilities, i.e., the points where information assets lack sufficient protection from 	identified threats;
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5.	Determination of the probably loss or consequences, based upon quantitative and qualitative evaluation, of a realized threat for each vulnerability and estimation of the likelihood of such occurrence.


6.	Identification and estimation of the cost of protective measures which would eliminate or reduce the vulnerabilities to an acceptable level;


7.	Selection of cost-effective security management measures to be implemented; and


8.	Preparation of a report, to be submitted to the agency director and to be kept on file within the agency, documenting the risk assessment, the proposed security management measures, the resources necessary for security management, and the amount of remaining risk to be accepted by the agency.





IDENTIFICATION OF CRITICAL APPLICATIONS 	4842.11


(New 5/88)





A critical application, from a statewide perspective, is an application that is so important to the state that the loss or unavailability of the application is unacceptable.  With a critical application, even short-term unavailability of the information provided by the application would have a significant negative impact on the health and safety of the public or state workers; on the fiscal or legal integrity of state operations; or on the continuation of essential agency programs.





The agency risk analysis process must identify and prioritize critical applications of information technology.  When establishing priorities, agencies should consider that applications may be become more critical as the period of unavailability increases and that cycle processing cycles (i.e. monthly, quarterly or yearly) may have an impact upon the prioritization of applications.  Agency risk management practices and disaster recovery planning must give priority to the establishment of policies and procedures to ensure the continued operation of these applications.  See SAM Sections 4842.2 through 4843.





AGENCY RISK MANAGEMENT PROGRAM	4842.2


(New 5/88)





The practice of information technology risk management within the agency must be based upon the results of the agency's risk analysis process.  Obtaining resources for risk management is subject to the same technical, programmatic, and budgetary justification and review processes required for any information technology program.  See SAM Section 4819.3.





The risk management practices implemented by the agency will vary depending upon the nature of the agency's information assets.  Among the practices that must be included in each agency's risk management program are:





1.	Organizational and Management Practices.  Agency executive management must be visibly committed to information security and the practice of risk management.  Risk management must be based upon an appropriate division of responsibility among management, technical, and program staff, with written documentation of specific responsibilities.  Agency security policies and procedures must be fully documented, and agency staff must be knowledgeable about those policies and procedures.
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2.	Personnel Practices.  Personnel practices related to security management must include training  of agency employees with respect to individual, agency, and statewide security responsibilities and policies; signing of acknowledgments of security responsibility by all employees; and termination procedures that ensure that agency information assets are not accessible to former employees.  Employment history and/or background checks on employees who work with or have access to confidential or sensitive information or critical applications may be necessary for particular agencies.  Agencies should contact the Department of Personnel Administration for specific rules and regulations relative to employment history or background checks.


3.	Physical Security Practices.  Agency physical security measures must provide for management control of physical access to information assets (including personal computer systems and computer terminals) by agency staff and outsiders; prevention, detection, and suppression of fires; prevention, detection, and minimization of water damage; and protection, detection, and minimization of loss or disruption of operational capabilities due to electrical power fluctuations or failure.  Physical security practices for each facility must be adequate to protect the most sensitive information technology application housed in that facility.


4.	Data Security Practices.  Each agency must establish controls to ensure that information is protected by providing for regular backup of automated files and data bases.  Agencies that obtain services from a state data center may enter into a formal agreement with the data center for the data center to assume operational responsibility for backup and restoration of automated files and data bases (see SAM Section 4842.21).  Depending upon the nature of the information being protected and the threats to which it is subjected, additional measures to ensure the integrity and security of automated files and data bases can range from password protection to encryption.


5.	Information Integrity Practices.  Information which has been inappropriately modified or destroyed (by outsiders or employees) can adversely impact public policy or the rights of citizens.  Consequently, the accuracy and completeness of information systems and the data maintained within those systems should be a management concern.  Each agency must establish controls to ensure that data entered into and stored in its automated files and data bases are complete and accurate, as well as ensure the accuracy of disseminated information.


6.	Software Integrity Practices.  Software should be obtained only from a reputable source, one that will stand behind the product.  Obtaining system software or applications from user's groups, bulletin boards, or other information services should be kept to a minimum to reduce the risk of obtaining code that causes damage or destruction of information on storage media or to systems software.


7.	Personal Computer Security Practices.  Information maintained in a personal computer system must be subjected to the same degree of management control and verification of accuracy that is provided for information that is maintained in other automated files.  Files containing confidential or sensitive data (as defined in SAM Section 4841.3) should not be stored in personal computer systems unless the agency can demonstrate that doing so is in the best interest of the state and that security measures have been implemented to provide adequate protection.  The SAM Section 4989.7 contains specific provisions for the security of personal computer systems.


ADDITIONAL STATE DATA CENTER REQUIREMENTS	4842.21


(New 5/88)





Provision of Technical Security Services.  State data centers must offer their client agencies support services and technical capabilities that will ensure the protection of automated files and data bases under the custodial care of the data center at a level that is consistent with the requirements of the agency.
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Restoration of Telecommunications Services Following a Disaster.  State data centers and their client agencies are jointly responsible for restoration of telecommunications capabilities.  Typically, the data center is responsible for telecommunications restoration from the point data leaves the agency site (by wire, optical fiber, microwave, or radio) or from the point communications lines enter a multiplexor, concentrator, controller, or front-end communications processor belonging to the data center.





DISASTER RECOVERY PLANNING	4843


(Revised 10/91)





The purpose for disaster recovery planning is to assure continuity of computing operations for support of critical applications, produce the greatest benefit from remaining limited resources and achieve a systematic and orderly  migration toward the resumption of all computing services within an agency.  It is essential that service be restored as soon as possible and that those applications which are most critical to the continuity of agency operations remain in operation during the period of failure recovery.





It is significant to recognize that no disaster recovery program is ever complete.  The spectrum of man-made and natural disasters combined with severity, timing and other variables is far too great and complex to adequately address in one document.  As such, all disaster recovery programs are based upon available knowledge and assumptions, and must be adjusted to changing circumstances.





The disaster recovery planning process provides necessary preparation to design and document a sufficient set of procedures to assure continued agency operations in the event of a disaster.  Each agency's process should include the following elements and culminate with the documentation of results in the form of an Operational Recovery Plan:





1.	Establishment of a Disaster Recovery Planning Team in accordance with Government Code Section 11773 which will be responsible for the detailed technical analysis and planning functions that are fundamental to an operational plan;


2.	Development of an understanding of the agency's mission, including the organizational, managerial, and technical environments within which an effective Operational Recovery Plan must work;


3.	Re-assessment of the agency's identification of the most probable types of disaster occurrences and the cost effective protective measures to be implemented, that were identified as a result of the risk management process.  See SAM Sections 4842 through 4842.21 for risk management policies;


4.	Assessment of the resource requirements (equipment, communications, data, software, personnel and time)  required for the agency's critical applications identified through the risk management process;


5.	Identification and evaluation of alternative recovery strategies;


6.	Preparation of a cost benefit analysis for each alternative;


7.	Selection of the alternative that best responds to the agency's requirements for disaster recovery;


8.	Determination of specific recovery procedures and the time frame for their execution;


9.	Identification of individuals or teams within the agency that will be responsible for managing and implementing specific recovery procedures; and


10.	Documentation of the results of the planning process in the form of an Operational Recovery Plan, as specified in SAM Sections 4843.1 and 4845.
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AGENCY OPERATIONAL RECOVERY PLAN	4843.1


(Revised 5/94)





Each state agency (including each state data center) must maintain an operational recovery plan identifying the computer applications that are critical to agency operations, the information assets that are necessary for those applications, and the agency's plans for resuming operations following a disaster affecting those applications.  If the agency employs the services of a state data center, it must coordinate the preparation of its operational recovery plan with the data center and must also provide the data center with updated lists of critical applications, applications resource requirements, run characteristics, etc., in conjunction with its workload estimates.  Each agency must provide for periodic testing of its operational recovery plan.





In accordance with Government Code Section 11774, each agency must file an informational copy of its Operational Recovery Plan with the Department of Information Technology (DOIT) by January 31 each year.  If the agency employs the services of a state data center, it must also provide the data center with a copy of its plan.  If there are no changes to the agency's Operational Recovery Plan currently on file with DOIT, the agency director or the director's designee may submit the following certification in lieu of the Operational Recovery Plan:





	"Pursuant to SAM Section 4843.1, I certify that I am the director (or director's designee) of the   (Agency)  and certify that there have been no changes to my agency's Operational Recovery Plan since it was last submitted to the Department of Information Technology on    (Date of Last Submittal)   ."





Each agency Operational Recovery Plan must cover a minimum of four topic areas: (1) summarization of agency strategy for managing disaster situations; (2) distinct management and staff assignment of responsibilities immediately following a disaster and continuing through the period of re-establishment of normal operations; (3) prioritization for the recovery of critical applications; and (4) operational procedures documented in a systematic fashion that will allow recovery to be achieved in a timely and orderly way.





A suggested Operational Recovery Plan topic outline is provided in SAM Section 4843.1 Illustration 1.  It is important to adapt the detailed content of each plan section to suit the needs of the individual agency.
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Operational Recovery Plan


Topic Outline





ADMINISTRATIVE INFORMATION–An introduction to the use of the plan, setting forth procedures for updating and distributing the plan, as well as describing the process for periodic testing of the plan.





RECOVERY STRATEGY–A brief narrative of the agency's strategy for managing the disaster situation, which may include the use of mutual aid agreements, vendor agreements, backup and recovery service agreements, or the re-allocation of agency facilities or resources.





DAMAGE RECOGNITION–This section details the emergency response actions necessary immediately following the disaster including:  protecting the lives and safety of all personnel; gaining immediate emergency assistance from agency security, fire, police, hospitals, etc.; notifying agency staff that are members of an Emergency Management Team or Emergency Action Committee that a serious loss or interruption in service has occurred; and establishing a focal point for coordinating the recovery program, disseminating information and assembling personnel.





DAMAGE ASSESSMENT–This section details the procedures and personnel necessary to assess the damage and determine the level of severity of the incident, including the decision support mechanism required to declare a disaster versus a less severe interruption in processing capability.





MOBILIZATION OF PERSONNEL–This section details staff and management responsibilities for putting the remainder of the plan into effect.  Included may be team or individual assignments of responsibility by area of expertise such as: (1)  technical staff in the areas of systems software, telecommunications and computer operations; (2) user staff and management to assist in resolution of programmatic issues; (3) business services to support such tasks as arranging for office space, supplies, equipment and processing of emergency contracts; and (4) personnel and communications staff to disseminate information regarding special work assignments, conditions or locations.





RECOVERY PLAN IMPLEMENTATION–This section systematically details the operational procedures that will allow recovery to be achieved in a timely and orderly way.  Included would be the process for recovering the critical data-processing activities, including the process for suspending non-critical activities and any relocation to an interim (back-up) processing site.





PRIMARY—SITE RESTORATION AND RELOCATION–This section details procedures to be followed after the interim processing situation has stabilized.  The intent is to provide a framework for restoring full processing capability at a permanent location.  Many of the same procedures will be used as were included during the moving of applications and systems to an interim site as described in the Recovery Plan Implementation procedures.





APPENDICES–A variety of appendices may be attached to the plan.  The plan sections described above should contain static procedures, while the appendices would contain operational information that would need continual updating.  Some examples of content are:  (1) emergency action notification information containing the names and phone numbers of the various management, staff and specialty team members; (2) damage assessment or disaster classification forms intended to function as a guide to supplement/support the management decision process; (3) profiles of critical applications; (4) agency hardware and system software inventory; and (5) any data communications network routing information necessary for providing interim processing capability and restoring full processing capacity.
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AGENCY DISASTER RECOVERY COORDINATOR	4843.2


(Revised 5/94)





Each agency must designate a Disaster Recovery Coordinator to represent the agency in the event of a disaster.  The designated individual must have sufficient knowledge of information management and information technology within the agency to work effectively with the data centers and vendors in re-establishing information processing and telecommunications services after a disaster has occurred.  The name, title, business address and phone number of the coordinator must be submitted to the Department of Information Technology with the agency's Operational Recovery Plan or certification, as appropriate.  See SAM Sections 4843.1 and 4845. 





AUDITS	4844


(Revised 5/94)





SAM Section 20013, "Review and Reporting on Computer Based Systems," defines requirements for internal and external audits of EDP systems in accordance with EDP audit guidelines available from the Office of State Audits and Evaluations (OSAE), Department of Finance.  OSAE's audit guidelines will provide evaluation criteria to determine agency compliance with the security policies contained in SAM Sections 4840 through 4845 and 4989.7.





REPORTING REQUIREMENTS	4845


(Revised 5/94)





Agency Operational Recovery Plan–As noted in SAM Section 4843.1, each agency must file an informational copy of its Operational Recovery Plan with the Department of Information Technology by January 31 each year.  If the agency employs the services of a state data center, it must also provide the data center with a copy of its plan.





Incident Reports–Agency management must promptly investigate incidents involving the unauthorized or accidental modification, destruction, disclosure, loss, or access to automated files and data bases, as well as incidents involving loss, damage, or misuse of information assets.  If there is a possibility that an incident constitutes a criminal act, the agency must notify the California Highway Patrol (CHP) and other appropriate law enforcement agencies.





In addition, each agency having ownership responsibility for information (SAM Section 4841.4) must complete a Information Security Incident Report.  The report, signed by the agency director and Information Security Officer, must be submitted to the Department of Information Technology within ten working days of the agency's becoming aware of an incident involving one or more of the following:





1.	Unauthorized intentional release, modification, or destruction of confidential or sensitive information or the theft of such information, including information stolen in conjunction with the theft of a computer or data storage device;


2.	Use of a state information asset in commission of a crime;


3.	Tampering, interference, damage, or unauthorized access to computer data and computer systems as described in the Comprehensive Computer Data Access and Fraud Act.  See Penal Code Section 502;


4.	Intentional non-compliance by the custodian of information with their responsibilities as defined in SAM Section 4841.6; or
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5.	Intentional damage or destruction of state information assets, or the theft of such assets, with an estimated value in excess of $2,500.





The SAM Section 4845, Illustration 1, provides the format for the incident report.  DOIT may require that the agency provide additional information in conjunction with its assessment of the incident.





Annual Certification–By January 31 of each year, the director of each agency must certify that the agency is in compliance with state policy governing information technology risk management (see SAM Section 4842) and provide the name, title, business address, and telephone number of the agency's Information Security Officer on the form specified in SAM Section 4845 Illustration 2.





Additionally, known instances in which personal information has been distributed by the agency or obtained by any person in a manner not in accord with law (Information Practices Act and the California Public Records Act) require reporting to the Department of Information Technology.  (See the Information Practices Act, Civil Code Section 1798.3 for a definition of "personal information," and Section 1798.10 for specific reporting requirements.)





Note: SAM Section 4846.1, defining sensitive and confidential data, has been rewritten and renumbered to Section 4841.3.  All references in SAM to 4846.1 should be taken as referring to 4841.3.
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DEPARTMENT OF INFORMATION TECHNOLOGY


SECURITY INCIDENT REPORT








Agency:	





Agency Information Security Officer:	





Address:	 Telephone:	





	





Date Incident Occurred:	 Time Incident Occurred:__________	





	





Incident Reported To:	


	(California Highway Patrol, Attorney General, District Attorney, Other)





Date Reported:	 Contact:	 Telephone:	





	





Description of Incident:















































	





Estimated Cost of Incident: $	





Factors Included in Cost Estimate:
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DEPARTMENT OF INFORMATION TECHNOLOGY


SECURITY INCIDENT REPORT











Corrective Actions Taken to Prevent Future Occurrences: 











	





Estimated Cost of  Corrective Actions: $_______________________________________ 





Factors Included in Cost Estimate: 











	





Have those responsible for the incident been identifited?____________________________


If so, how many individuals were involved?_______________________________


Were state employees involved?________________________________________


Will criminal charges be filed? _______________________________________________


If so, under what code sections?________________________________________


What other actions well be taken against those who were responsible for the incident? 














	





Prepared By:	 Date Prepared:	





Title:	 Telephone:	


	











				


	Signature of the	Date


	Agency Information Security Officer








				


	Signature of the	Date


	Agency Director
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STATE OF CALIFORNIA


DEPARTMENT OF INFORMATION TECHNOLOGY


RISK MANAGEMENT CERTIFICATION














DATE:		








TO:	Department of Information Technology (DOIT)








FROM:		(Agency)	








SUBJECT:	ANNUAL RISK MANAGEMENT CERTIFICATION UNDER SAM SECTION 4845





I certify that I am the director or director's designee of the   (Agency)   and, as prescribed in SAM Section 4845, I certify that this agency is in compliance with state policy governing information technology risk management as defined in SAM Section 4842.





Finally, in compliance with the requirements of Section 11771 of the Government Code and SAM Section 4845, I hereby certify that I have appointed the following individual as Information Security Officer for our agency:





Name:			_____________________________


Title:			_____________________________


Business Address:	_____________________________


City and Zip Code:	_____________________________


IMS Code: 		_____________________________


Telephone: 		_____________________________








Please contact 	(Name)	 at	(Telephone Number) 		 for additional information.




















	(Signature)	


Agency Director (or Director's Designee)
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