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�
INTRODUCTION	20000


(Revised 9/86)





The Director of Finance has general responsibilities for supervision over matters concerning the financial and business policies of the State as provided in Section 13070 of the Government Code. To assist the Director in fulfilling these responsibilities, the Financial and Performance Accountability Unit (FPA) of the Department of Finance has been delegated authority over three functional areas:





�SYMBOL 183 \f "Symbol" \s 10 \h�	Performance Accountability Analysis


�SYMBOL 183 \f "Symbol" \s 10 \h�	Audit Advisory Services


�SYMBOL 183 \f "Symbol" \s 10 \h�	Coordination of Executive Branch Internal Auditing





Performance Accountability Analysis provides a systematic means for verifying budgetary, financial, and operating systems of control. It encompasses examinations, on a selective basis, of all operations funded by Federal and State resources including: all funds for which the State is accountable in the administration of programs; and funds passed through to local governments, school districts, community colleges, special districts, and private or nonprofit entities either by subventions, contracts, or grants.





Audit Advisory Services consist of audit consultation and technical assistance to State agencies, boards, and commissions that do not have audit expertise or resources. These services are provided as requested on a short-term, limited basis when it may not be economically feasible to hire staff or contract for services.





In the interest of economy and efficiency, the Legislature, in Sections 10534(c) and 12430 of the Government Code, has expressed its desire that internal auditing be coordinated within the Executive Branch and has assigned this responsibility to the Department of Finance. This coordination of Executive Branch Auditing affects all internal audit units, grant and contract auditors, and analysts who are performing internal auditing activities. It will include recommendations pertaining to procedures which will lead to uniform approaches to internal auditing and training where it is deemed desirable and beneficial. This coordination activity will not affect audit activities which are an integral part of a department's functions such as regulatory and tax auditors or other auditors who work directly with selected industries or taxpayers.





Coordination of audits of State agencies is further defined by Chapter 1167, Statutes of 1981 (AB 861), effective January 1, 1982, which directs that audits of State agencies be coordinated to ensure that there is a comprehensive review and examination of the financial condition of the State; to promote the efficiency and effectiveness of audits; and to satisfy the requirements established by the Federal Government and national bond rating companies.


�



INTERNAL AUDITING STANDARDS	20002


(Renumbered from 20020, Revised 9/86)





Section 1236 of the Government Code, added by Chapter 101, Statutes of 1982 (AB 1229), requires that all State agencies, including the State Controller's Office and the Department of Finance, that conduct internal auditing activities shall utilize the general and specific standards of internal auditing contained in the publication entitled Standards for the Professional Practice of Internal Auditing (SPPIA) adopted by the Institute of Internal Auditors, Inc.





An overview of SPPIA was made available to all state organizations performing internal auditing activities by the Department of Finance in their November 1981 publication entitled Auditing Standards for State Organizations Performing Internal Auditing Activities.





These standards relate to:





�SYMBOL 183 \f "Symbol" \s 10 \h�	Independence


�SYMBOL 183 \f "Symbol" \s 10 \h�	Professional Proficiency


�SYMBOL 183 \f "Symbol" \s 10 \h�	Scope of Work


�SYMBOL 183 \f "Symbol" \s 10 \h�	Performance of Audit Work


�SYMBOL 183 \f "Symbol" \s 10 \h�	Management of the Internal Auditing Organization





While SPPIA establishes the basis for improvement and evaluation of state organizations performing internal auditing activities, it is management's responsibility to ensure that they are independent of the activities they audit (SPPIA's first general standard). Independence is achieved through organizational status. Therefore, the state organizations performing internal auditing activities should have organizational status sufficient to permit the accomplishment of their audit responsibilities. This will permit these audit organizations to accomplish their audit responsibilities and maintain their independence.





State agencies conducting internal control reviews will receive a quality control review of their activity by the Department of Finance. This review will comment upon the agency's compliance with SAM requirements and applicable SPPIA Standards.





INTERNAL CONTROL	20003


(Renumbered from 20021, Revised 9/86)





State government, in a broad sense, is an economic entity created and operated principally to provide needed or desired services. Management of the entity involves assessing the risks involved in ongoing operations and deciding which ones shall be assumed, which reduced, which eliminated, and how this will be accomplished. The plan of organization and the system of policies, methods, and procedures adopted by management to ensure that resources are used in compliance with laws, regulations, and policies; that resources are safeguarded against waste, loss, and misuse; and that reliable data maybe obtained, maintained, and accurately disclosed in reports collectively are called internal controls.





Internal Control is an internal check, to facilitate the achievement of management objectives, by serving as checks and balances against unauthorized and undesired actions. The ultimate responsibility for good internal control rests with management and should be recognized as an integral part of each system that management uses to regulate and guide its operations. Therefore, management should document internal control by using flowcharts, narratives, desk procedures, and organizational charts.





�
Responsibility





Section 13402 of the Government Code defines internal accounting and administrative controls and sets forth the elements of a satisfactory system of internal control. Internal accounting and administrative controls are the methods through which reasonable assurances can be given that measures adopted by State agency heads to safeguard assets, check the accuracy and reliability of accounting data, promote operational efficiency, and encourage adherence to prescribe managerial policies are being followed.





(Continued)


�
(Continued)


INTERNAL CONTROL	20003


(Renumbered from 20021, Revised 9/86)





Responsibility





Internal accounting controls comprise the methods and procedures directly associated with the safeguarding of assets and assuring the reliability of accounting data. Internal administrative controls comprise the methods and procedures which are concerned with operational efficiency and adherence to management policies. However, there is not a clear distinction between what is an administrative control and what is an accounting control. For example, if the monthly financial reporting system is used by management for operations, it is an administrative control. But if it is also used to detect errors or omissions in the financial records, it becomes an accounting control.





The elements of a satisfactory system of internal accounting and administrative control, shall include, but are not limited to, the following:





�SYMBOL 183 \f "Symbol" \s 10 \h�	A plan of organization that provides segregation of duties appropriate for proper safeguarding of State agency assets.


�SYMBOL 183 \f "Symbol" \s 10 \h�	A plan that limits access to State agency assets to authorized personnel who require these assets in the performance of their assigned duties.


�SYMBOL 183 \f "Symbol" \s 10 \h�	A system of authorization and record keeping procedures adequate to provide effective accounting control over assets, liabilities, revenues, and expenditures.


�SYMBOL 183 \f "Symbol" \s 10 \h�	An established system of practices to be followed in performance of duties and functions in each of the State agencies.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Personnel of a quality commensurate with their responsibilities.


�SYMBOL 183 \f "Symbol" \s 10 \h�	An effective system of internal review.





These elements, as important as each is in its own right, are expected to be mutually reinforcing to provide "internal checks and balances" of the system. All the elements are so basic to adequate internal control, that serious deficiencies in any one would normally preclude effective operation of the system and should trigger a signal of a problem.





Symptoms of Control Deficiencies





Experience has indicated that the existence of one or more of the following danger signals will usually be indicative of a poorly maintained or vulnerable control system. These symptoms may apply to the organization as a whole or to individual units or activities. Agency heads and managers should be alert to identify and make the necessary corrections when warned by any of the danger signals listed below.





�SYMBOL 183 \f "Symbol" \s 10 \h�	Policy and procedural or operational manuals are either not currently maintained or are nonexistent.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Lines of organizational authority and responsibility are not clearly articulated or are nonexistent.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Financial and operational reporting is not timely and is not utilized as an effective management tool.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Line supervisors ignore or do not adequately monitor control compliance.


�SYMBOL 183 \f "Symbol" \s 10 \h�	No procedures are established to assure that controls in all areas of operation are evaluated on a reasonable and timely basis.


�
�SYMBOL 183 \f "Symbol" \s 10 \h�	Internal control weaknesses detected are not acted upon in a timely fashion.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Controls and/or control evaluations bear little relationship to organizational exposure to risk of loss of resources.


The Financial and Performance Accountability Unit (FPA) of the Department of Finance is available to assist agency heads in carrying out their internal control responsibilities.





�
TYPES OF AUDITORS, ROLES, AND STANDARDS	20004


(New 9/86)





There are three distinct types of auditors:





�SYMBOL 183 \f "Symbol" \s 10 \h�	External independent auditors known as certified public accountants or public accountants.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Internal auditors called operational auditors, management auditors, management services specialists, internal control analysts.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Compliance auditors—Federal and State compliance auditors.


Many management groups cannot understand why they are audited by so many different auditors. Each audit type conducts audits for objectives and purposes that differ from those of the other audit types. Since the auditor's role is to provide assurance that conditions conform to some established concept, standard, or expectation, the division of the various audit types is necessary. For example: The external independent auditors provide assurance to stockholders, creditors, and others regarding the fairness of the information contained in financial statements. Internal auditors provide boards of directors and company management's with assurance as to the sufficiency of the authorized operational controls, electronic data processing applications, and techniques to accomplish organization goals and the degree of compliance therewith. Compliance auditors provide assurance to various units of the executive and/or legislative branches of government and to the general public that the relevant legislation, program, rule, or regulation is effectively administered as well as the degree to which compliance has occurred.





Standards





Each type of auditor has its own specific guidelines for review and evaluation of the effectiveness of internal controls. The American Institute of Certified Public Accountants (AICPA) adopted the Statement on Auditing Standards (SAS) No. 1 and related supplemental statements which were developed primarily for independent auditors.





The Institute of Internal Auditors (IIA) issued its Standards for the Professional Practices of Internal Auditing in 1978 to serve the internal auditing profession in all types of businesses, in various levels of government, and in all other organizations where auditors are found.





The United States General Accounting Office (GAO) has issued the publication entitled "Standards for Audit of Governmental Organization, Programs, Activities and Functions." This publication, identified as GAGAS or the "Yellow Book", prescribes auditing standards which must be followed by all auditors engaged in reviewing Federal government programs.





Manager's Financial Integrity Act





Because governments, at all levels, are susceptible to illegal, unauthorized, and questionable acts which are characterized as fraud, waste, and abuse, increased attention has been directed toward strengthening internal control to help restore confidence in Government and improve its operations.





The Federal Manager's Financial Integrity Act of 1982, requires renewed focus on the need to strengthen internal controls. Agencies are to periodically evaluate internal control systems and the heads of executive agencies report annually on their systems and state whether the systems meet the objectives of internal control and conform to the standards established by GAO.





�
The State of California has adopted a similar law as outlined in the Financial Integrity and State Managers Accountability Act of 1983 (Ch 630/82). It was also enacted to inhibit waste of resources and create savings. Sections 13400 through 13407 of the Government Code describe the legislative findings, agency responsibilities, and reports and evaluations, and Section 20003 of the State Administrative Manual describes the responsibility, definitions, and characteristics of the Act.


�
STATE OF CALIFORNIA—CENTRAL AUDIT ORGANIZATIONS)	20005


(New 9/86)





The three central audit organizations in the State are the Office of the Auditor General, Department of Finance, and State Controller's Office.  Each organization is described below.





Office of the Auditor General





The Office of the Auditor General (OAG), operating under policies determined by the Joint Legislative Audit Committee, makes audits for the Legislature of the accounts and records of all State agencies.  In addition, special audits and investigations of any State agency are made as requested by the Legislature or any committee of the Legislature.  In accordance with statute, the OAG examines the general purpose financial statements prepared by the State Controller and expresses an opinion as to whether such statements present fairly the financial position of the State and the results of its operations.  In addition, the OAG examines State operations to determine compliance with federal rules and regulations and issues an annual report which is the basis for the State level single audit required by Federal statute.





Department of Finance





The Department of Finance (DOF) conducts Internal control reviews of State agencies in accordance with a five-year audit plan; carries out audits prescribed by State Statutes; and performs special audits and reviews as prescribed by the Director.  DOF is responsible for a portion of the State level single audit as it relates to assurance of the accuracy of Federal financial reports.  DOF is also responsible for coordinating all internal auditing performed in the Executive Branch of State Government and provides audit advisory service to State agencies that do no have audit expertise or resources.





State Controller's Office


The State Controller's Office (SCO) performs compliance audits of Federal and State funds in connection with the office's central disbursing function.  In addition, SCO performs audits under contract for State agencies and is responsible for coordinating the single audit activities in local government and K-12 school districts.





Coordination of Effort


All audit activities of the Office of the Auditor General, the Department of Finance, and the State Controller's Office are to be coordinated so that duplication of auditing effort may be minimized.





AUDIT CYCLES, OBJECTIVES, AND CONTROL POINTS	20006


(New 9/86)





The traditional approach to internal controls has been to identify controls over the individual account balances as reflected in financial reports.  The cycle approach, on the other hand, traces the flow of transactions through the various cycles.  A cycle is defined as the route by which a type of transaction flows from inception to final reporting.  This differs from the traditional approach in that a review of a cycle generally covers more than one account balance.  For example, a review of the income cycle covers cash, accounts receivable, revenue, reimbursements, etc.  The cycle approach assists management in identifying the flow of transactions and the accountability of the resulting assets.  A key feature of this approach to studying and evaluating internal controls is a recognition that the economic events that impact the entity can be broken down into a limited number of cycles.


�



Five cycles have been identified—Budget, Income, Expenditures, Fixed Assets, and Reporting.  Within the Income and Expenditure cycles, transactions have been further broken down into subcycles which can be treated as individual cycles.  The Income cycle is composed of the cash receipts and accounts receivable subcycles, while the Expenditure cycle is composed of the purchasing, cash disbursements, revolving fund, and payroll subcycles.  Each of these cycles and subcycles consists of similar economic events that are converted into related types of transactions and processed through the agency's accounting system to the financial reports.  Virtually every type of agency transaction can be categorized into one of these cycles and subcycles.  Control objectives and control points for each of the five cycles are contained in the audit guide developed and distributed by the DOF Financial and Performance Accountability Unit.


�
LETTERS OF REPRESENTATION	20007


(New 9/91)





As part of its annual audit of the State, the Auditor General requests the Director of Finance to make certain representations regarding financial operations of the State.  To allow the Department of Finance to submit a single representation letter to the Auditor General, agencies are required to submit to the Department of Finance a representation letter on the operation of their individual agency through December 15, following the end of the fiscal year.  Therefore, a letter of representation will be prepared annually and submitted to the Department of Finance by December 20 of each fiscal year.  The representation letter to the Department of Finance should be prepared in the format contained in 20007 Illustration.  These letters will be compiled into a single representation letter that the Department of Finance will submit to the Auditor General for the annual single audit of the State.





In conjunction with the representation letter, agencies need to submit an Audit Inquiry letter to the Attorney General or other legal counsel requesting them to provide the Auditor General with information on pending or threatened litigation.  The inquiry letter to the Attorney General or other legal counsel should be prepared in the format contained in 20007 Illustration (Cont. 2).





�
SAMPLE REPRESENTATION LETTER FORMAT


(TO BE SUBMITTED TO THE DEPARTMENT OF FINANCE)





Jesse R. Huff, Director


Department of Finance





In connection with the examination of the State's general purpose financial statement by the Office of the Auditor General as of June 30, 	 , as they pertain to the (name of your Agency or Department), we confirm, to the best of our knowledge and belief, the following representations:


1.	We are responsible for the fair presentation of financial statements in conformity with legal and regulatory requirements and the State Administrative Manual.  The financial statements were prepared in accordance with these requirements.


2.	We have made available to the Auditor General all financial records and related data as required by Section 10527 of the Government Code.  We have not been advised of any occasion when records were not made available to the Auditor General. (If you were not audited by the Auditor General, then you should replace this paragraph with the following; we were not audited by the Auditor General, however, all our financial records and related data are available for audit.)


3.	There have been no:


a.	Irregularities involving management or employees who have significant roles in the system of internal accounting control.


b.	Irregularities involving other employees that could have a material effect on the financial statements.


c.	Communication with other auditors concerning noncompliance with, or deficiencies in financial reporting practices that could have a material effect on the financial statements.


4.	There were no related party transactions or related amounts receivable or payable, including sales and receipts, purchases and disbursements, loans, transfers, leasing arrangements or guarantees. Travel and expense allowances and other similar items in the ordinary course of State operations are not considered related party transaction.


5.	There are no:


a.	Violations or possible violations of laws or regulations whose effects should be considered for disclosure in the financial statements or as a basis for recording a loss contingency.


b.	Other material liabilities or gain or loss contingencies that are required to be accrued or disclosed by Financial Accounting Standards Board Statement No. 5, "Accounting for Contingencies." (See footnote.)


6.	There are no unasserted claims or assessment that our counsel has advised us are probable of assertion and must be disclosed in accordance with Financial Accounting Standards Board Statement No. 5, "Accounting for Contingencies." (See footnote.)


7.	There are no material transactions that have not been properly recorded in the accounting records underlying the financial statements.


8.	We have complied with all aspects of contractual agreements that would have a material effect on the financial statements in the event of noncompliance.





(Continued)


�
(Continued)





SAMPLE REPRESENTATION LETTER FORMAT


(TO BE SUBMITTED TO THE DEPARTMENT OF FINANCE)





9.	No events have occurred subsequent to June 30, 	 that would require adjustment to, or disclosure in, the financial statements.





			


Department Director	Deputy Director, Administration





			


Date	Date





	


Footnote:  If any information is included in these items of representation, an audit inquiry letter must be addressed to the Attorney General or other legal counsel.








�
SAMPLE AUDIT INQUIRY LETTER TO ATTORNEY GENERAL


OR OTHER LEGAL COUNSEL FORMAT





John K. Van de Kamp, Attorney General


Department of Justice


1515 K Street, Suite 511


or


Insert the name of other Legal Counsel utilized by your department





In connection with the examination of the State's general purpose financial statements by the Office of the Auditor General as of June 30, 	 , the (name of your department or agency) has provided a representation letter to the Director of Finance, who in turn will provide a single representation letter to the Auditor General, which includes information of certain contingencies, including those set forth below involving matters in which you have devoted substantive attention in the form of legal consultation or representation.





PENDING OR THREATENED LITIGATION





(Note information included in the representation letter provided to the Director of Finance.)





Please furnish to the Office of the Auditor General by December 31, 	 , such explanation, if any, that you consider necessary to supplement the foregoing information, including an explanation of those matters as to which your views may differ from those stated and an identification of the omission of any pending or threatened litigation, claims and assessments or statement that the above information is complete.





UNASSERTED CLAIMS AND ASSESSMENTS





(Note information included in the representation letter provided to the Director of Finance.)





Please furnish to the Office of the Auditor General by December 31, 	 , such explanation, if any, that you consider necessary to supplement the foregoing information, including an explanation of those matters as to which your views may differ from those stated.





Please provide the (insert the name of Department) and the Director of Finance with a copy of your response to the Office of the Auditor General.








	


Department Director





	


Date





cc:	Jesse R. Huff, Director of Finance


cc:	Kurt R. Sjoberg, Acting Auditor General








�
REVIEW AND REPORTING ON INTERNAL CONTROLS	20010


(New 9/86)





State agency heads, by reason of their appointments, are accountable for activities carried out in their agencies.  This responsibility includes the establishment and maintenance of systems of internal accounting and administrative control.  The Department of Finance has an independent ongoing program which examines these systems of internal control in major departments and institutions on a two-year cyclical basis.  The purpose for examining systems of internal control is to determine that there is effective control over receipts, expenditures, assets and liabilities, and to express an opinion on the system of control as prescribed by the Statements on Auditing Standards (SAS), No. 30, published by American Institute of Certified Public Accountants.





In coordination with the internal control reviews by the Department of Finance, State agencies with organizations performing internal audit activities shall review their agencies' systems of integral control biennially (every two years), beginning with the 1982-83 fiscal year.  Some agencies may be required by the Department of Finance to make annual reviews.  These internal control reviews shall be conducted in accordance with the Standards for the Professional Practice of Internal Auditing published by the Institute of Internal Auditors, Inc., as required by Section 1236 of the Government Code.  The reviews will examine internal accounting control and fiscal compliance practices in use at the time of review.  Reports on the results of the internal control reviews, including the written response by agency management to report recommendations, shall be submitted by agencies to the Department of Finance, Financial and Performance Accountability Unit, no later than October 31, 1983, and October 31 of each odd-numbered fiscal year thereafter, unless annual reports are required by the Department of Finance.





To ensure that State agency internal control systems are in place and operative, the Legislature enacted The Financial Integrity and State Manager's Accountability Act of 1983 (Sections 13400 through 13407, Government Code).  The Act requires the head of each State agency, as identified by the Director of Finance (SAM 20011), to submit a report (SAM 20012) on the adequacy of his/her agency's internal control systems to the agency Secretary or the Director of Finance for agencies without an Agency Secretary by December 31, 1983, and December 31 of each odd-numbered fiscal year thereafter.  Copies of these reports shall be forwarded by the Agency Secretary or the Director of Finance to the Legislature, the Auditor General, the Governor, the Director of Finance and the State Library.





Attached to the report shall be the State agency's most recent report on internal controls  as prepared by its organization performing internal audit activities, and including the agency's written responses to report recommendations.  Section 13407 of the Government Code specifically directs that State agencies will prepare these reports by utilizing existing resources.





If an allegation is received that an employee of an agency provided false or misleading information in connection with the evaluation of the agency's system of internal control or in connection with the preparation of the annual report required, the State agency head must ensure that an investigation is undertaken.  The State agency head must submit to the Director of Finance, within 90 days from receiving the notification, a report on all the allegations made and the actions taken to resolve them.





To assist organizations performing internal audit activities, the Department of Finance, as required by Section 13405 (c) of the Government Code, has developed an Audit Guide for the Examination of Internal Control and Fiscal Compliance.  The guide sets forth the minimum level of auditing and reporting requirements; however, additional audit coverage is encouraged when considered necessary.


�
STATE AGENCIES REQUIRED TO REPORT ON INTERNAL CONTROL SYSTEMS	20011


(Revised 12/90)





Section 13405 (a) of the Government Code requires the Director of Finance to determine which State agencies are to submit reports (SAM 20012) on adequacy of their agency's internal control systems.  The following State agencies are designated to report on their internal control systems:





�
STATE AGENCIES REQUIRED TO REPORT ON INTERNAL CONTROLS SYSTEMS	20011


(Revised 12/90)





Legislative, Judicial, and Executive


State Controller's Office


Board of Equalization


Department of Justice


Lottery Commission





State and Consumer Services


Department of Consumer Affairs


Franchise Tax Board


Department of General Services


Public Employee's Retirement System


State Teachers' Retirement System





Business, Transportation and Housing


Department of Transportation 


Department of the California Highway Patrol


Department of Motor Vehicles


Department of Real Estate


Department of Housing and Community Development





Resources


Department of Boating and Waterways


Department of Parks and Recreation


Department of Water Resources





Health and Welfare


Department of Alcohol and Drug Programs


Department of Health Services


Employment Development Department


Department of Rehabilitation





Education


Department of Education


Student Aid Commission


Board of Trustees, California State University


California State University, Chico


California State University, Fullerton


California State University, Long Beach	


California State University, Sacramento	


San Francisco State University


San Jose State University





Youth and Adult Correctional


Department of Corrections


Department of Youth Authority





�
General Government


Department of Food and Agriculture


Office of Criminal Justice Planning


Military Department 


Department of Industrial Relations


State Compensation Insurance Fund





�
INTERNAL CONTROL REPORT FORMAT	20012


(Revised 9/86)





Sections 13405 (a) and (b) of the Government Code require the head of each State agency, as identified by the Director of Finance (SAM 20011), to report on the adequacy of his/her agency's internal control systems. The following report format will be used to report on internal controls.





TO: 	 Secretary of the 	 Agency (or)


	 Director, Department of Finance


FROM: 	 Director, Department of 	





In accordance with the Financial Integrity and State Managers Accountability Act of 1983 (Sections 13400 through 13407, Government Code), I am submitting the following report.





I have been appointed the head of the State Department of 	.


I give assurance that I am carrying out my delegated responsibility and that I am accountable for the activities of my department, I hereby certify that a satisfactory system of internal control is in place and functioning.





I have attached the latest report which is dated 	 and developed in accordance with section 20010 of the State Administrative Manual. All of the recommendations contained therein have been resolved in a satisfactory manner or will be resolved 	.





	 Director





Department of 	





Attachment





EDP Audit Requirements	20013


(Revised 5/89)





State Data Centers





The Department of Finance, Financial and Performance Audit Unit, reviews state data centers (Teale, Health and Welfare, Justice) that provide EDP services to a multiplicity of state and/or local agencies. The purpose of these reviews is to provide assurance that: (1) the accounting and fiscal controls are adequate; and, (2) the EDP controls are adequate to safeguard the physical and information assets under the control of the data centers. These reviews should also provide assurance to other audit entities and thereby minimize audit duplication.





State Agencies





State Security and Risk Management Policy, SAM 4840 to 4845, requires all state agencies to comply with the EDP Audit Requirements. The audit guidelines, which parallel the security policies, are available from the Financial and Performance Audit Unit (FPA) of the Department of Finance.





Agencies that do not have internal audit or other appropriate staff resources capable of meeting the audit requirements, may contract with the Financial and Performance Audit Unit through an Interagency Agreement. Independent contractors or consultants may also perform the EDP Audit requirements if the FPA Unit and the contracting state agency mutually agree that an external contract is the most effective way to meet the audit requirements. All such audit contracts must be reviewed and approved by the FPA Unit.





�
Initial audit reports must be submitted to the FPA Unit of the Department of Finance by June 1989, and every two years thereafter. However, the FPA Unit may arrange a staggered reporting schedule for state agencies so that not all audit reports are received at the same time.





FPA will provide copies of the audit reports to the Office of Information technology, as well as a list of the agencies that fail to meet the audit requirements.





In recognition that the EDP Audit function will be an ongoing, continuous process in large state agencies, selected large state agencies will be required to submit an annual audit plan outlining the scope of their planned activities for that year.





�
REVIEW AND REPORTING ON FEDERAL FINANCIAL REPORTS	20014


(Revised 9/86)





Federal Office of Management and Budget (OMB), Circular A–128 prescribes audit requirements for State agencies receiving Federal assistance. One of the prescribed audit requirements is that examinations are to be carried out to determine whether "The Federal financial reports (including Financial Status Reports, Cash Reports and Claims for Advances and Reimbursements) contain accurate reliable financial data..." (Paragraph 8b.2 (b.2)). All State agencies receiving federal funds will reconcile Federal financial reports to the official accounting records and retain all supporting schedules and worksheets for a minimum of three years.





To assist in the single organization-wide audits required by OMB Circular A–1 28, the Department of Finance will, through fiscal year 1986–87 (Calendar year 1987), audit Federal financial reports and report on the results of each audit. Thereafter, these audits of Federal financial reports will be performed biennially by State agencies with organizations performing internal audit activities (SAM 20011).





The emphasis of this audit should be directed toward ensuring that the Federal financial reports reconcile to the official financial records of the department. The audits of Federal financial reports will be used in complying with the single organization-wide audit required by OMB Circular A–1 28.





The Department of Finance, Financial and Performance Accountability Unit, has developed an audit guide for the audits of Federal financial reports. The audit guide also prescribes the reporting requirements for these audits. The reviews by State agencies utilizing this audit guide and the resulting reports, including a positive/negative assurance statement, will be submitted to the Department of Finance, FPA Unit as they are completed but no later than December 15.


�
REQUESTS BY FEDERAL AGENCIES FOR AUDITS OF STATE AGENCIES	20040


(Renumbered from 20002, Revised 9/86)





Federal Office of Management and Budget (OMB), Circular A–128, requires recipient and subrecipient State agencies receiving Federal funds to obtain a single organization-wide financial and compliance audit at least once every two years to assure the continued receipt of the Federal funds. OMB Circular A–88, when finalized, extends this requirement to universities and hospitals.





These OMB Circulars require an independent audit of financial operations including compliance with certain provisions of Federal laws and regulations, on an organization-wide basis rather than by individual grants. Such audits are to determine whether (a) financial operations are conducted properly, (b) the financial statements are presented fairly, (c) the organization has complied with laws and regulations affecting the expenditure of Federal funds, (d) internal procedures have been established to meet the objectives of federally assisted programs, and (e) financial reports to the Federal Government contain accurate and reliable information.





At the State level, California has met the OMB requirements through the Auditor General's annual audit of the general purpose financial statements included in the Controller's Annual Report to the Governor and through the Auditor General, assisted by the Department of Finance and the Controller, performing compliance audits. State agencies participate by coordinating the audits of Federal flow-through funds. The Department of Finance will coordinate and provide technical assistance to agencies performing these activities.





To insure that Federal audit requests are coordinated, in accordance with Chapter 1167, Statutes of 1981 (AB 861), State agencies shall immediately notify the Director of Finance, with copies to the Auditor General and the Controller, when they are required to obtain the federally required audits. These three audit agencies shall coordinate the procurement by State agencies, including any negotiations with cognizant Federal agencies, of the federally required audits.





When notifying the Director of Finance regarding federally required audits, State agencies shall provide the following information:





�SYMBOL 183 \f "Symbol" \s 10 \h�	Name, address, and telephone number of the person representing the State agency.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Name, address, and telephone number of the persons (program and audit) representing the Federal agency.


�SYMBOL 183 \f "Symbol" \s 10 \h�	A listing of Federal grants and contracts by funding agency and contracts by funding agency.


�SYMBOL 183 \f "Symbol" \s 10 \h�	The period to be covered by the audit.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Any special audit requirements.


�SYMBOL 183 \f "Symbol" \s 10 \h�	Available funding to pay for the cost of the audit.


The Department of Finance will respond in writing regarding how the federally required audits will be satisfied.





To prevent duplication of the annual financial audit conducted by the Auditor General, the statute prescribes that except for those State agencies which are required by State law to obtain an annual audit, no State agency shall encumber funds appropriated by the Legislature for the purpose of funding annual financial audits. In addition, it specifies that no State agency shall enter into a contract for a financial or compliance audit without prior written approval of the Director of Finance and the Controller. All State departments shall strictly adhere to the provisions contained in this statute.


�
IDENTIFICATION OF FEDERAL PASS-THROUGH FUNDS	20045


(Revised 9/86)





The Federal Single Audit Act of 1984 (P.L. 98–502) in conjunction with the Office of Management and Budget (OMB) Circular A–l 28, requires the preparation of a schedule of Federal assistance received by state and local governments. Previously this schedule was compiled based upon the record of the receipt of Federal funds. The Act and the Circular now require that this schedule show the total expenditure for each Federal assistance program identified by the number contained in the "Catalog of Federal Domestic Assistance." Along with this identification, the act declares that this schedule will result in accurate tracking of expenditures and insure that each Federal grant pays its fair share of audit expense.





To facilitate the identification and tracking of Federal funds transferred between State agencies or State agencies and local governments, each contract, interagency agreement, or any other document controlling the disbursement of Federal financial assistance must cite the applicable catalogue number from the Catalog of Federal Domestic Assistance. If state matching funds are involved, specify the percentage of state and Federal funds.





Where Federal funds are disbursed through a claim schedule, this information should be recorded utilizing special instructions and forms developed for this purpose.





ADMINISTRATION OF FEDERAL PASS-THROUGH FUNDS	20050


(New 9/86)





The Federal Single Audit Act of 1984 (P.L. 98–502) as implemented by the Office of Management and Budget (OMB) Circular A–128 (Section 9), prescribes that State or local governments that receive Federal financial assistance and provide at least $25,000 or more of it in a year to a subrecipient shall:





l.	Determine whether state or local subrecipients have met the audit requirements of this Circular and whether subrecipients covered by Circular A–l 10, Uniform requirements for grants to universities, hospital, and other nonprofit organizations, have met that requirement;


2.	Determine whether the subrecipient spent Federal assistance funds provided in accordance with applicable laws and regulations. This may be accomplished by reviewing an audit of the subrecipient made in accordance with this Circular, Circular A–1 10, or through other means (e.g., program reviews) if the subrecipient has not yet had such an audit;


3.	Ensure that appropriate corrective action is taken within six months after receipt of the audit report in instances of noncompliance with Federal laws and regulations;


4.	Consider whether subrecipient audits necessitate adjustment of the recipient's own records; and


Require each subrecipient to permit independent auditors to have access to the records and financial statements as necessary to comply with this Circular."





To ensure that the State of California carries out its responsibilities in accordance with this Federal Act, the following procedures shall apply:


1.	The Department of Finance (DOF) in December 1985, prepared the publication entitled "Compliance Guidelines for Audits of Subrecipients of Federal Financial Assistance." These guidelines identify compliance requirements and the statements and other information to be included in the audit reports filed with the State and were prepared after consultation with State departments affected, the Controller, and the Auditor General. The Office of the State Controller distributed these guidelines to the appropriate units of local government. The Department of Finance will provide consultation and coordination to State departments to assist them in implementing this Federal law.


2.	The State Controller will coordinate the implementation of the Federal law with local government.


(Continued)


�
(Continued)


ADMINISTRATION OF FEDERAL PASS-THROUGH FUNDS	20050


(New 9/86)





3.	Each State department will monitor the use of federal funds which it disburses to local governments to ensure compliance with federal laws and regulations. State departments will receive local government audit reports performed in accordance with Public Law 98–502 from the State Controller. They will review these reports and evaluate the corrective action plans submitted in response to findings of noncompliance.


All contracts or agreements issued by State departments concerning disbursement of Federal funds to a local government will include the requirement for an audit in accordance with P.L. 98–502. Also, these contracts or agreements will stipulate that the cost of these audits will be charged to Federal assistance programs in accordance with Public Law 98–502 and OMB Circular A–l 28. Further, these contracts or agreements will stipulate that the unit of local government contracting for a single audit shall include a clause in the contract with the audit firm to permit access by the state to the working papers of the external independent auditor.


4.	The State Controller will inform units of local government to submit copies of audit reports and corrective action plans prepared in accordance with P.L. 98–502 directly to the State Controller.


5.	The State Controller will distribute copies of each audit report and corrective action plan to State departments responsible for administering each Federal program.


6.	It will be the primary responsibility of State departments to follow-up on audit findings pertaining to Federal programs which they administer, and of the State Controller to follow-up on general findings such as those relating to internal control.


7.	The State Controller will review and monitor the audit reports issued by external independent auditors. The State Controller will determine whether or not the audit reports conform to Standards for Audit of Governmental Organization, Programs, Activities, and Functions, published by the United States General Accounting Office, and the compliance audit guide issued by the Department of Finance. The State Controller will notify each State department, unit of local government, Department of Finance, and each independent auditor regarding the results of his/her review. The State Controller may issue a summary report concerning follow-up activities by State departments pursuant to Section 9 of OMB Circular A–1 28.


The Single Audit Act (P.L. 98–502) prescribes that its provisions apply to all Federal funds expended after December 1984 which is California fiscal year 1985–86. While the option is made available to include all funds under a single audit, the State of California is initially implementing the Act for Federal funds only which are specifically covered by the Act. These provisions should be implemented as soon as practicable by State agencies and departments administering "pass through" Federal funds to units of local government.


NOTIFICATION OF ACTUAL OR SUSPECTED FRAUD AND IRREGULARITIES	20060


(Re-entered, Renumbered from 0601, and Revised 6/97)  Note: Originally deleted 12/96.





An agency will notify the Department of Finance, Office of State Audits and Evaluation (OSAE) and the Bureau of State Audits (BSA), of all cases of actual or suspected fraud, defalcation or other irregularities it has become aware of either internally or by referral.  This includes all cases against the state caused by either state employees or others.  Further, an agency should notify the OSAE and the BSA of actual or suspected thefts involving state employees.





(Continued)


�
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NOTIFICATION OF ACTUAL OR SUSPECTED FRAUD AND IRREGULARITIES	20060


(Re-entered, Renumbered from 0601, and Revised 6/97)  Note: Originally deleted 12/96.





Notification will be made to the OSAE and the BSA in writing not later than the first business day following the actual or suspected theft or irregularity.  The notification will include, as a minimum, the sequence of events, the internal controls that failed, the means of discovery, the corrective actions taken, the actual or estimated dollar amount, and any punitive actions taken or being considered.  In those instances where complete information is not available by the first business day following discovery, a preliminary notification will be made.  A complete notification will be made within thirty days.  If not completed within thirty days, a progress report will be submitted every thirty days until completed.





Additionally agencies will notify the OSAE of material irregularities in their annual Letter of Representation in accordance with SAM Section 20007.  For reporting lost, stolen or destroyed property, see SAM Section 8643.








SAM—AUDITING OF STATE AGENCIES





TL 360	20000 INDEX	JUNE 1997





TL 319	20000	SEPTEMBER 1986





TL 319	20002	SEPTEMBER 1986





TL 319	20002 (Overrun)	SEPTEMBER 1986





TL 319	20003	SEPTEMBER 1986





TL 319	20003 (Overrun)	SEPTEMBER 1986





TL 319	20004	SEPTEMBER 1986





TL 319	20004 (Overrun)	SEPTEMBER 1986





TL 340	20005	SEPTEMBER 1991





TL 340	20005 (OVERRUN)	SEPTEMBER 1991





TL 340	20007	SEPTEMBER 1991





TL 335	20007 ILLUSTRATION	MARCH 1990





SAM—AUDITING OF STATE AGENCIES





TL 335	20007 ILLUSTRATION (Cont. 1)	MARCH 1990





TL 335	20007 ILLUSTRATION (Cont. 2)	MARCH 1990





TL 338	20010	DECEMBER 1990





TL 338	20010 (Overrun)	DECEMBER 1990





TL 338	20011	DECEMBER 1990





TL 338	20011 (Overrun)	DECEMBER 1990





TL 332	20012	MAY 1989





TL 332	20012 (Overrun)	MAY 1989





TL 332	20014	MAY 1989





TL 319	20040	SEPTEMBER 1986





TL 319	20045	SEPTEMBER 1986
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TL 360	20050 (Cont. 1)	JUNE 1997




















TL 360	20060 (Cont. 1)	JUNE 1997











