SAM—INFORMATION TECHNOLOGY

Security and Risk Management Policy 


	CERTIFICATION FOR PROCUREMENT
	                                 4819.41

	(Revised 6/03)
	


A signed certification of compliance with state information technology policies is required for all information technology procurements that cost $100,000 or more and are in support of a development effort. Development is defined in SAM Section 4819.2 as "Activities or costs associated with the analysis, design, programming, data conversion, acquisition, and implementation of new information technology applications." Procurements of hardware, software, and services (including interagency agreements) are included in this requirement.

A certification is not required for:

1. Procurements of less than $100,000; 

2. Procurements limited only to maintenance services; 

3. Procurements in support of previously-approved efforts. See SAM Section 4819.40; 

4. Procurement of services to conduct a feasibility study, provided the services are limited to supporting or conducting the feasibility study and/or preparing the feasibility study report (SAM Sections 4927 and 4928);or 

5. Procurements of excluded activities as described in SAM Section 4819.32. 

The certification must be completed by the agency that will directly utilize the procured goods or services, and the original signed certification must be included with the transmittal of the procurement package to the procurement agency or authority.  For audit and review purposes, a copy of the signed certification must be retained in the procurement file.  The required format for the certification is provided in SAM Section 4832.

	BUDGET CHANGE PROPOSALS
	                                

	(Revised 06/04)
	


Each Budget Change Proposal (BCP) containing information technology (IT) components is reviewed by Finance staff and an evaluation is provided to the Department of Finance Program Budget Manager responsible for review of the agency's budget.

BCPs which request funding for IT projects must be consistent with the agency's Agency Information Management Strategy (see SAM Sections 4900.1-4900.5).  The BCP must be supported by an approved Feasibility Study Report (FSR) (SAM Section 4928), or Special Project Report (SPR) (SAM Sections 4945-4945.2) prior to approval of the funding request.  In exceptional circumstances, with Finance approval, the funding request may be supported by an approved FSR Reporting Exemption Request or Project Summary Package. 

BCPs and their associated FSRs and SPRs must be submitted in the format and within the time frames specified in SAM, SIMM, and the annual budget letters issued by Finance. BCPs for which these requirements have not been met will be returned to the agency without consideration.  Incomplete or “placeholder” FSRs or SPRs submitted for Finance consideration of a BCP will be returned to the agency without consideration.
CERTIFICATION OF COMPLIANCE WITH POLICIES                                                                                
4832
(Revised 12/04)


The SAM Section 4819.41 specifies that signed certifications of compliance with the state's information technology policies must be included with the transmittal of certain procurement packages to the procurement agency or authority. The required format of the certification is provided in SAM Section 4832, Illustration 1. 

Signature Authority Certifications for procurements of $100,000 or more MUST be signed by the agency director or by a member of agency management specifically designated by the director for this purpose.

 As shown in 4832 Illustration 1, the certification must reference one of the following with respect to the justification and approval of the proposed procurement:


1. If the procurement is the result of a Finance-approved Feasibility Study Report (FSR), the project is currently under

       development, and the Post-Implementation Evaluation Report (PIER) has not yet been approved, provide the  project

number, the title, and approval date of the FSR. If the procurement is the result of an agency-approved FSR, provide   the agency project number, the title, and approval date of the FSR.

2. If the procurement is an Interagency agreement to procure services from a consolidated data center in support of multiple projects, it must be certified that: (1) the funding level is appropriate for the nature and scope of the services to be supplied; (2) the services are consistent with approved FSRs and/or PIERs; and (3) project reporting for the various projects is current.

Submission of an FSR to Finance or to the agency director does not constitute project approval. Approval requires an approval letter from Finance or, for delegated projects, a document indicating approval by the agency director or the director's designee. 













SAM – Information Technology

4832 Illustration 1
Certification Requirements

CERTIFICATION OF COMPLIANCE WITH POLICIES

PURSUANT TO SAM SECTIONS 4819.41 AND 4832

I hereby certify that I am the agency director or designee; that the matters described herein are in compliance with the criteria and procedures for information technology prescribed in SAM; any acquisitions of new or enhanced information technology capabilities are consistent with project justification approved by the Department of Finance, myself or my designee; and that the foregoing statements are true to the best of my knowledge and belief.

____________________                       __________________________________________


(Date)   
Signature and Title


(Indicate director or designee)

(Continued)

(Continued)

CERTIFICATION OF COMPLIANCE WITH POLICIES                                                                        4832 (Cont.1) 
(Revised 12/04)












JUSTIFICATION AND APPROVAL REFERENCE INFORMATION

______
Finance approved FSR 
 ___________________ 
 ___________________


Finance Project #    
Approval Date

______
Agency approved FSR 
___________________ 
 ___________________


Agency Project #    
Approval Date

______
WCJF 
___________________ 
 ___________________


WCJF #    
Approval Date



____________________________________________



Project Title

______
Data Center IAA 
This is an interagency agreement to procure services from a consolidated data center it involves multiple projects, the funding level is appropriate, and the nature and scope of services to be supplied by the data center are consistent with the various approved FSRs and PIERs of this agency, and the required project reporting associated with each active project is current.


INFORMATION TECHNOLOGY ACCESSIBILITY POLICY                                                                           4833 (New 03/02)


It is the policy of the State of California that information and services on California State Government Web sites be designed to be accessible to people with disabilities. In 1998, Congress amended the Rehabilitation Act and strengthened provisions covering access to information in the Federal sector. As amended, Section 508 of the Rehabilitation Act requires access to the Federal government's electronic and information technology. 

The Department of Justice has clearly opined that Title II of the Americans with Disabilities Act (ADA) requires all state and local governments to develop and maintain accessible Web sites just as they are required to build accessible facilities. It is the responsibility of the agency to become familiar with the guidelines for achieving universal accessibility and to apply these principles in designing and creating any State of California Web site. To achieve compliance, agencies need to adhere to Paragraphs A thru P of Section (1194.22) - Web-based Intranet and Internet Information and Applications (http://www.access-board.gov/sec508/guide/). 

The use of the Federal guidelines will ensure that Web sites created by the State of California are developed to serve the largest possible audience. Compliance with these guidelines provides an added benefit to those users with text-based browsers, low-end processors, slow modem connections and/or no multi-media capabilities on their computer. This policy also covers access to California State Web sites by new and future technologies.

INFORMATION TECHNOLOGY INFRASTRUCTURE POLICY 



          4834
(New 03/02)

Agencies’ Information Technology Infrastructures must enable information sharing across traditional barriers, enhance California's ability to deliver effective and timely services, promote interoperability, support departments and agencies in their efforts to improve government functions, and promote migration to enterprise solutions with reduced complexity and support costs. 


Note:  As of January 1, 2008 the Department of Finance (Finance) transferred ownership, restructure, and renumbering of SAM Sections 4840-4845 to the State and Consumer Services Agency (SCSA), Office of Information Security and Privacy Protection.  The restructure and numbering of these sections are in these new Chapter 5300 Sections 5300-5399. Revised March 2008, Revision Package 401.
CALIFORNIA SOFTWARE MANAGEMENT POLICY




                        4846

(New 09/02)

Each agency shall establish and maintain appropriate computer software management practices and ensure that computer software they use and/or have purchased with State funds is legally procured and is used in compliance with licenses, contract terms, and applicable copyright laws.  Each agency shall develop and implement policies and procedures to ensure that all staff understand and adhere to proper software management policies.

SOFTWARE MANAGEMENT PLAN







         4846.1

(New 09/02)

To prevent software piracy and promote good software management practices, each agency must maintain a software management program.  Each agency must document this effort through a software management plan.    See SIMM Section 120 for guidelines on the development and maintenance of this plan.   

SOFTWARE MANAGEMENT POLICY REPORTING REQUIREMENTS 


         4846.2   

(Rev. 6/03) 

Beginning January 31, 2004, and ongoing, each agency shall retain internally for three years, by the agency Chief Information Officer, an annual certification along with the summary of updated inventories conducted by the agency as part of its ongoing software management practices. This certification must also identify the individual responsible for ensuring agency compliance with the California Software Management Policy, SAM Section 4846.  In support of this certification, each agency must maintain a detailed inventory report that must be made available upon request to the Depart of Finance and/or the Department of General Services.  See SIMM Sections 80 and 120 for this and any other reporting requirements.

Rev. 401

MARCH 2008


