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Government Code Chapter 5.5 and 7.5 define two consolidated data centers in state government: 1) the Hawkins Data Center in the Department of Justice, and 2) the Department of Technology Services (DTS) in the State and Consumer Services Agency. Other data processing centers are considered single-agency, dedicated-use data processing centers rather than consolidated data processing centers. All data centers shall adhere to the following center policies.
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It is the state’s policy to transition out of non-Tier III data centers and server rooms and to end upgrades during the transition, unless there is an emergency.  The following policy shall be used to determine an agency’s Tier III-equivalent facility assignment for services, and to ensure consolidation activities proceed timely:

1. The Hawkins Data Center shall serve as the Tier III-equivalent for the Department of Justice.  Agencies assigned to other state-designated Tier III-equivalent facilities whose official business requires access to the data contained in the California Criminal Justice Information System’s (CJIS) data repositories, including those agencies utilizing the California Law Enforcement Telecommunications System (CLETS), shall access CJIS serviced data repositories and CLETS through the Hawkins Data Center. 

2. The Department of Water Resources Data Center serves as the Tier III-equivalent facility for the Natural Resources Agency and its associated departments. 

3. The Franchise Tax Board (FTB) Data Center serves as the Tier III-equivalent data center for the FTB.
4. The following Office of Technology Services (OTech) facilities shall serve as the Tier III-equivalent Data Centers for all other agencies in the state: 
a. The OTech Gold Camp Data Center serves as the production data center for the Executive Branch.  In addition, the Gold Camp Data Center manages services and provides disaster recovery services to all state agencies not identified in 1, 2, and 3 above.

b. The Federal Data Center (FDC) located at the OTech Gold Camp facility serves as a physically partitioned-off Data Center shared by agencies.

c. The OTech Vacaville Data Center serves as a disaster recovery site with a secondary role as a production data center.

d. Any other Tier III-equivalent facility designated by the Technology Agency.
5. To facilitate timely completion of consolidation activities:

a. The OTech Customer Owned Equipment Managed Services (COEMS) is discontinued.  COEMS customers will transition to one of the state’s Tier III-equivalent facilities previously referenced.

b. Department server rooms will be closed.

c. File and print services in the greater Sacramento area will be consolidated.

d. New applications, server refreshes, storage replacements, and new virtualization clusters shall be located at a state Tier III-equivalent facility.

e. Agencies shall review all IT projects that are in progress in order to plan transition of servers and storage to a state Tier III-equivalent facility.
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f. The Computer Room Construction policy and requirements established in ITPL 09-04 remain in effect.

g. Facility upgrades for server rooms designated for shutdown will be limited to emergencies.  Agencies shall utilize the approval procedures described in ITPL 09-04.

6. Agencies shall use the Data Center Consolidation Survey and Assessment (S&A) included in SIMM Section 67, and will be reporting to the Technology Agency PMO in accordance with the timeframes and submittal instructions included in SIMM Section 05A. 
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Data Center Mission–Each data center shall have a statement of mission which states the data center's objectives and outlines the services provided by the center.

Data Center User Interaction–

1. Each data center shall have a functional responsibility to provide liaison with the users of the center. This shall include establishing and maintaining user groups and forums appropriate to the requirements of the users and the mission of the center. 

2. Each data center shall make readily available a data center user guide which shall contain detailed and up-to-date descriptions of and instructions for the use of the various services offered by the center. This guide should describe the operational management processes required by user agencies to avail themselves of data center services including resources scheduling, problem management, system backup and recovery procedures and data communications network management. 
Data Center Financial Management–See SAM Section 6780 for the financial management policy applicable to the Office of Technology Services. 

Exchange of Data Between Data Centers–The exchange or transfer of data between data centers by intercoupling or telecommunications shall be made only with the approval of the Technology Agency.  Requests for approval to exchange or transfer data between data centers must contain programmatic justification and describe how the exchange or transfer will be accomplished. The request must also clearly describe what safeguards will be established to provide data confidentiality and security in compliance with SAM Sections 5300-5399, Security and Risk Management Policy.

This section does not prohibit the transmission of data from the Department of Motor Vehicles to the Hawkins Data Center in order to obtain vehicle registration and driver license data for criminal justice purposes, or the transmission of data between centers in the same state agency.
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