SAM - INFORMATION SECURITY
(Office of Information Security)

POLICY, PROCEDURE AND STANDARDS MANAGEMENT 5305.2
(Revised 12/13)

Policy: Each state entity must provide for the protection of its information assets by establishing appropriate
administrative, operational and technical policies, standards, and procedures to ensure its operations conform with
business requirements, laws, and administrative policies, and personnel maintain a standard of due care to prevent
misuse, loss, disruption or compromise of state entity information assets. Each state entity shall adopt, maintain and
enforce internal administrative, operational and technical policies, standards and procedures in accordance

with SIMM 5305-A to support information security program plan goals and objectives.

Implementation Controls: NIST SP 800-53: Planning (PL); Program Management (PM); SIMM 5305-A
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http://www.cio.ca.gov/Government/IT_Policy/SIMM.html%235300
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf%23page=292
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf%23page=389
http://www.cio.ca.gov/Government/IT_Policy/SIMM.html%235300

