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Policy: Information asset owners shall maintain all records with accuracy, relevance, timeliness, and completeness.

Maintaining Record Integrity

When an information asset owner uses a record to make a determination about an individual or transfers a record to
another state or non-state entity, the owner shall correct, update, withhold, or delete any portion of the record that it
knows or has reason to believe is inaccurate or out of date.

Maintaining Information Sources

Whenever an information asset owner collects personal information, the owner shall either ensure that the individual
is provided a copy of the source document or shall record and maintain the source of the information, unless the
source is the individual record subject.

Ownership of Stored Records and State Archived Records
1. Stored Records: When records that contain personal information are transferred to the Department of
General Services (DGS) for storage, information asset owners for the state entity transferring the records
shall retain all owner responsibilities for the protection of the record as provided in this Chapter. The DGS
shall not disclose the record except to the information asset owner or his designee, or in accordance with
their instructions which must be in accordance with this policy and relevant laws.

2. State Archives: Information asset owners shall transfer a record pertaining to an identifiable individual to
the State Archives only after determining, with concurrence by the state entity head, that the record has
sufficient historical or other value to warrant its continued preservation by the California state government.
In the event of this transfer, information asset ownership shall be formally transferred to an information
asset owner in the State Archives, who shall accept all owner responsibilities contained in the enterprise
information security and privacy policies and standards.

Implementation Controls: NIST SP 800-53: Appendix J-Privacy Control Catalog
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