SAM - INFORMATION SECURITY
(Office of Information Security)

SOFTWARE USAGE RESTRICTIONS 5315.7
(Revised 12/13)

Policy: Each state entity shall ensure its Software Management Plan (SAM sections 4846.1 and 4846.2) addresses
the following:

1. Use of software and associated documentation in accordance with contract agreements and copyright laws;
2. Enforcement of explicit rules governing the authorized installation of software by users; and

3. Maintaining control over the types of software installed by identifying permitted and prohibited software
installations.

Implementation Controls: NIST SP 800-53: Configuration Management (CM)
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