PROMOTIONAL PATH
ADMINISTRATION DIVISION
INFORMATION SECURITY OFFICE (ISO)

FUNCTIONAL AUTHORITY
> State Constitution:
>Individual’s Right to Privacy
» California Law:
>Civil Code Section 1798 et. seq
> Information Practice Act of 1977
>Government Code Sections
= 6250 - 6256
> 1549 - 11549.6
= 14740 - 14770
>Penal Code Section 502
> Computer Data Access & Fraud Act
> State Policy:
>State Administrative Manual
> Sections 5300 - 5999

ISO RESPONSIBILITIES
» Develop & Implement
= DGS Information Security
& Privacy Programs
> Program Oversight
=> Individuals’ Personal Information
=> Department Information
» Data-Facility-Systems-Applications
» Ensure Compliance
> Federal/State Laws and Regulations
> Manage/Direct Department 1SO
> Policy Development & Direction
> Awareness & Training
> Risk Management
> Risk Assessment & Mitigation
=> Incident Management
=> Monitoring and Compliance
» Provide Consultation
= Internal/External Customers

Data Processing Manager Il
Class 1393
$7,118 - $8,239

A

Senior Information Systems
Analyst (Specialist)
Class 1337
$5,571 - $7,109

A

Staff Information Systems
Analyst (Specialist)
Class 1312
$5,065 - $6,466

A

Associate Information
Systems Analyst
(Specialist)
Class 1470
$4,619 - $5,897

A

Assistant Information
Systems Analyst
Class 1479
$3,106 - $4,903

Staff Services Analyst
Class 5157 *
$2,817 - $4,446

* Considered for recruitment purposes

Promotional paths are for informational purposes only and may vary depending
on the level of education, experience and/or relevant eligibility criteria.
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