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What are the drivers



Risk Areas 



Security and privacy challenges



What you can do



Questions
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LAWS

     Both Federal and State laws have been enacted to protect the privacy and confidential information of individuals. 



Technology 

 Changed the way we collect, store and use information 

 Easier to gather Electronic versus physical

 Has the capability to store vast quantities of data in a very small space 

in October of 2007 Scientists at Arizona State University created a new kind of solid state memory that they say is much cheaper and more efficient than flash. And because it uses a new kind of nanotechnology, storage capacities will be much higher than anything we have today, for a tenth of the cost. 

The new memory is called programmable metallization cell (PMC) and one terabyte (1TB) USB thumbdrives are said to be just a few years away. 

To think practically how much information a terabyte of disk space holds, let's assume we're storing text from magazine pages on a computer that does use one byte per character. At an average 5,000 characters per page, 1TB of disk space could hold 220 million pages of text!  or approximately  220,000 pages per MB using the standard of 1000 MB to a Terabyte. 



Easier to access Where once is was necessary to have physical access you can now access Information with a click of a mouse. Where once you had to look at each letter or file to find the information, you can now do a keyword search on information in the document or by the file name in a short period of time. 

People

Feel invisible more anonymous 

More comfortable with computers and can feel less inhibited to access information they should not access. 

People by nature are curious.  If they can get to information they will probably access it. 


- HIPAA

- IRS Pub 1075

- Children’s Online Privacy Protection
Act of 1998

Protect
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Federal 

	HIPAA applies to individually identifiable health information

  IRS Publication 1075 if you receive federal funds or Taxpayer information this may apply. 

	Children’s Online Privacy Protection Act of 1998 Generally requires a web site directed at children under 13 years of age to obtain “verifiable parental consent” before collecting personal information online from children. 

State 

         California State Civil Code section 1798. covers breach notification and creates liability for inappropriate release.  May include employee discipline and civil penalties. 	

	California Constitution, Article 1   States that all Californians enjoy the right to privacy, etc. 



	CIVIL CODE SECTION 1798.80-1798.84 �requires specified businesses to use safeguards to ensure the security of Californians’ personal information and contractually require third parties to do the same. It does not apply to businesses that are subject to certain other information security laws. 



	Social Security Number Confidentiality - Civil Code sections 1798.85-1798.86, 1785.11.1, and 1785.11.6. 

	This law restricts businesses and state and local agencies from publicly posting or displaying Social Security numbers. 



 	California Penal Code Section 964

	Requires the district attorney and the courts in each county to establish a procedure to protect confidential personal information regarding witness or victim contained in a police report, etc.



          County and local entities have create process and procedures to implement the state/federal laws
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Access & Display

How we access information and the way we display it can expose data to being read and intercepted.

Wireless, Wi-Fi, Cellular, Bluetooth, VPN and dialup

Web enabled applications, 

We can access information on the train, in a car,  or while flying in an airplane. At the airport, the hotel we are staying at the conferences we are attending or even while getting out morning cup of coffee. The are around 51 wireless access points in Sacramento with about one third free. 

When we display the information on the screen it makes it available to anyone looking over our shoulder or taking a picture. 

Download & Store

Web enabled Application can export data to spreadsheet and large device can store many records in a small device.

We can synchronize the local files with the ones stored on the network. If the files contain confidential we may load it onto our devices without even be aware of it occurring.   

Send & Receive

The ease with which we send and receive communications can make a minor error into a major incident, for example in an e-mail selecting “reply all versus reply”  

Confidential data can be contained within the body of an e-mail, or as an attachment , received in a text message, send as a fax from a mobile device or even contained within in an e-mail as a sound file (  voice message sent to an e-mail device as a sound (wav file) attachment. 
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A mobile device (also known as cell phone device, handheld device, handheld computer, "Palmtop" or simply handheld) usually stores information in memory 

 is a pocket-sized computing device, typically having a display screen with touch input or a miniature keyboard. 

 In the case of the personal digital assistant (PDA) the input and output are combined into a touch-screen interface. 

 Smart phones and PDAs are popular amongst those who require the assistance and convenience of a conventional computer, in environments where carrying one would not be practical.

 Enterprise digital assistants can further extend the available functionality for the business user by offering integrated data capture devices like Bar Code, RFID and Smart Card readers.



All Shapes and Sizes 



Most still build in security s an after thought or after receiving pressure from consumers but they are improving. 
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Loss & Theft

Business travelers lose more than 12,000 laptops per week in U.S. airports. (Dell Study)

Why do so many laptops get lost? The study has interviewed 800 travelers and it seems that they are either carrying too much luggage with them and they forget about the laptop, or they are in such a rush to board the airplane that they leave the laptop behind. The Dell Ponemon study shows that the most likely places to lose a laptop are the checkpoints and the boarding gate. The worst thing is that about 65% of all business travelers do not use some sort of security solution (such as encryption) to protect the data on the laptop and 45% do not even back it up so that it doesn't get accidentally erased. 

According to Gartner,

 one laptop is stolen every 53 seconds.

 Up to 12,000 laptops are lost or go missing in US airports each week, 70 percent of those returned to lost and found are never reclaimed.

Lost and stolen laptops and mobile devices continue as the most frequent cause of a data breach: Almost half (49 percent) of data breaches in the 2007 sample were due to lost or stolen laptops or other devices such as USB flash drives.

According to IDC (global provider of market intelligence ) as much as 60% of important corporate data resides on desktop and laptop computers that are not properly protected.

50% of organizations reported laptop or mobile device theft in 2007.

Target Locations 

Airports

Hotels and Conference Centers

Automobiles

Libraries

Company Offices

Hospitals

Colleges and Universities

Danger Areas  

At a check-out counter

While engrossed in a telephone

conversation

While paying the cashier at a cafe or

restaurant

As you sleep or read a newspaper

between flights or in a library

In a crowded restroom

At the x-ray conveyer

Loading the car

In other words while you are distracted 



Remote Access

Wireless 

Peer to Peer connectivity

Bluetooth

VPN 

Each method of connection has it’s own security quirks and needs to be configured 

People

Mobile device Owners

Hackers

Insiders

Thieves

Shoulder surfing 

Software 

Software errors that make your systems vulnerable

More applications installed that run in the background, such as flash, Java, QuickTime, etc. 

Viruses and other malware
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Legal liability

• Plaintiffs have sought relief under numerous legal

theories

– Negligence: Elements – duty, breach, injury,

 causation Defense: intervening criminal act

– Breach of contract

– Invasion of privacy

– Breach of fiduciary duty

– Negligence per se

If you were a victim, what would you what to have done to secure your information?

Operational & financial burdens

Diverts staff time from operational needs to remediate the security incident and implements stronger controls. It takes lawyers, Managers and Executives time away from other business functions.    

Money better spent on other business needs and programs

Can lead to loss of federal funding, can result in State/Federal fines

Costs of remediation

Controls more expensive when change is reactive

Cost associated with  notifying people whose information was compromised, this could include paying for credit monitoring.  Average cost is $197.00 per affected individual

Negatives 

effect on public confidence sometimes the most expensive cost

effect on personal confidence it does reflect on you if you were the cause of a data breach 


www.CSOOnline.com
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General Predictions

The volume of attacks from international sources has and will continue to increase especially towards government and military networks. The fog is beginning to lift and as it does we will see the vast majority of these attacks coming from China and being tied to government sponsorship. 



Data security breaches tied to theft will significantly increase. It will not surprise anyone that mobile devices are stolen most often. 





Information from CSO online 


www.CSOOnline.com
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General Predictions

The sophistication of application level attacks such as SQL injection, buffer overflow, cross site scripting (XSS) and others will increase. These will be directed towards high traffic web sites (news sites or social networking sites) that, when compromised, will install malware to a large numbers of users. 



For the most part, botnets will not need to be the concern of small business or consumers. Service providers and large enterprises have added steps (perhaps just in time) to reduce the challenges of botnets. 



Bandwidth consumption will percolate higher in the list of IT challenges for organizations of all sizes. More and more users will use the web to download content. Our appetite has changed from text with a few graphics to streaming high definition video, huge downloads, and YouTube. 
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#1. Malicious Insiders - Rising Threat �Employees with malicious intent have always been the biggest threat to their organizations. According to www.infosecurityanalysis.com, when a data security breach occurs as a result of a malicious insider, more records are compromised than any other breach source (including hackers).

#2. Malware - Steady Threat�If I use words that are so generic and apply to almost anything, I of course will be right in a prediction. Malware means malicious software, which can include viruses, worms, Trojan horse programs, etc. What I am referring to are web sites that host malware. When a vulnerable user accesses this web site, their system becomes infected. The system then falls under the control of the attacker. This is such an effective method to distribute malware and compromise systems that it has become the most prolific method.

 #3. Exploited Vulnerabilities -Weakening Threat �Exploiting a known vulnerability is the normal process when people talk about hacking. Hackers find a weakness and exploit it for their gain. There is nothing new here, except the location of the systems. 

In times past, it was external systems such as email servers, web servers, and firewalls that would be broken into. These attacks are moving inside the network. Systems on the inside of the network are not patched and updated as frequently. Networks have a hard outer edge and a gooey center from a security perspective. Organizations rely on Microsoft SUS (system update service) that patches to keep the systems up-to-date. The problem is that SUS only patches Microsoft, which leaves all the non-Microsoft operating systems applications vulnerable. 

IT professionals make the mistake of thinking, "It was only the administrative assistant's machine that got compromised and it didn't have any sensitive information on it." If a system is compromised, the attacker may have control of more than just that one system. From that system, they could launch additional attacks to other systems. They can 'sniff' the credentials of anyone on that system to access other systems. Typically, the first system to be exploited is just the base camp to compromise more valuable assets. 

When an internal system is compromised, the bad guys now have ways of bypassing your entire network and edge based security controls. They use encrypted tunnels over commonly used ports to make their deeds virtually invisible. 

#4. Social Engineering - Rising Threat �Gartner states that the greatest security risk facing large companies and individual Internet users over the next 10 years will be the increasingly sophisticated use of social engineering to bypass IT security defenses. Kudos to Gartner, they were right, and I believe 2009 will be the year of more social engineering attacks. Why spend days trying to crack a username and password using sophisticated software and potentially get caught, when you can trick someone into just giving you theirs? With hacking, you are compromising a computer, and with social engineering you are compromising a human. 

In 2009, we will see the common use of many social engineering ploys. Any method of communication can and will be used to perpetrate fraud including telephones, mobile phones, text messaging, instant messaging, and social networking sites. Additionally, many people will fall prey to their own natural curiosity. For example, leaving a CD infused with malware entitled "2008 employee compensation & bonuses" by the elevator or a USB thumb drive near the door of the building that will infect a system when plugged in. 

#5. Careless Employees- Rising Threat �the will be more mistakes made by careless or untrained employees that lead to a security compromise, but this will be fueled by the economic climate. With a recession, business will have to do more with less. The strain this puts on employees causes them to cut corners on important duties. Systems will not be updated, logs will not be reviewed and alerts will go unchecked. This creates gaps that can be exploited by the attackers. 

A poor economic climate may lead to less formal employee training. This leads to policies and procedures not being followed. Liability issues arise. Data exposure can occur. 

#6. Reduced Budgets - Rising Threat�a weak economy leads to companies tightening their budgets. This results in lower headcount and less money for upgrades and new systems. Just because the economy slows does not mean that criminals slow down. In fact, it is often the opposite. There are always those system upgrades, process improvements, and new technologies that were put into next year’s budget that may now be put on hold. 2009 may see reduced budgets, which mean more exposure and security gaps that can lead to a data security breach. 

#7. Remote Workers - Steady Threat �Companies that support telecommuting are on the upswing. Remote workers and travelers all pose unique security risks. Often I see organizations install a VPN box without much thought to security. A VPN only encrypts the traffic between the remote user and the company. If that system is compromised, you are effectively encrypting (keeping private) all of the hacker’s traffic. VPN’s are usually installed in a way that bypasses edge based security devices such as the corporate firewall. Remote workers have greater exposure to system compromise for several reasons: 

The company does not own the computer they are working from and it does not have the security software like other corporate systems. 

Remote users are more likely to allow their systems to lapse in their security protection. They do not update software because they often pay for it out of their own pocket. 

When something goes wrong, there is no IT person to help them, thus they do whatever it takes to get it working which may disable needed security measures. 

Theft is the #1 cause of data security breaches. Most people house some sensitive corporate or customer data on their laptops. 1 in 10 laptops is stolen within the first year of ownership. 

A remote computer is not subject to the same security requirements as a corporate computer. For example, you may use web content filtering on the corporate network to block access to inappropriate web sites. Remote user traffic is usually not routed through the same system. As a result, the remote user may access a web site that could infect and compromise their system. When that system connects to the network, that compromised system can now spread and attack other internal systems. 

Children and other household members may use the same computer mom or dad use for work. They install a game; hit a web site, or any of a number of things that can lead to the compromise of the system. All you hear is "Dad, the computer is running really slow again!" 

#8. Unstable Third Party Providers - Strong Rising Threat�Most providers have begun to see slowing sales and weaker profits. At the same time, regulators are requiring many providers to achieve and maintain strong compliance. While there is an increase in expenses, there is a decrease in revenues. I believe this will lead many providers to go out of business or cut corners that could lead to a compromise. 

At this time, it is imperative for organizations to streamline their 3rd party providers.

 Ensure you are using providers that have been in business for a long time and have seen hard times before. Use providers that have been regulatory focused for years rather than ones that are just trying now. Ask for audited financials and ensure that your provider is profitable. 

Choose a provider that can offer you multiple solutions to gain the benefits of economies of scale. I am a big proponent of outsourcing, but it must be to the right organization. 

#9. Downloaded Software Including Open Source & P2P Files - Steady Threat �IT administrators may be tempted to take on more themselves. They may download and install open source software or freeware in an attempt to save money. I have found that these tools in the hands of an inexperienced user may lead to a huge waste of time or a data breach. Almost all security software available commercially has a freeware or open source counterpart somewhere. The installation, configuration, fine tuning and other aspects of a software lifecycle sometimes are more than any individual can handle, especially if they dont have the time and training to do it. 

Lastly, users that are allowed to download and install software on their desktops are a huge risk to their company. For example, we have seen unsuspecting users install modified versions of P2P software. Rather than just giving the user the ability to download music and movies (which is a bandwidth problem by itself), these programs can be modified to scan the local system and network systems to catalog sensitive information such as spreadsheets and databases and make them publicly available for download anywhere in the world. Your firewall and most other security devices cannot detect or stop this activity. 

All software downloaded and used should be done by a trained IT professional. I believe we will continue to see many data breaches as a result of downloaded software in 2009. 
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If security is too cumbersome, not user friendly or doesn’t work, the employee will find ways to bypass the security mechanisms  
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What Now? 

Assume someday you will lose or misplace your mobile device

• Be Aware of your environment

• Limit the amount of sensitive or personal information contained on the mobile or wireless

Use encrypted thumb drives to store confidential data separately from the device. 

• Act NOW to protect all electronic data on Mobile Devices

Our Responsibilities

Your working environment- even if working at home

• know how to handle confidential information

• be aware of out environment and the people around you

• How you communicate

• Know and understand your security policies and standards.

Be Aware of:

Limit Exposure on Mobile Devices

Is the private information accessed for a necessary business reason?

Does the information need to be accessed on a mobile device? 

Does it need to be stored on it?

WHY?

• It is YOUR responsibility to backup your files

• You can accidentally delete needed files.

• Files can become unreadable/corrupt.

• You could suffer a hard drive crash and not be able to even boot up your machine.

• In short, because it’s not a matter of IF you will ever

need to recover files, but WHEN.



Backing Up your Data

– Backup your files at least regularly e a month. You can schedule backups

– Use Network backup

• Use your department (H: Drive) and Personal drive (F: Drive) for important files



Backing Up your Data

• If your Mobile Device (laptop, PDA, etc.) is your primary computer, you should have a separate device as a secure, backup device

• Keep the “backup” device in a separate, secure location

• If you use a mobile device for backup (e.g., a memory stick), then encrypt all sensitive data and store separately
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Encrypt Your Disk

• Use whole disk encryption software for your mobile device

• Automatically encrypted or decrypted without any user intervention

• No data stored on an encrypted volume can be read (decrypted) without using the correct password

• Entire file system is encrypted (e.g., file names, folder names, contents of every file, free space, meta data, etc)

• Make sure there is a recovery process if you forget your password



Wireless Defense

Only connect to secure wireless networks, Secure networks will be noted with the gold lock icon

Some wireless networks are designed for accessibility not for security- be wary of what you access

Limit what sites you visit when using wireless networks

Don’t access sensitive information on unsecured access points while traveling – Bad

There may be “imposter” access points and networks. Know what you are supposed to connect to? 

Be careful.



Wireless Defense

1. Change the default password  and SSID on your router

2. Enable WPA (WPA2 if available) on router and wireless device

3. Use MAC address filtering

4. Don’t broadcast SSID

5. Prohibit Peer-to-peer (Ad Hoc) networking (note using an SSID name like “hacker” or similar may deter the casual access thief but may entice the dedicated criminal)



On the Road.



1. Never carry your laptop in an obvious laptop bag or carrying case.  �These are immediate flags for would be thieves. Small padded cases that fit just the laptop are available at most luggage stores. This allows you to carry the laptop safely in a hard or soft side briefcase. 

2.   Never leave your laptop unattended, even for a moment. Place it  between your legs while standing  �Many thieves work in groups; one will distract you while the other carefully removes your laptop in its case. 

3.   Purchase Insurance coverage for your laptop.  �If it is company property, be certain under what conditions a theft is covered. If the laptop is your property, check with your insurance agent and determine if it is covered under your homeowners or renters insurance. Also what theft situations are covered, such as on business or pleasure travel. If coverage is not provided, obtain additional coverage as a rider to your policy. 

4.   Utilize a laptop security cable. �We get numerous reports of laptop theft when the owner leaves his or her office or cubicle for just a moment to go down the hall or to get a drink of water. Another time to be cautious is during meetings, laptops are used, a quick break is called and when everyone returns, some of the laptops are missing. Remember thieves have better access than you might think and are very quick. 

5.   Be certain to back up all important data daily.  �Remember the hardest thing to replace when a laptop is stolen is the lost data. 

6.   Encrypt the most important data. �The most valuable part of a stolen laptop is the data. Many groups have cash bounties out for particular information that can be resold for identity theft or competitive use. 

7.   Protect the data and access of the computer with strong password and or a hardware key device.  �Hardware key products include fingerprint identification devices or other access control devices that plug into the USB port. 

 

Some Things to THINK about. 

We can all learn to be more attentive to the people and our surroundings, so that we can protect our property and our lives.  

1.   Always be aware of your surroundings and the people in them. 

2.   Realize that you are the prospective PREY or VICTIM. 

3.   Always keep your belongings in your sight and preferably in direct contact with your body or a tether device.

4.   Be suspicious of unusual activity and keep your property closer to you until this activity is over and any threat has diminished. 

5.   The use of laptop security cables to lock down your property or lock it together will significantly reduce the risk of theft. 

6.   Put a label or tape your business card to the top of your laptop. Too many business travelers are using the same brand and model of laptops leading to confusion and in some cases the picking up of someone else’s laptop when going through security. The business card or label provides identification quickly when retrieving your laptop or trying to prove ownership in a mix up or attempted theft. 



Telework

 Loss or  theft of device 

Inappropriate access, spouse, children

Privacy and handling of confidential data, lack of formal policies and procedures for teleworking 

Paper records management, handling of personal information at home. 

Devices used by teleworkers,   use their own computers and wireless, internet downloads

Employees should choose wireless and other home-networking technology in accordance with their agencies’ security goals. Prohibit tele-workers from using unprotected and unauthorized wireless networks. 

All home networks connected to the Internet via a broadband connection must have firewall technology installed.

Web browsers should be configured to limit vulnerability to intrusions. 

 Operating systems should be configured to enhance security. ��The site also states that employees who telework must: 

 Participate in information systems security training. 

Achieve sufficient technical proficiency to implement required security measures. 

Ensure the privacy and security of any sensitive information accessed at the telework site or transported between locations. 

Protect individual rights to personal privacy. 

Comply with agency policies and any additional requirements detailed in the telework agreement. 
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Tips for Mobile Workers on how to "Get Protected and Connected"

Before Traveling

Administrative Actions

	Know the information you work with and its classification and where it I located. On you laptop, phone or thumbdrives. 

	What do you need to do your job?  Is it necessary to transport?



Password protect everything, make it a strong password and do not write password on the laptop. Don’t label it either  

Encrypt Your Disk

• Use whole disk encryption software for your mobile device

• Automatically encrypted or decrypted without any user intervention

• No data stored on an encrypted volume can be read (decrypted) without using the correct password

• Entire file system is encrypted (e.g., file names, folder names, contents of every file, free space, meta data, etc)

• Make sure there is a recovery process if you forget your password



Leave plenty of time to get to the airport 

Take a deep breath before you get in the security line 

Personalize your laptop, just stick a business card to the bottom or take a picture of it 

Back-up your data including email, address books, personal data and other information on a weekly basis. 

Never leave your computer unattended while in public places including airports, restaurants, restrooms and other high traffic areas.  Be wary if distracted. Store laptop between you legs.  

If you leave your laptop in your vehicle, take the time to place it in the trunk before you get to your destination instead of a location in clear view of nearby pedestrians. 

While at an airport, don't lose sight of your computer and other personal devices while going through the security screening process. 

When traveling internationally, ensure you have proper documentation proving you left the country with your laptop. 

Use built-in Biometric readers if available , they're easy to set up and use and offer much higher levels of security than basic password access. 

Data Security 

Don’t carry the data if not needed, 

If you must carry the date encrypt the data and  store it separately from the device

Use automatic encryption, make it seamless  

Remember to secure and protect paper records

Know what data you are storing. Does it contain,  Social Security numbers, dates of birth, salary information, telephone numbers and home addresses.

The data file might be secure, but the presentation made from the data might not be secure.  Ensure all forms of data are protected  

Respond

Have written guidelines on how to respond to the theft/loss of a computer and the theft or loss of the data if stored separately

Have a plan, know who to call and what to do  

Know the information about your laptop, the serial number, make, model and if possible take a picture with your cell phone.

Know what confidential information is on your laptop 

Check lost and found, up to 30% of lost laptops go unclaimed 

Report incidents

• TIME IS CRITICAL, If your laptop has been lost or stolen or otherwise compromised. Report it immediately to the police, business office and security office. 

• Know where to Report incidents, Airport security, local police and your company policy and contact information. Include after hours, and across multiple time zones, 
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Wrap up 



Be aware if your organizations information assets.  

Know the classification of the information and resources you use to perform your job.  It is important to protect their confidentiality, integrity and availability.

Understand organizational policies and practice their implementation in your daily functions.

Be familiar with your mobile devices and the information accessed or stored in them.  This will help you detect a change in how they work or their content.

By practicing good security administrative and technical practices you prevent loss, theft, unauthorized access and protect your organization resources.  

 Handle a breach of security according to the impact of the incident.  Mobile device theft or loss, internet malicious attack, confidential information compromise require initial different responses, but it is important to communicate and report them according to your organizations incident management process.  Most importantly, report to your IT and/or Information Security Office.
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Wrap up 



Add video with car & laptop women on phone 



When distracted we may overlook basic practices such as storing laptops in a secure manner not visible to potential thieves.  It important to have laptop or mobile devices encrypted so only authorized user may access.  If loss does occur, it is important to know who to contact and report in a timely manner. 


UESHHI

Teresa Soria, CISSP, CBCP
Department of General Service
Chief Information Security Office
teresa.soria@dgs.ca.gov :

Micheal Van Meter, CISSP

Department of General Services
Senior Information Systems Analyst T
Micheal.Vanmeter@dgs.ca.gov
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