STATE OF CALIFORNIA

STANDARD AGREEMENT AMENDMENT

STD. 213 A (Rev 6/03)

]:] CHECK HERE IF ADDITIONAL PAGES ARE ATTACHED 38

AGREEMENT NUMBER
5-10-99-02

AMENDMENT NUMBER

REGISTRATION NUMBER

1

1. This Agreement is entered into between the State Agency and Contractor named below:

STATE AGENCY'S NAME

DEPARTMENT OF GENERAL SERVICES

CONTRACTOR'S NAME

Elavon, inc (See second signature page )

2. Theterm of this
Agreement is

June 1, 2010 through May 31, 2015

3. The maximum amount of this
Agreement after this amendment is:

$0

Zero dollars

4. - The parties mutually agree to this amendment as follows. All actions noted below are by this reference made a part
of the Agreement and incorporated herein:

To amend and supplement Master Services Agreement 5-10-99-02 dated June 1, 2010 (the “Agreement”). Elavon and DGS
do hereby agree to include new and replace the exhibits shown below in its entirety and attach hereto and incorporate herein

as follows

From: Elavon To: Elavon

Exhibit B Amendment 1 of Exhibit B — Budget Detail and Payment Provisions Pages 3

Exhibit D Amendment 1 of Exhibit D ~ Special Terms and Conditions Pages 8

Exhibit D - Attach 1°  Amendment 1 of Exhibit D — Attachment | — Elavon Authorization Pages 4
User Participation — Set Up Form

Exhibit D - Attach Il Amendmient 1 of Exhibit D— Attachment I —State Signature Page Pages 2

Exhibit D - Attach Il Amendment 1 of Exhibit D— Attachment Il —Loca! Signature Pagé Pages 3

Exhibit E Amendment 1 of Exhibit E — Fees and Costs Pages 3

Exhibit K Official Payment Corporation Convenience Fee Services (new) . Pages 11

Exhibit K - Attachment | —~ OPC Convenience Fee Rate Determination Worksheet (new) Pages 2

Exhibit K - A‘rtac_ﬁment 11 = OPC Annual interchange Transaction Data Report Pages (new) Pages 2

All other terms and conditions shall remain the same. The effective date of this amendment is the date approved and signed -

bv the Department of General Service’s Office of Leqal Services.

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto.

CALIFORNIA
CONTRACTOR Department of General Services
; Use Onl
CONTRACTOR'S NAME (/f other than an individual, state whether a corporation, partnership, efc.) /\ / y
Elavon, Inc. - - L
BW) . ) DATE SIGNED (Do not type) :
’\ ]
PRINTED NAME AND TITLE OF PERSOM APPHOVED

Timothy 1. Miller, Senior Vice President

ADDRESS

7300 Chapman Highway, Knoxville, TN 37920

STATE OF CALIFORNIA ' PEFTOF G 5L BERVICES
AGENCY NAME ‘
Department of General Services - Procurement Division
BY (Awo’nj_cjs/'gnature) / M é‘ DAT?WEZ;L}%OHype)
, HAAA D (L1 A )
‘ PRIP{;I?(AME AND TITLE OF PERSON SIGNING ¢ ] Exempt per:
Jim“Butler, Deputy Director
ADDRESS | ' —— ,
. . ) T e
707 Third Street, 2™ Floor, West Sacramento, CA 95605 D




Std 213 Signature Page (continued)

IN WITNESS WHEREOF, the parties hereto have caused this Amendment to be duly executed by their’

authorized officers, all as of the day and year first written above.

The undersigned each agreé to be bound by the terms and conditions of the MSA exhibits selected
and signed for below.

Exhibits A-J

Elavon

("Contractor”)

Signatur@
Print Name: __ Y & "’iﬁm ™\ \ \er

Title: ' §V$‘

Dated: ’?\lg‘\\\l

Exhibits A- G
U.S. Bank

("Bank orV
Signature:. : ,
Print Name: % » WM% TN \\&I’ i S R

Title: ___ e
Dated: , 1\ %\\

Exhibits A-G and K

Official Payments Corporatlon

“EXhlbIt K Ser\%

Signature: / %/ZR |
Print Name: A‘I@C ID F{m""IL -

Tite: Chuef Executive NGce?

Dated: "7// | ?/ I/




Exhibit A — Scope of Services

1. AGREEMENT TERM:

This Master Service Agreement (“MSA” or ‘Agreement”) shall be for a five (5) year
term starting on the date of its execution by the State of California Department of
General Services (“DGS?), as specifically noted on the attached Std 213 Standard
Agreement (the “Effective Date”). DGS reserves the right to extend this Agreement
for one additional two (2) year period at the same rates, terms and conditions.

- 2. CONTRACT MANAGEMENT:

Contractor must provide the name, address, telephone number, and e-mail address
of the individual directly responsible for managing this Agreement on behalf of the
Contractor to the State’s designated Contract Manager. Should the Contractors
Contract Manager change or any of the contact information change, Contractor must
provide updated information no later than ten (10) business days after the date of
change to the State’s Contract Manager. Contractor is responsible for notifying all
Authorized Users (as defined in Exhibit D) in writing of any changes to a contact
person, address, phone numbers, or any other information deemed important to the
day-to-day operation of the electronic payment acceptance program. - '

As of the Effective Date of this Agreement, the Contract Manager for the Sfate of
California shall be as follows: : ' , : ‘

Mary Anne DeKoning :
Department of General Services
Procurement Division
707 Third Street, 2nd Floor
.. West Sacramento, CA 95605
- MarvAnne.Dekoning@dgs.ca.gov -
916-375-4365 '

Should the Contract Manéger for the State of California chahge; the State must
provide written notice with thé updated information no later than ten (10) business
days after the change to the Contractor’'s Contract Manager. '

3. GENERAL OVERVIEW OF SERVICES:

Contractor shall provide electronic payment acceptance and processing services for
.~ State of California agencies, local entities such as universities and city and county
government offices, as defined in Exhibit D. :

. . ‘ 1of6 , -
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Exhibit A — Scope of Services

4 MlNlMUM SERVICE LEVEL AGREEMENTS:

Contractor shall provide electronic payment acceptanoe and processing services as
follows:

a. General Service Level Agreém,ents (All Categories)

Contractor will:
1. Allow for batoh processmg of transactions.

2. lnitiate funding for Credit, Debit and PIN- Based Cards E-Checks and Check

Conversion transactions as follows

Monday " Tuesday
Tuesday Wednesday
W'ednésday Thursday |
_Thursday . Friday
Frlday , Monday
Saturday/Sunday Monday

' 1 Includes Contractors authorization to send funds from Contractors bank
to Autharized User's bank account.

2 gor E-Checks and Check Conversions, the transactions must be =
received by Contractor by 8 PM PST. ’

3. Contractor. shall. setile in gross daily and process chargebacks and
adjustments by mvorcmg the Authonzed User for oompensatlon =

4. Provide to each Authorized User access fo detailed statements and online
reporting tools that provide sufficient information for each Authorized User to
reconcile deposits and adjustments made fo the ‘Authorized User’s
designated bank account(s).

5. Provide a 24xT Customer Support Center :

6. At all imes, maintain industry standard data privagy controls sufficient to mest
the requirements of the apphcable service category security standards and
California State Privacy statutes and regulatlons (defined in Exhibit D, Section
5). Contractor is fully responsible for all ‘administrative and financial
obligations that arise frorm any security breach caused by the Contractor.

7. Annually, make Contractors SAS-70 information available for review on
Confractor's premises upon Authorized User's 30 days written notice.
Authorized Users review shall take place during Contractor's normal
business -hours upon the signing of Contractor's confidentiality agreement.

Authorized User's review does not include copying of such documents or

taking of notes.

20f6
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Exhibit A — Scope of Services

b. Credit & Debit Merchant Card Processmg (Service Category 1)
Contractor wilL

1. Process for the Authonzed User, MasterCard Visa, American Express
Discover, JCB, Debit Cards, & Purchasing Cards in accordance with the
operating rules of each of the named associations and under applicable law.

2. Provide continuous service and Contractor's system shall be functional at a
minimum 99 percent of the time, measured on a monthly basis. Scheduled
maintenance must be approved in advance by Authorized User and ocecur
dunng Authorized User’s non-business hours.

3. Provide Authorization and Settlement functions on behalf of Authorized User.
Authorizations must be completed in real time with response times of no more
than 2-12 seconds. Response time is measured from the time Contractor
receives a transaction authorization request to the time Contractor provides a
transaction authorization response to Authorized User, excluding time
dependent upon third partles and delays caused by failures or delays in third
party’s systems.

4. Deliver, at a minimum, the foIIoWing standard reports:

i. Deposit Summary

ii. Transaction Reports

jii. Statements |

iv. Interchange

V. -Adjustments .

vi. Chargebacks

- vil. Authorizations

viil. Control for Duplicate Transmissions :

5. Process Chargebacks, voids, cancels, returns (partial and full) and Retrievals
on behalf of Authorized User. " Chargebacks will be noticed to the Authorized
User within 24 to 48 hours of receipt, unless the Chargeback Department can -
‘provide a response to- the Chargeback without needing to obtain additional
information from the Authorized User. The Contractor will provide ~all .
reasonable assistance to allow the Contractor, on the Authorized User's

behalf, to protest any chargeback. Chargebacks and adjustments will be
invoiced to the Authorized Users for compensa’uon

6. Remain Payment Card lndustry (PCh comphant at all times.

c. Electronic Check Conversion (Service Category 3)
Contractor will: ' ’

1 Provide Authonzed Users with both web based and chent software based
paper check scanning utilities.

30f6 .
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‘Exhibit A - Scope of Services

2. Allow Authorized Users to scan any check written on a checking or brokerage . |

account domiciled at a United' States fmancnal institution lncludlng, but not
limited to:

« Consumer checks

o Busmess checks

. Travelers checks

. Convemence checks
. Money orders

. Government checks
. . Cashierschecks
. Official chetks

. Allow Authorizéd Users, using MICR and/or OCR scanmng devices, to
fransmit Magnetic Ink Character Recognition ("MICR”) lines or images of the
- front and back . of checks fo a central, secure scanner controlled by the
Contractor. :

. Provide the following features in the check imaging process:

i. Image Quality Assurance
il. Control Totals
iii. Duplicate Check controls

5. Using a hosted decision engine, convert all checks received at the central,
secure server into: ' : : ‘

i. Point of Presentatlon/Payment ("POP”) entries permltted by the rules and
regulations of the NACHA (if all items can be converted to BOC, POP is
‘optional).

ii. Account Receivables Conversion (“ARC") entnes permltted by the rules

~ and regulations of the NACHA.

i. Back Office Conversion (“BOC”) entries permlﬁed by the rules and
regulations of the NACHA.

iv, Check 21 eligible images permitted under the rules and regulations

‘ formulated by the Federal Reserve Bank. :

. For those entries converted to POP, ARC or BOC deliver correctly formatted
and compliant Automated Clearinghouse debit files to the. Authonzed Users
designated bank account with member Bank.

. For those entries converted io Check 21 images, deliver correctly formatted
and compliant X9.37 image files to the Authorized User's bank for credit to
the Authorized User’s designated bank account.

40f6
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Exhibit A — Scope of Services

8. Provide Authorized User with access to‘ electronically converted check history
via a web interface. ‘

- 9. Provide Authorized User with daily and monthly check processing (transaction
and dollars) statistics and reconciliation data.

.10. Provide Authorized User with industry standard individual user enroliment and
authentication procedures that include a Multi-Factor Authentication.

5. DEMONSTRATIONS AND PILOT PROGRAMS:

Contractor agrees to conduct demonstrations and pilot programs, at the request of
the State and/or an Authorized User, prior to implementation of an electronic
payment acceptance program during the ferm of the contract. Specifically, if
services in Categories 2 and 3 are requested, the State will require the Contractor to
provide them on a “Pilot Program” basis to State of California agencies. Contractor -
and requesting State Authorized User may need approval from and shall work
collaboratively with the State Treasurer's Office (STO) and other State entities for
successful implementation and monitoring of any Pilot Program. '

6. TRAINING:

The Training site and all costs associated 'with the facllity cost (if éhy) shall be
provided by the Authorized User. - : :

Food and/or refreshments shall not be providéd to attendees by Contractor a‘t‘ any
time. '

Training material and equipment shall be provided by the Contractor at the
Contractor's expense and shall include a link to the most recent version of the
Contractor's Merchant Operating Guide (posted on the DGS website) as described
“below. Contractor shall ensure that sufficient material is provided to all attendees.

. Contractor shall provide a Welcome Kit that includes a training guide for that
location.  This Welcome Kit will provide instructions for scheduling telephone -
training for each Authorized User. The telephone training will be provided at no
additional cost. The Training Guide includes, at a minimum, but not limited to the

- following: . : ' ‘

e Step by Step ins’tructioné
e Support Services
e Quick Reference Guide

Authorized Users will have 24x7 access to Elévon"s Merchant Operating Guide,
which will be posted on the DGS website. ' : S

7. CUSTOMER SERVICE AND SUPPORT:
Contractor must provide contact information. through the individual agreement with
each Authorized User for probiem resolution and inquiries. Most inquiries regarding

: 50f6 o
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Exhibit A — Scope of Services

the direct reconciliation of an Authorized User's payment transactions, the transfer fo
the bank account or any othér payment transactions involving the Contractor shall
be addressed and or resolved by the Contractor within three (3) business days from

the date of the original inquiry. -, Most other problems and inquiries will be addressed

within five (5) business days from the date of the original contact. . If Contractor is
unable to resolve issues within the timelines stated above, Contractor will work with
the Authorized User to establish mutual resolution timeframes and project timelines.

. PROGRAN WEBSITE:

Contractor shall provide and regularly update a secure website for use by Authorized .

 Users of this Agreement. This website shall includé at a minimum, the following
information: o C s q ‘ R

s  Link to the Contractor's standard Merchant Operating Guide. |

® | thinks fo in,duétry rela‘téd rul_,é_s éhd reguléﬁonéas described in this Agreement. -
» Customner Service and Support Help desk telephone number. ‘
"« Information that provides answers to frequently asked questions.. o

o Link to report database (see Reporting Requirements of this Agreement)

Bofb
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Amendment 1 of Exhibit B — Budget Detail and Payment Provisions

1. INVOICING AND PAYMENT:

a. All Authorized Users are required to open a deposit account at an approved State
financial institution that participates in the Automated Clearing House of the
Federal Reserve System (ACH) to accept electronic payments via ACH under
this MSA. For California State Authorized users this deposit account must be a -
Zero Balance Account (ZBA). : »

-b. Each Authorized User must provide the Contractor with the name, bank deposit
- account and ABA (bank routing) numbers of the. financial institution where such
Authorized User’s deposit account is established. Further, Authorized User must
notify Contractor of any changes to its financial institution, account, or ACH
information over the course of the agreement. Each Authorized User must also
notify its financial institution that the Contractor has access o the designated
deposit account to make payments. '

‘¢. For State Authorized Users, Contractor does not have authority to debit any
amounts from the Authorized User’s deposit account. Contractor shall settle the
total amount for Charges net of Chargebacks, Credits and applicable
adjustments. However, Contractor shall not reduce any payment transaction for
payment of the processing fees (as defined in Exhibit E - Fees and Costs). If .
Authorized User chooses to use a third party convenience fee provider (as
provided in Exhibit K), Authorized User acknowledges that all fees will be settled

~ to’'a DDA established by the third party convenience fee provider. Further,
Authorized User acknowledges and agrees that Contractor shall bill the third
party convenience fee provider for all fees due and owing for such ‘convenience
fee transactions by Authorized User hereunder. Notwithstanding the above,
Authorized User shall be fully liable for any Contractor's fees and Third Party
Fees, provided for in this Agreement. ~

~d. Contractor shall initiate payment to each Authorized User's designated deposit
account in accordance with the schedule noted in Exhibit A, Section 4.a.2. If the
payment transmittal date falls on a day that Contractor's bank is not open for
processing payments, Contractor will initiate payment as soon as the
Contractor’s bank is open. Funds due to State Authorized Users shall never be
held in Contractor's account or any-other account not specifically authorized by
an Authorized User. Contractor will not be responsible for any obligations,
damages, or liabilities in excess of the amount of the applicable debit, credit, or -
adjustment to an Authorized User's deposit account in the event that the
Authorized User's financial institution does not honor any such item or improperly
applies it to such Authorized User's account.

e. Each Authorized User is responsible - for paying for electronic payment
acceptance services provided hereunder, subject to appropriations of its
controlling body, as set forth in Section 2 of Exhibit B. :

f. Each Authorized User shall provide billing information (mailing address, contact
‘ person, etc.) as part of its individual Subscription Agreement (defined in Exhibit
D, Section 2) executed with Contractor. '

' 10of3 :
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~ Amendment 1 of Exhibit B - Budget Detail and Payment Provisions

g. Invoices shall be submitted in arrears o each State Authorized User on
Contractor's - letterhead within 15 days of the end of each month and in
accordance with the Prompt Payment Act. The invoice shall include:

e The MSA number.

e Authorized User Name.

. Authorized User Merchant Number.

o Time period covered.

) Work completed for the period shall be identified (detailed statement of
services rendered) as specified in the “individual Authorized User’s

 Subscription Agreement. | o o

e Contact information for billing comments or- inquiries such as a telephone
number, fax number, and address. B ‘ o

- h. Upon receipt of invoices, and subsequent approval by the Authorized User’s

designated representative(s), the Authorized User will pay-the Contractor for fees

~ and costs as specified in Exhibit E. Contractor must NOT charge processing
fees that are higher than or any additional fees other than those specified, which
cover all services provided by this MSA including electronic payment acceptance
services, user guides, reports, and customer service. -

i. State Authorized Users will promptly process the invoice and pay Contractor, or
* sause the State Contraller to pay Contractor, for the amount due.

. j. Each Local Authorized User wili promptly process. the invoice and pay by either:
(i) Contractor debiting such Local Authorized User's designated debit (payment)
account, with the Local Authorized User's prior approval, or (i) initiating AGH
payment to the Contractor's demand deposit account.

k. Contradtor shall indicate Chargebacks and édjustménts (including Credits) to

Authorized Users in statements and reports as required pursuant to Section 4b.4

~of Exhibit A. - ‘ S ' ' o

I The State does not accept liability of Local Authorized Users (cities, counties,
local governments, political subdivisions etc.). |

2. BUDGET CONTINGENCY CLAUSE:‘ ‘ L »
a. It is mutually agreed that if the Budget Act of the current ‘'year and/or any
. subsequent years covered under the Authorized User’s Subscription Agreement
does not appropriate sufficient funds for the program contemplated thereunder,
the Authorized User’s Subscription Agreement shall be of no further force and

~ effect after the Authorized User provides written notice to Contractor. In this
event, the State shall have no liability to pay any funds whatsoever to Contractor
or to furnish any other consideration under the Subscription Agreement.

b. For State Authorized Users, if ‘funding for any fiscal year is re‘ddced or deleted by
" the Budget Act for purposes of the Authorized User’s programs, the Authorized
Users shall have the option to either (i) cancel Authorized User's Subscription

20f3 .
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Amendment 1 of Exhibit B - Budget Detail and Payment Provisions

Agreement with no liability occurring to the St_éte ‘by providing Contractor
immediate written notice or (i) offer an agreement amendment to Contractor to
reflect the reduced amount. -

c. Inthe event an Authorized User’s Subscription Agreement is terminated pursuant
to this Section 2, such Authorized User shall be responsible for payment of all
amounts owed to Contractor related to transactions processed up until the
effective date of termination.

3. REPORTING REQUIREMENTS:

Contractor shall maintain an accounting system using generally accepted accounting
principles that will provide information for reports to the State and Authorized Users.
Some of the reporting requirements include, but are not limited fo, providing the DGS
Contract Manager with usage and fiscal activities documentation on a quarterly basis.
This quarterly activity report (See Exhibit B Attachment I) will summarize the
Contractor's MSA contract activity by payment category for each Authorized User and
will contain the following information: ‘

* Authorized User Name (department, agency, etc.)

* Authorized User's Merchant Number _ _
Dollar Volume by card type (Amex, Discover, Visa, MC, Debif) and/or payment
solution ’ o

» Number of transactions by card type and/or payment solution

e Average Ticket by card type and/or payment solution

e Fees paid by payment solution and type (interchange, processor,v convenience
fees, other) , : .

“The contractor to send reports electronically using Email and Microsoft Excel of
compatible. Send to MaryAnne.DeKoning@dgs.ca.gov and Masters@dgs.ca.gov

Contractor shall provide equipment and software reporting information upon request.

4. PROMPT PAYMENT CLAUSE:

Payment will be made in accordance with, and within the time specified in, Government
Code Chapter 4.5, commencing with Section 927. ' '

5. CONTRACTOR OVERPAYMENTS:

If the Authorized User determines that an overpayment has been made to the
Contractor, the Authorized User will seek recovery immediately upon discovery of the
overpayment by: (a) calling the contractor service center to request a refund of the
overpayment amount; or (b) offsetting subsequent Contractor payments by the amount
of the overpayment if Contractor repayment is not received within thirty (30) days from

- the date of notice. If Contractor discovers they have received an overpayment,

contractor must notify the Autho_rized user and refund the overpayment immediately.

‘ 30f3
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Exhibit C — General Terms and Conditions
(GTC 307 As Modified)

1. APPROVAL.:

This Agreement is of no force or effect until signed by both parties and approved by the
Department of General Services, if required. Contractor may not commence
performance until such approval has been obtained.

2. AMENDMENT:"

No amendment or variation of the terms of this Agreement shall be valid unless made in
writing, signed by the parties and approved as required. No oral understanding or
Agreement not incorporated in the Agreement is binding on any of the parties. :

3. ASSIGNMENT:

Unless otherwise provided in this Agreement, this Agreement is not assignable by the
other party, either in whole or in part, without the consent of the other party in the form
of a formal written amendment, provided, however, Contractor can assign any or all of
its rights or delegate any or all of its obligations to an affiliate or an entity acquiring all or
substantially all of the assets of Contractor. , |

4. AUDIT:

Contractor agrees that the awarding department, the Department of General Services,
the Bureau of State Audits, or their designated representative shall have the right to
review and to copy any records and supporting - documentation pertaining to the

- Agreement, at the State’s own expense, provided that the state gives contractor

advance written notice of the audit, which will be subject to Elavon's security procedures
(inciuding appropriate- identification of the State’s designated representatives, escorted
access, and other policies as mandated by applicabie laws and Payment Network
Regulations). Contractor agrees to maintain such records for possible audit for a
minimum of three (3) years after final payment, unless a longer period of records
retention is stipulated. Contractor agrees to allow the auditor(s) access to such records
during normal business hours and to aliow interviews of any employees who might
reasonably have information related to such records.  To the extent any waivers of
confidentiality are required with respect to any such audit, the entity conducting the’

- audit shall obtain such waivers at its sole expense. ‘Further, Contractor agrees to

include a similar right of the State to audit records and interview staff in any subcontract
solely related to' performance of this Agreement. (Gov. Code §8546.7, Pub. Contract

Code §10115 et seq., CCR Title 2, Section 1896).
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Exhibit C - General Terms and Condifions
(GTC 307 As Modified)

5. INDEMNIFICATION:

Contractor agrees to indemnify, defend and save harmiess the State, its officers, agents
and employses from any third party claims arising out’ of or'in connection with
Contractor's (its affiliates, employees, agents or representatives) (i) gross negligence or
willful misconduct; (i) breach of this Agreement; or (iii) actual infringementof any
patent, copyright, trademark, service mark, trade secret or other proprietary right of a
third party by the Contractor System or services, except to the extent such claim is
caused by, relates to or arises out of (a) State’s failure fo use the Contractor System or
setvices as permitted under this Agreement; or (b) State’s use; assembly, configuration,
operation, or combination of all or any part of the Contractor System, the services, or
any element, step, comporiént, process, system, or portion of the Contractor System or
the services with all or any part of other software, equipment, services, processes,
elements, steps, components, or systems: not provided by Contractor. Confractor will
not indemnify State.for claims arising from any errors or omissions in any or non-
compliance of information, scripts, recipient lists, data or instructions State provides to
Contractor for use in connection with-the Contractor System or services. For purposes
of this paragraph the term State includes Authorized User.

6. DISPUTES: .

Contractor and the State shall continue with the responsibilities under this Agreement
during any dispute. : v o

7. TERM'INATI'ON.FOR CAUSE‘:, (Stricken in its ehtirety—S_ee Exhibit D.11)

8. INDEPENDENT CONTRACTOR: o s

‘Contractor; and the agents and employees of Contractor, in the performance of this
_Agreement, shall act in an independent capacity and not as officers or empioyees or
agents of the State. ‘ - ‘

9. RECYCLING CERTIFICATION: (Stricken in its entirety)

10, NON-DISCRIMINATION CLAUSE:

During the performance of this Agreement, Coniractor and its subcontractors shall not

unlawfully discriminate, harass, or allow harassment against any employee or applicant
for employment because of sex, race, color, ancestry, religious creed, national origin,

20f5
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Exhibit C ~ General Terms and Condh‘ions
' ' - (GTC 307 As Modified)

physical disability (including HIV and AIDS), mental disability, medical condition
(cancer), age (over 40), marital status, and denial of family care leave. Contractor and
subcontractors shall insure that the evaluation and treatment of their employees and
applicants for employment are free from such discrimination and harassment.
Contractor and subcontractors shall comply with the provisions of the Fair Employment
and Housing Act (Gov. Code §12990 (a-f) et seq.) and the applicable regulations™
promuigated thereunder (California Code of Regulations, Title 2, Section 7285 et seq.).
The applicable regulations of the Fair Employment and Housing Commission
implementing Government Code Section 12990 (a-f), set forth in Chapter 5 of Division 4
of Title 2 of the California Code of Regulations, are incorporated into this Agreement by
reference and made a part hereof as if set forth in full. Contractor and its subcontractors
shall give written notice of their obligations under this clause to labor organizations with

which they have a collective bargaining or other Agreement.

Contractor shall include the nondiscrimination and compliance provisions of this clause

_in-all prospective subcontracts to perform work underthe Agreement.

- 11. CERTIFICATION CLAUSES: ‘ ' 4 ‘
' The CONTRACTOR CERTIFICATION CLAUSES contained in the document CCC 307

are hereby incorporated by reference and made a part of this Agreement by this
reference as if attached herefo. ' : '

12. TIMELINESS:

" Time is of the essence in this Agreement.

13. COMPENSATION:

The consideration to. be paid Contractor, as provided herein, shall be in compensafion '
for all of Contractor's expenses incurred in the performance hereof, including travel, per

diem, and taxes, unless otherwise expressly so provided,

14. GOVERNING LAW:

This contract is governed by and shall be interpreted in accordance with the laws of the
State of Caiifomia. , ‘ : :

15. ANTITRUST CLAIMS: o
' - 30f5
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Exhibit C - General Terms and Conditions
(GTC 307 As Modified)

The Contractor by signing this agreement hereby certifies that if these setvices or goods
are obtained by means of a competitive bid, the. Contractor shall comply with the
requirements of the Government Codes Sections set out below. ‘ :

a.

The kGO‘\‘/emment Co‘de Chapter on Anti’crust clairis contains the following definitions: |

1. "Public purchase" means a purchase by means of competitive bids of goods,

| services, or materials by the State or any of its political subdivisions or public

. agencies on whose behalf the Attorney General may bting an action pursuant to

subdivision (c) of Section 16750 of the Business and Professions Code.

2). "Public purchasing body" means the State or the subdivision or agency making a
public purchase. Government Code Section 4550: | o
In submitting a bid to a public purchasing body, the bidder offers and agrees that if

the bid is accepted, it will assign to the purchasing body all rights, title, and interest

in and to all causes-of action it may have under Section 4 of the Clayton Act (18

U.S.C. Sec. 15) or under the Cartwright Act (Chapter 2 (commencing with Section
16700) of Part 2 of Division 7 of the Business and Professions Code), arising from
purchases of goods, materials, or services by the bidder for sale to the purchasing
body pursuant to the bid. Such assignment shall be iade and become effective at
the time the purchasing body tenders final payment to the bidder. Government Code

SeptiOn 4552,

if an awarding body or public purchasing body receives, either through judgment or
settlement, a monetary recovery for a cause of action assigned under this chapter,
the assignor shall be entitled to receive reimbursement for actual legal costs
incurred and may, upon demand, recover from the public body any portion of the
recovery, including treble damages, attributable to overcharges that were paid by the
assignor but were not paid by the public body as part of the bid price, less the
expenses incurred in obtaining that portion of the recovery. Government Code
Section 4553. - RS L

Upon demarid in writing by the assignor, the assignee 'shall, within one year from

such demand, reassign the cause of action assighed under this part if the assignor

has been or may have been injured by the violation. of law for which the cause of
action arose and (a) the assignee has not been injured thereby, or (b) the assignee

- declines to file a court action for the cause of action. See Government Code Section

4554,

16. CHILD SUPPORT COMPLIANCE ACT:
“For any Agreement in excess of $100,000, the contractor acknowledges in accordance
with Public Contract Code 7110, that: '

40f5
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- Exhibit C - General Terms and Condifions
- (GTC 307 As Modified)

a. The contractor recognizes the importance of child and family support obligations and
shall fully comply with all applicable state and federal Jaws relating to child and
family support enforcement, including, but not limited to, disclosure of information
and compliance with eamings assignment orders, as provided in Chapter 8
(commencing with section 5200) of Part 5 of Division 9 of the Family Code; and

b. The contractor, to the best of its knowledge is fully complying with the eamings
assignment orders of all employees and is providing the names of all new
employees to the New Hire Registry maintained by the California Employment
Development Department.” ' ‘

17. UNENFORCEABLE PROVISION:

In the event that any provision of this ‘Agi'eement is unenforceable or held to be
-unenforceable, then the parties agree that all other provisions of this Agreement have

force and effect and shall not be affected thereby.

18 PRIORITY HIRING CONSIDERATIONS:

I this Contract includes services in excess of $200,000, the Contractor sh'ali give priority
consideration in filling vacancies in positions funded by the Confract to qualified
recipients of aid under Welfare and Institutions Code Section 11200 in accordance with

Pub. Contract Code §10353.

S:\ADMIN\HOMEPAGE\GTC-307.doc
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CCC-307 (As Modified)
CERTIFICATION

1, the official named below, CERTIFY UNDER PENALTY OF PERJURY that I am duly
authorized to legally bind the prospective Contractor to the clause(s) listed below. This
certification is made under the laws of the State of California.

Contractor/Bidder Firm Name (Printed) _ | Federal ID Number
L LHANVON T

By (Authorized Signature)—-"""

3 < /‘7‘\

Printed Name and Title of Person Signing

I
'///ﬂ//’#z&/ / Eﬁ_i_[_/_c/z ﬁ)ig,:d/‘-vz_. f/!cié /gf§/b€,-»u7"

Date Executed . . Executed in the Countymof .

‘7 ]7 { B i/ wos TN

CONTRACTOR CERTIFICATION CLAUSES

1. STATEMENT OF COMPLIANCE: Contractor has, unlese exempted, complied with
the nondiscrimination program requirements. (Gov. Code §1299O (a-f) and CCR, Title 2,
Section 8103) (Not applicable to public entltzes )

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor w111 comply with the
requirements of the Drug-Free Workplace Act of 1990. and will provide a drug-free
workplace by takmg the following actions:’ :

a. Publish a statement notlfymg employees that unlawful manufacture distribution,
dispensation, possession or use of a controlled substance is prohlblted and spe01fy1ng
actions to be taken against employees for violations.

b. Estabhsh a Drug—Free Awareness Program to inform employees about:

1) the dangers of drug abuse in the workplace;

2) the person's or organization'’s policy of maintaining a drug-free workplace;

3) any available counseling, rehabilitation and employee assistance programs; and,
4) penalties that may be imposed upon employees for drug abuse violations.

c. Every employee who works on_the proposed Agreement will:

1) receive a copy of the company’s drug-free workplace policy statement; and,
2) agree to abide by the terms of the company's statement as a condition of employment
on.the Agreement.

Failure to comply with these requlrements may result in suspens1on of payments under
the Agreement or termination of the Agreement or both and Contractor may be ineligible
tor award of any future State agreements if the department determines that any of the
followmg has occurred: the Contractor has made false certlﬁcanon or violated the






[N

N S
-

_ of the work of this Agreement. (Labor Code Section 37 00)

1. CONFLICT OF INTEREST: Contractor needs to be aware of the following provisions
regarding current or former state emplovees. If Contractor has any questions on the
status of any person rendering services or involved with the Agreement, the awarding

.agency must be contacted immediately for clarification.

Current State Employees (Pub. Contract Code §10410):

1). No officer or employes shall engage in any employment, activity or enterprise from
which the officer or employee receives compensation or has a financial interest and

‘which is sponsored or funded by any state agency, unless the employment, activity or

enterprise is required as a condition of regular state employrent.

2). No officer or employee shall contract on his or her own behalf as an independent
contractor with any state agency to provide goods OF Services. -

Former State Employees (Pub. Contract Code §10411):

1). For the two-year period from the date he or she left state employment, no former state |

officer or employee may enter into a contract in which he or she engaged in any of the-

‘negotiations, transactions, planning, arrangements or any part of the decision-making -

process relevant to the contract while employed in any capacity by any state agency.

2). For the twelve-month period from the date he or she left state employment, no former
state officer or employee may enter into a contract with any state agency if he or she was
employed by that state agency in a policy-making position in the same general subject
area as the proposed contract within the 12-month period prior to his or her leaving state
service. .

’ If Contractor violates any provisions of above paragraphs, such action by Contractor shall '

render this Agreement void. (Pub. Contract Code §10420)

Members bf boards and commissions are exempt from this section if they do not receive
payment other than payment of each meeting of the board or commission, payment for
preparatory time and payment for per diem. (Pub. Contract Code §10430 (e))

2. LABOR CODE/WORKERS' COMPENSATION: Contractor needs to be aware of the
provisions which require every employer to be insured against liability for Worker's
Compensation or to undertake self-insurance in accordance with the provisions, and
Contractor affirms to comply with such provisions before commencing the performance

&

3. AMERICANS WITH DISABILITIES ACT: Contractor assures the State that it
complies with the Americans with Disabilities Act (ADA) of 1990, which prohibits
discrimination on the basis of disability, as well as all applicable regulations and
guidelines issued pursuant to the ADA. (42 U.S.C. 12101 et seq.)

4. CONTRACTOR NAME CHANGE: An amendment is required.to change the-
Contractor's name as listed on this Agreement. Upon receipt of legal documentation of




certification by failing to carry out the requirements as noted above. (Gov. Code §8350 et
seq.) _ P o | o
3. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Contractor certifies
that no more than one (1) final unappealable finding of contempt of court by a Federal

court has been issued against Contractor within the immediately preceding two-year . ..
period because of Contractor's failure to comply with an order of a Federal court, which
orders Contractor to comply with an order of the National Labor Relations Board. (Pub. .

Contract Code §10296) (Not applicable to ‘pub]ic' entities.) - ‘ :

4. CONTRACTS FOR LEGAL SERVICES §50.000 OR MORE- PRO BONO
REQUIREMENT: (Stricken in its entirety)

5. EXPATRIATE CORPORATIONS: Contractor hereby declares that it is not an
expatriate corporation or subsidiary of an expatriate cotporation within the meaning of

Public Contract Code Section 10286 and 10286.1, and is eligible to contract withthe

State of California. N
6. SWEATFREE CODE OF CONDUCT:

a. All Contractors contracting for the procurement or laundering of apparel, garments or
corresponding accessories, of the procurement of equipment, materials, or supplies, other
than procurement related to a public works contract, declare under penalty of pezjury that
no apparel, garments or corresponding accessories, equipment, materials, or supplies.
farnished to the state pursuant to the contract have been laundered or produced ini whole
or in pait by sweatshop labor, forced labor, convict labor, indentured labor underpenal -
sanction, abusive forms of child labor or exploitation of children in sweatshop labor, or
with the benefit of sweatshop labor, forced labor, convict labor, indentured labor under
penal sanction, abusive forms of child labor or exploitation of children in sweatshop
labor. The contractor further declares under penalty of petjury that they adhere to the
Sweatfree Code of Conduct as set forth on the California Department of Industrial
Relations website located at www.dir.ca.gov, and Public Contract Code Section 6108.

b. The contractor agrées to cooperate fully in providing reasonable access fo the
contractor’s records, documents, agents or employées, or premises if reasonably required
by authorized officials of the contracting agency, the Department of Industrial Relations,
or the Department of Justice to determine the contractor’s compliance with the
requirements under paragraph (a). ' |

7. DOMESTIC PARTNERS: For contracts over $100,000 executed or ainended after
January 1, 2007, the contractor certiﬁes that contractor i¢ in compliance with Public.

Contract Code section 102953

DOING BUSINESS WITH THE STATE OF CALIFORNIA

The following laws apply to persons or entities doihg busines§ with the State of
California. ‘ ’




the name change the State will process the amendment. Payment of invoices presented
* with a new. name cannot be paid pnor to approval of said amendment.

5. CORPORATE QUALIFICATIONS TO DO BUSINESS IN CALIFORNIA:

a. When agreements are to be performed in the state by corporations, the contracting
agencies will be verifying that the contractor is currently qualified to do business in
California in order to ensure that all obligations due to the state are fulfilled.

b. "Doing business" is defined in R&TC Section 23101 as actively engaging in any
transaction for the purpose of financial or pecuniary gain or profit. Although there are
some statutory exceptions to taxation, rarely will a corporate contractor performing
within the state not be subj ect to the franchise tax.

¢. Both domestic and foreign corporations (those incorporated outside of Cahforma) must
be in good standing in order to be qualified to do business in California. Agencies will
determine whether a corporatlon is in good standmg by calling the Ofﬁce of the Secretary
of State. , .

6. RESOLUTION: A county, ci‘cy, dis‘m'ct, or other local public body must provide the
State with a copy of a resolution, order, motion, or ordinance of the local governing body
which by law has authonty to enter into an agreement, authorizing execution of the
agreement. -

- 7. AIR OR WATER POLLUTION VIOLATION: Under the State laws, the Contractor
~ shall not be: (1) in violation of any order or resolution not subject to review promulgated
by the State Air Resources Board or an air pollution control district; (2) subject to cease
and desist order not subject to review issued pursuant to Section 13301 of the Water
Code for violation of waste discharge requirements or discharge prohibitions; or-(3) .
finally determined to be in violation of prowsmns of federal law relating to air or water -
_pollution. -

8. PAYEE DATA RECORD FORM STD. 204: This form must be completed byall .
4 contractors that are not another state agency or other govemmental entity.

S :\ADMIN\HOMEPAGE\CCC\CCC—3 O7.doc .






Amendment 1 of Exhibit D — Special Terms and Conditions _

1. AUTHORIZED USERS:

a. Authorized Users means (i) State of California government entities that
participate in this MSA (“State Authorized Users”, and (i) Local government
entities that participate in this MSA (“Local Authorized Users”). State and Local
entities are further defined in Section 1.b below. '

b. Pursuant to Government Code §11000, State of California government entities
include every state office, officer, department, division, bureau, board, and
commission. Pursuant to Public Contract Code §10298, and for purposes of this
agreement, a Local government entity is any city, county, district, or other local
governmental body or corporation empowered to expend public funds for the
acquisition of goods, information technology, or services. Further, for purposes
of this agreement, reference to Local government entities will also include the
California State Universities (CSU) and University of California (UC) systems,
school districts and community colieges. '

c. This Master Services Agreement (MSA) is designated as mandatory for State of
California government entities that seek to acquire credit card payment
acceptance services. Each entity is required to adhere to Department of General
Services (DGS) contract and procurement policy and procedures. See the
following link for the State of California Agency List (exclude any local government
agencies described above): http://www.ca.gov/About/Government/agencyindex. htmil

d. Local government use of this MSA is optional. Local government entities may
execute a contract under this MSA using (i) the standard form Std. 213 or
appropriate equivalent contract form, and (ii) Selected Services Signature Page,
Exhibit D Attachment Ill. Upon execution of the contract form they shall become
Authorized Users and the provision of services by the Contractor to such
Authorized Users will be governed by the terms of this MSA.

e. However, the Contractor has authorization to negotiate with Local Authorized

Users the specific provisions cited below.

« Invoicing and Payment Provisions (Exhibit B, Section 1.a-c):

« Reporting Requirements (Exhibit B, Section 3) -

- Governing Law, Jurisdiction (Exhibit C, Section 14)

- Local Authorized User's additional specific terms and conditions (noted in
Exhibit D, Section 2) '

- Elavon's Standard Proposed Local Negotiation Language for Local
Authorized Users (Appendix 1)

- Convenience and Service Fees (Exhibit E Section 4a. last paragraph -
referring only to Local Authorized User) o

2. AUTHORIZATION TO RENDER SERVICES:

Unless otherwise provided in this Agreement, Contractor may not decline a State of
California government entity’s or a local .government entity’s request to utilize

10f8 .
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Amendment 1 of Exhibit D — Special Terms and Conditions

services offered under this Agreement unless Authorized User is unable to meet all
applicable system requirements, PCl compliance, product certification, or
compliance with Association Rules. S |

Prior to rendering services, Contractor and a State of California government entity or
a local government entity (as applicable) must execute a separate subscription
agreement that incorporates all of the terms of this MSA by reference and may
contain additional agency specific terms and conditions, none of which may alter,
rescind, or be in conflict with the terms and conditions of this MSA. The duly
executed Std. 213, or the appropriate equivalent contract form for Local Authorized
Users, in combination with the Selected Setvices Signature Page, Exhibit D
" Attachment I are herein referred to as the “Subscription Agreement’. - |

The Subscription ‘Agreement shall describe the particular re'quiremeht‘s of the

Authorized User, usually reflected in detailed scope of work and payment provisions.
State Authorized User's Subscription Agreements shall be processed in accordance
with State contracting laws, policy, and procedures. The duly executed Std. 213, or
the appropriate equivalent contract form for Local Authorized Users, in combination
with 'the Selected Services Signature Page, Exhibit D Attachment Il (State
Authorized Users) or Attachment lll (Local Authorized Users) are herein referred to
as the “Subscription Agreement”. ‘ ‘ ” ‘

. ENTIRE AGREEMENT & AMENDMENTS: oo :
* This MSA Agreement includes the Std 213 form, Exhibits A-K and its attachments;
" documents incorporated by reference, and mutually approved amendments. This
MSA constitutes and contains the entire agreement between the parties hereto with
“respect to the subject matter hereof and supersedes any prior oral or written
agreements. Each party acknowledges and agrees that the other has not made any
representations, warranties or agreements of any kind or nature, except as
expressly set forth herein. - This Agreement may not be modified or amended,
including by custom, usage of frade, or course of dealing, except by an instrument in
writing signed by duly authorized officers of both parties hereto.

. ORDER OF PRECEDENCE: y

In the event of any inconsistency between articles, attachments, specifications or
provisions which constitute this Agreement, the following order of precedence shall

apply:
" a. All federal, state, local laws and regulétibns"
b. Exhibit C Terms & Conditions
c. Exhibit A Scope of Services
4. ExhibitB Budget and Payment Provisions o
’ 20f & ‘ :
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Amendment 1 of Exhibit D - Special Terms and Conditions

Exhibit D Special Terms & Conditions A

.State of California MSA Standard Agreement (STD 21 3)
Exhibit E Fees and Costs |
Exhibit F  Equipment

Exhibit G Agreement For Merchant Processing Services
j. Exhibit H-K (as applicable) '

> @ o

"k. Association Rules.

- SECURITY, PRIVACY, DISCLOSURE, & HIPAA COMPLIANCE:

The parties acknowledge that this Agreement is subject to the California Public

Records Act (Govt. Code section 6250 et seq.), California Government Code

sections 6164 and 11019.9; and California Civil Code Section 1798 et seq; and the
applicable provisions of the Health Insurance Portability and Accountability Act of
1996 (Code of Federal Regulations (CFR), Title 45, Sections 164.501 et seq. and
HIPPA requirements posted on the California Office of HIPAA Impiementation

- (CalOHI) webpage at: http://www.hippa.com/legislation/45CFR-164.501 html.

Authorized Users agree not to disclose Cardholder account numbers and/or Card
Identification Numbers (“CIDs”) unless required by law or other legal process, or for
internal State purposes. -

Contractor agrees it will not use the names, addresses, and any other personally
identifying information of State, city, county, school, or other public employees for

any purpose not directly related to this Agreement.

. REGULATORY AUTHORITIES (industry Related Rules and Regulations):

Contractor warrants and certifies that prior to, and in the performance of this
Agreement, it will acquire, maintain, and remain in compliance with. all mandatory
regulatory approvals with respect to its performance under this Agreement required
by any applicable governmentai agency having jurisdiction over Contractor. If such
regulatory approvals are not obtained by Contractor prior to the performance of this
Agreement, this Agreement shall be of no force or effect.

. LICENSES AND PERMITS: : _
- Contractor shall be responsible for obtaining and maintaining at its expense all

applicable licenses, registrations, permits, and certifications applicable to its
performance under this Agreement during the entire term of this Agreement required
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| Amendment 1 of Exhibit D — Special Terms and Conditions

by federal law, the State of California, and local jurisdictions in California. -

. INSURANCE & BONDING:

Contractor agrees that the liability insurance herein provided for and employee

fidelity bond insurance policies covering all employees ehgaged in the performance

of this Agreement shall be in effect at all times during the term of this Agreement. If
insurance or bonding coverage expires at any time during the term. of this
Agreement and those Subscription Agreements executed directly - with the
Authorized Users, Contractor agrees to provide to the Authorized ‘Users, upon
expiration of coverage, a new certificate of insurance evidencing the renewal of such
insurance coverage as provided for herein. New certificates of insurance are subject

to the approval of the Department of General Services, such approval not to be

unreasonably withheld. -~

.. The Contractor agrees to maintain commercial general liability, and employee fidelity
~ bond insurance policies of not less than $1,000,000 per occurrence and $3,000,000

in aggregate and worker's compensation insurance in accordance with applicable

statutory requirements. I

Upbﬁ fequest, the Contractor shall furnish to t’he‘-State and/or AU‘ihoriZed Users

certificates of insurance stating each type and amount of insurance, as set forth
above, is presently in effect for Contractor. o o :

. SUBCONTRACTORS: , - ;

~ Each party (Contractor or Authorized User) is responsible, without recourse to the
other party, for the settlement and satisfaction of its rown contractual and
administrative obligations arising out of each party’'s respective subcontracts to
render (in the case of Contractor) or receive (in the case of Authorized Users) the
- services outlined in this Agreement.

The Stéte and Authorized User ‘acknoWle‘dge that for purposes of Ex’hibit K,

“Gontractor” refers to Official Payments Corporation: for all aspects of transaction
processing except the provision of settlement serviees, for which “Contractor” refers
.to Elavon, Inc. In performing Exhibit K services, Official Payments Corporation is
not acting as a subcontractor of Elavon, Inc.. . :

10.SEVERABILITY:

To be effective, the waiver by either party of a.breach of. any provision contained
herein shall be in writing and shall in no way be construed -as a, waiver of any
subsequent -breach -of such provision or the waiver of the provision itself. . If any
provision of this Agreement shall be held illegal, invalid or unenforceable, that
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Amendment 1 of Exhibit D - Special Terms and Conditions

provision shall be limited or eliminated to the minimum extent necessary so that this
Agreement shall otherwise remain in full force and effect.

11. TERMINATION (By State or Authorized User, Contractor Termination
Provisions in Other Exhibits):

a. The State may terminate the MSA and any Authorized User may terminate its
respective Subscription Agreement for cause upon a reasonable and good faith
determination that the Contractor failed to perform the material requirements of

~ this Agreement at the time and in the manner herein provided.

In addition to the termination rights specified in the preceding paragraph, in the
event of a breach, the State or Authorized User may elect to send the Contractor

. a notice specifying the breach and providing the Contractor an opportunity to
cure the breach within a period of time no less than thirty (30) days “Cure
Period”. If the breach is not cured within the Cure Period, the State or Authorized
User has the right to terminate the Agreement by notice to the Contractor.

However,- Authorized Users will provide a Cure Period, rather than immediate
termination, if a breach involves meeting a service level agreement identified in
- Exhibit A section 4.b-c. Nonetheless, the State and Authorized Users reserve
the right to terminate for cause without providing additional Cure Periods if a .
service level issue for which a Cure Period has previously been provided recurs.

b. The State may terminate the MSA without cause upon sixty (60) days advance
‘ written notice to the Contractor. Authorized Users may terminate their respective
Subscription Agreements without cause upon thirty (30) days advance written
notice to the contractor. In the event of a termination without cause, Contractor
shall not be responsible for any costs to the State or an Authorized User
associated with such termination and any sum due the Contractor under this
Agreement (which sum due to the Contractor shall include, but not be limited to,
the fees as set forth in this Agreement for Charges up to the date of a termination
for which Authorized User receives payment from Contractor) shall be paid to the
Contractor within thirty (30) days of termination, excluding any Chargebacks, |
fees, fines or penalties owed by the State or Authorized User that are presented -
after termination, which shall be paid within thirty (30) days of presentment.

c. After receipt of a notice of termination by the State or an Authorized User, and
except as otherwise directed by the State or Authorized User, Contractor shall:

(i) Stop work as specified in the notice of termination.

(i) Place no further subcontracts for materials, services, or facilities, 'ex_cept as
necessary to complete the continuing portion of the Agreement.

(iii) Terminate all subcontracts to the extent they relate to the work terminated.

: 50f8
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(iv) After recelpt of a notice of termination and prior to the contract termination
effective date, Contractor agrees to diligently proceed without interruption in
the performance of this Agreement. Contractor's failure to diligently proceed
in accordance with this Agreement shall be considered a material breach of
this Agreement.

12.PHASE IN & PHASE OUT TRANSITION SERVICES

 Prior to the end of this Agreement’s contract term, or if this Agreement is terminated
by the State, Contractor agrees fo reasonably assist in transitioning the services
provided under this Agreement within a period of time, not to exceed one hundred
eighty (180) day calendar period. Contractor shall cooperate with any new
‘ contractor(s) and State staff in effectuatmg an orderly transition.

13.DISPUTE RESOLUTION

In the event a dispute arises with respect to the lnterpretatlon or performance of, or
the relationship created by, ail or any part of this Agreement the partles wrll attempt
in good faith to resolve the dispuite.

14.FINANCIAL AND OTHER INFORMATION

Authorized User must provide to Contractor prompily, upon request, lnformatlon about
Authorized User’s finances and operations. However, with respect to State Authorized
Users, the posting of such financial information at the hitp://www.ebudget.ca.gov
websrte (or any successor website thereto) shall be deemed to fulflll this requirement.

15.WARRANTIES; EXCLUSION OF CONSEQUENTIAL DAMAGES LIMITATION ON
- LIABILITY

15.1 Disclaimer of Warranties. THIS MSA AND ANY AMENDMENTS IS AN
~ AGREEMENT FOR SERVICES AND EXCEPT AS EXPRESSLY PROVIDED IN
THIS MSA AND ANY AMENDMENTS, CONTRACTOR AND ITS AFFILIATES
DISCLAIM ALL REPRESENTATIONS OR WARRANTIES, EXPRESS OR
IMPLIED, MADE TO AUTHORIZED USER OR ANY OTHER PERSON,
INCLUDING WITHOUT , LIMITATION, ANY WARRANTIES REGARDING
QUALITY, SUITABIL!TY MERCHANTABILITY, FITNESS FOR - A
PARTICULAR PURPOSE OR OTHERWISE (REGARDLESS OF ANY -
COURSE OF ' DEALING, CUSTOM OR USAGE OF TRADE) OF ANY
SERVICES OR ANY GOODS PROVIDED INCIDENTAL TO THE SERVICES
PROVIDED UNDER THIS AGREEMENT. -
15 2 Exclusion of Consequential Damages. NOTWITHSTANDING ANYTHING IN
THIS MSA AND ANY AMENDMENTS TO THE CONTRARY, IN NO EVENT
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SHALL EITHER PARTY OR ITS AFFILIATES BE LIABLE UNDER ANY
THEORY OF TORT, CONTRACT, OR OTHER LEGAL THEORY FOR LOST
PROFITS, LOST REVENUES, LOST BUSINESS OPPORTUNITIES, SPECIAL,
INCIDENTAL, INDIRECT, OR CONSEQUENTIAL DAMAGES, EACH OF
WHICH 1S HEREBY EXCLUDED BY AGREEMENT OF THE PARTIES,
REGARDLESS OF WHETHER SUCH DAMAGES WERE FORESEEABLE OR
WHETHER ANY PARTY OR ANY ENTITY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

16.NOTICES:

All notices, requests, demands and other communications hereunder shall be in
~ writing and shall be deemed given if delivered (a) personally, (b) via facsimile,

electronic mail or overnight express service or (c) by certified or registered mail,

postage prepaid, return receipt requested, in each case, to the ‘addresses, facsimile

numbers and/or electronic mail addresses set forth below. The parties hereto may
- change their street addresses, facsimile numbers and electronic mail addresses for

purposes of this Agreement by notifying the other party in the manner specified in this
- section.

The noticé address for Elavon shall be: 7200' ChapmanHighway, Knoxville, TN,
37920, Attention: Tim Miller Senior Vice President Operations, with a copy io
Attention: General Counsel’'s Office at One Concourse Parkway, Suite 300, Atianta,
GA 30328, :

The notice address for Bank shall be; Attn: President, U.S. Bank, N.A., U.S. Bancorp
Center, 500 Nicollet Mall, Minneapolis, MN 55402 with a copy fo Attn: General
- Counsel at the same address

Notwithstanding the foregoing, in the ‘event notice is given for termination or Cure
Periods as provnded in this Agreement, then such notice may not be given via electromc
-~ mail.

. 17.PROPRIETARY RIGHTS AND PERMITTED USES

a. Neither party may issue any press release about this Agreement or the State
- without the other party’s prior written consent.

b. - An Authorized User may use and display the Associations’ marks, and shall display
such Marks in accordance with the standards for use established by the
Associations. The Authorized User’s right to use all such Marks will terminate upon

~ termination of the Agreement or upon notice by an Association to discontinue such
use, and the Authorized User must thereafter promptly return any materials
displaying the Marks. The Authorized User's use of promotional materials provided
by the Associations will not indicate, directly or indirectly, that such Associations
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endorse any goods or services other than their own and the Authorized User may
not refer to any Associations in statlng eligibility for its products or services.

C. Ne|ther the State nor any Authonzed User has any rnterest whatsoever, including,
without limitation, copyright interests, franchlse interests, license interests, patent
rights, property rights, or other mterest in any services, software, or hardware
provided by Contractor, unless specn‘rcally agreed fo in a separate license or use
agreement between the parties. Nothing in the Agreement shall be construed as
- granting the State or any Authorized User any patent rights or patent license in any
patent which Contractor may obtain with respect to Contractor's services, software,
or equipment. The State and Authorized Users will make no attempt to duplicate or
otherwise ascertain the components, circuit diagrams, logic diagrams,: flow charts; -
source and object code, schematics or operation of, or otherwise attempt to reverse
‘ englneer any of Contractor s services, equrpment or. software.

SN

18. INTERPRETATION

In construing this Agreement unless the context requrres otherwise: (i) the smgular
includes the plural and vice versa; (i) the term “or” is not exclusive;’ (iii) the tferm
“including” means “including, but not limited fo;” (iv) the ferm “day” means “calendar
day”; (v) any reference to any agreement (including this Agreement), instrument,
contract, policy, procedure, or other document refers to it as amended, supplemented
modrfred suspended replaced restated or novated from tlme to tlme and (vi) all
this Agreement and not defined in the same Exhibit may be defmed in other Exhibits
hereto or in the Operatlng Procedures, as applicable.
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Electronic Payment Acceptance MSA Amendment 1 of Exhibit D - Attachment |

Elavon 7 U. S Bank I opC Authonzed User Partlcxpahon - Set UP _F_orm . Example
Merchant Selected Se . - .
k4 MSA Category 1 - Credit and Debit Card Processmg [
:_:’: § MSA Category 3 - Electronic Check Conversron“Serv:ces =
ERA Elavor Convenience Fee Program ' i &
~

Elavon's Enterprise Blllmg Soluﬁon Serv:ces
»-’Agencleepamnent Name N

Reference Name

Department of General Svcs. _

"DGS Field Office 6652
Lindsey White

“Location Name (DBA) (would reﬂeci on  your client statement)
Authorized Contact

Street Address 1 (Do not use P.O. B_oxes)A . ‘123 Main Street
Street Address 2 (Do not use P.O. B — Suite 1234
city i ) ) San Rafael
State | C e e CA
Zip 94903
Telephone L L 415-555-1234
CellPhone " L | 415-666-1234
Fax . 415-555-4321
Customer Service Telephone
E-mail Address lindsey.white@dgs.ca.gov
Website Address www.testaccount.com
Customner Service \Web: www.customerservice.com |
Type of Business —_— S '
Government, Education Government
Fed Tax ID - if not on file, please provxde MPA or Schedule B when submntmg .
. request 12-3456789

adquarter Information 7
Headquarter Merchant Name

Department of General Svcs.

Headquarter Authorized Signer e Lindsey White o .
Headguarter Street Address 1_ - 456 Example Street
Headquarter Street Address2 R L
Headquarter City e -Exampie City
Headquarter State _ e CA R
Headgquarter Zip, 94621
Headquarter Telephone =~~~ N . 555-866-6547 I
Headquarter Cell Phone —_ :
Headquarter Fax . 5355-555-6545
arter, DBA, or Speciai)
. eadquaner or "DBA Corp R
N Shlpplng Headquarter or DBA N ZBA I
Headquarter o
« e s - Headquarter
Copy Request Headquartero DB/ — o Headquarter e
AUTO FAX number ffsetupto fax chargebacks . . 555-585-6545
PaymentMetrod . } ' - : :
w _ State Authorized Users - Must be Invorced ) ' T )
¥ e e+ e [
£ £ Locals Authorized Users Only - Select Preferred Method . . N
F& | DiectDenit ) o
Monthly Net Seﬂlemem S

Invoiced

Deposit Seﬂlemen’c Name (List Z¢ ZBA or Lega) Example Location

ABA/Routing # . 1234567
Account # 123456762
BankName Union Bank of CA
. Bank Address 1234 Bank Way
City . Bank City
State CA
Zip T 99970
Bank Telephone 998-555-9874

_ Deposit Settlemem Name (Llst DBA or Legal) -
ABA/Routing # __
Account#

 BankName = _

Bank Address

_Bank Te[ephone 9
hargeback Account (LOBAPAUTHORIZ
Deposit Settiement Name (List DBA or Legal)
ABA!Routlng #
Account#
_Bank Name _
Bank Address

_ Bank Telephone

1 Revised May 2011



Eiectronic Payment Accepzance MSA

Amendment 1 of Exhibit D - Aﬁachmem |

'Elavon / U.S. Bank / OPC Atithorized User Partlclpatlon - Set Up Form l

) Example

Card Acceptance. Informiation -

Select Cards to Accept

Credif Cards (Visa, MasterCard, American Express, _Discover) .

Visa MC AMEX DISC

Debit Cards - Signature, Pin-Based, Pin less (Internet Only)
Check all that apply

ClEiElE]
" sign_ Pin Pin-less

N

Location 4

:

Locaﬂon 2

Visa MG AMEX DISG

Visa MG AMEX. DISG.

oo oD o oDooo.ol
Sign  Pln Plidess sign - PIn - Pln-less i
0 o8B

= = - S

Description of products or seérvices offered Government
Percent Card Present (Swiped) 0%
Percent Card Not Present (Key Entered) 0%
Malil Order 50%
Telephone Order . ___ ... _ 50%
Internet 0%
Total Percentage (Must equal 100%) . 100% -
Do you accept orders by Mall/Telephone? '
(It yes, put applicable percentage) 100%
Do you accept orders by intemet?
(If yes; put applicable percentage) - Internet accounts should be 100% internet . no N NN ;
if Internet processing, list WEBSITE/URL . o
Yearly Volume _ 12,000,000.00{
Monthly Volume o 1,000,000.00|
Average Ticket 1,000.00¢ R
Largest Ticket e
_ _#of Transactions per Month 1,000
Percentage of ACH payments
Percentage of Credit Card paymems -
T&E Card information o R
- Amex SE# - il ]
Discover SE# . - N 1
Electronic Check Service ( ECS): lnformaﬁon Requires FOS with. Iniage - K IR
Select Specific Service rPOP ARC ‘BOC POP ARC BOC ~ POP ARC BOC
Point of Sale, Accounts Recelvable Conversion, Back Ofﬂce Convérsion @ {_D_| }_Elj ot S o T [
Conversion only =l O . l
Conversion w/ Verification = ] {m
Conversion w/ Guarantee = [ (]
Convenience and Service Fee (Selectq,2,0r8) . - _ 1L
1..Convenience Fee Program {Local Authorized Users Only) 'ED o = 3
. . B Merchant Elavon Merchant Elavon Merchant
Elavon or Merchant Managed Program : E el D oo D
T T “Visa MC AMEX DISC Visa MC AMEX DISC Visa, MG AMEX DISC
Credit Cards (Visa, MasterCard, American Express, Discover)‘ @ m_’ :@ EL_—} ‘o o D l'_'l o [I EI o .
Debit Cards - Signature, Pin-Based, Pin less (internet Bill Pay Only) ffg_"_ 'I"" Pindass Sign. Pin Fiviess Sgn P Piriess
Check all that apply ool O oo oooon
i “Vefiicalion Conversion_ ““Verification  Ganversion Verificallon _ Conversion B
ACH - (Verification, Conversion Only) - Using Enterprise Billing Solution @ E_g:j o}
Elavon Produict Supporting Program EBS. Terminal EBS Terminal EBS Terminai
(Enterprise Billing Solutions or Convenience Fes Temminal) ll;u o ] O i =
NOTE Convenience Fee Terminal does not support Visa
Mutually Agreed Upon Convenience Fees:
Rate ($ or %):
Visa Consumer Debit (tax only) $.
ACH Processing (via Electronié Check Servlces) o
Minimum Annual Fees (if applicable) $
Implementation Fee $,
Customer Authentication Record Research Fee §
. Service Fee Pragram (State and Local Users) ' _:] o D
__Government/Public Institution Service Fes “GPSIE" Program
Elavon Managed Program  (State and Loal Authorized Users) Merchant Elaven  Merchant Elavon  Merchant
Merchant Managed Program  {Local Authorized Users Only) -.EE 2 ]

MasterCard - Education and Government Merchants
(Only for MCCs 8211, 8220, 9211, 9311, énd 9399) (No Vlsa)

”[3 lFee Rale (5 or%

=

1 15 Feerels @orm:

'D Fea Rate ($ or %); _.

Conveneince Fee Collection:

Visa Payment Program (Only for MCC 8220, 9222, 9211, 9399)- (AIIOWS for ] lDehlt Fee§: 1 DebitFee$ ] ‘ Debit Fee 53 ..
MC/Amex/Discover governad by Visa Rules) 7 .cc Fee§: CC:Fee$i_ . _. cc: Fee$§:
Visa Tax Payment Program (Qniy for MGC 9311) Depitfees —— | O Shesn.——— | D 22"‘,‘,52‘:2
” E T Msa Mo AMEX Dlsc Visa MC AMEX DIsC Vsa MG AMEX GED
Credit Cards  (Visa, MasterCard, American Express, Discover) [:’ m D '——\ El oo o 0oooooo
Debit Gards - Signature, Pin-Based, Pin less (Internet Bill Pay Only) Sign. Pin_Pio Iess i Stgn P"? Finless Sign Pin  Firdass
Checkall that apply o Eig] oo n o oo
EBS. Temminal T EBS Terminal - EBS Terminal
Efavon Product Supporting GPSIF ™ il - r O .
(Enterprise Billing Solutions or Service Fee Terminal) l—j ‘—" = H E . ’
jls. Third Party Convenience Fee Provider (State and Local Users) o o ;
{List Provider's Name) {(Name) . {Name) .
WEB VR Both WEB VR Both
[ o o ) | R

Revised May 2011




Electronic Pay'ment Acoeptancé MSA

MasterCard - Eduwtlon and Government Merchants
(Only for MCCs 8211 8220, 8211, 9311, and 9399} No Vlsa)

Visa Payment Program {Only for MCC 8220, 9222, 9211 9399)-
(Allows for MC/Amex/Discover Processing governed by Visa Rules)

Visa Tax Payment Program (Only for MCC 9311)

Credit Cards (Visa, MasterCard, American Express, Discover)

Debit Cards - Signature, Pin-Based, Pin less (intemet Bilt Pay Only)
Check all that apply

cnsumer Billing Data and Customer Authentication:
Real-Time Secure Hand off (Consumer Web)
Batch file (Required for enrollment paymenits, IVR, and CSR payments,
optional for Consumer web un-enrolled payments)

§ Consumer Payment Data (Remittance Data)
(real-time post back, downloaded report, standard A/R file format, customer A/R file
format)

| Miscellaneous
Phone System Infolma an
Dialing Access Number (e.g.

thh Fax, sw:tchbcard .

What type of line do you have? (chocse Dedlcated line (preferred) Tone Puise (R (Ratary) “Shared Lme )

Training R
il traxmng be necessa_

__Tralnlng Contact Name

| 1-800-725-1111 x1111

Quantlty

_ Terminal or Software Type |
y ,

. Additional Notes - £ software list nam
) OS (Windows XP 2000, Linux, etc.)

Equ:pment/Praduct Descrip. (2) (rfapphcable)

Ownership (please choose: Merchant Owns, Lease, Rental, Exchange, Purchase) -

Quantity

Ownership (please choose: Merchant Owns, Lease, Rental, Exchange, Purchase)
_Additional Note - Please hst OS (WmdowsXP 2000 98 etc)

) Terminal or-Software Type .
: ' 10

Equment/ProductDescnp (3) (tf c ..L.'..‘..,
.Quantiy

Ownership (please chooss: Merchant Owns, Lease, Rental, Exchange, Purchase)
.. Additional Note - Pleas .lxst OS (Windows XP 2000 g8, etc.)

Equipment / Software (if applicable)

t Deserip. (4)_(If: applicabie)

: Ownershlp (please choose: Merchant Owns, Lease, Rental, Exchange, Purchase)
... Additional Note OS (Wndows XB, 2000, 98 etc)

Amendment 1 of Exhibit D - Attachment |

. Exam.gle. "

i Location 1 Location 2

T FeeRater® ; I” FeeRate: % CF FeeRater%

- $ . s - s
DebitFee s : | [ DebitFees: ; Debit Fee s :
CC:Fee$: . CC:Fee S: : CC: FeeS:
DebitFee §: . = DebitFees: * = DebitFees:

3_ * CC:Fee %: ; - CC: Fee % . v CC: Fee %:

Visa MC AMEX Disc | visa® ME AMEX Disc “visa MG AMEX Disé
r V& F [ S S W | I N
Sign Pln Pindess Sign Pin  Pinless "Sign Pin  Pindess
o r [ P A

IR R

WEB-U WEB-E MR T TWESUTWERE TR T TWEBUTWEBETWVR

v A R [ A
Un-Enrolled  Enrolled . UnEnrofied  Envoiled " "Un-Enrolled Enrolied
I T = I

Real-Time  Batech ' Real-Time Balch Real-Time

r e I = =

" Reaktime Down §id Cusi
O W P 1

Real-fime Down Std Cust

o .

n S Gust

R

9.

Switchboard

yes p . i

Lindsey White | .

Purchase

Need license for 50 users i

Windows 98

Merchant Owns

-“SEcial InstructionsiNotes

Signature:

State and Local Authorized User's Designated Signer (required)

Print Name:
Title:

Dated:

;lCARatesxflCA e
s'rered Fixed, Surcharg 2 Rates
N ' Qual

Revised May 2011



Electronic Payment Acceptance MSA

Amendment 1 of Exhibit D - Attachment |

Elavon /1 U.S. Bank/ OPC Authorlzed User Participation - Set Up Form

Lbcationd | “Location2 _

Rewal ds
Paial T

"CommNQ

Non Qual

EXISTING MiD To USE AS EXAMPLE
Elavon 's Managed, Convenlence Fee Program Spec]ﬂcaﬂons

Revised May 2011




Amendment 1 of Exhibit D Attachment i

Selected Services Signature Page
(State Authorized Users Only)

Exhibits A - G and | (Elavon Convenience Fee Services)

(“Authorized User”)

Signature:
Print Name:
Title:

Dated:

Exhibits A - J (Enterprise Billing Solutions)

("Authorized User”)

Signature:
Print Name:
Title:

Dated:

Elavon
(“Contractor”)

Signature:
Print Name:
Title:

Dated:

Elavon

(“Contractor”) .

Signature:
Print Name:
Title:

Dated:

Exhibits A — G and K (Official Payments Corporation Convenience Fee Services)

(“Authorized User”)

Signature:
Print Name:
Title:

Dated:

Official Payments Corpofatidn
(“Exhibit K Services Contractor”)

Signature:
Print Name:

* Title:

Dated:

~ Elavon

(*Primary MSA Contractor®)

Signature:
Print Name:
Title:

Dated:

20f2
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Amendment 1 of Exhibit D Attachment i
Selected Services Signature Page
(State Authorized Users Only)

The undersigned each agree to be bound by the terms and conditions. of the
MSA 5-10-99-02 exhibits selected and sigried for below. These sélected exhibits are by
this reference made part of this Subscription Agreement.

Exhibits A - G (Merchgnt Services)(Ca‘_te_‘gorv 1)

. ‘ Elavon _
(“Authorized User”) . : : -+ (“Contractor’)

Signature:___ -~ © ~ Signature:
Print Name: : o Print Name: _
Title: Title;
Dated: . Dated:

(Bank)

Signature: __
Print Name:
. Title:
Dated:

Exhibits A - H (Electronic Check Services)  (Category 3

. - Elavon _
(‘Authorized User’) - ~ . (“Contractor’)

Signature: » Signature:
Print Name: R Print Name:
Title: | _ Title:

Dated: ; Dated:

© U.S. Bank
(Bank)

Signature:
+Print Name:
" Title:

Dated:

1of2
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Amendment 1 of Exhibit D Attachment lll
Selected Services Signature Page
(Local Authorized Users Only)

The undersigned each agree to be bound by the terms and conditions of the
MSA 5-10-99-02 exhibits selected and signed for below. These selected exhibits

‘are by this reference made part of this Subscription Agreement # (insert Local

Authorized User’'s Contract number).

- Exhibits A-G (Merchgnt Services) (Category 1)

Elavon
(“Authorized User”) (“Contractor”)

Signature: | | Signature:
Print Name: : Print Name:
Title: Title:

Dated: Dated:

U.S. Bank
(Bank)

Signature:
Print Name:
Title:

Dated:

Exhibits A - H (Electronic Check Services) (Category 3)

. Elavon
(“Authorized User”) ' (*Contractor”)

Signature: | ~ Signature:.
Print Name: Print Name:
Title: . © Title:

Dated: Dated:

U.S. Bank
(Bank)

Signature:
Print Name:
Title:

Dated:

10of3

Department of Generél ServicesElectronic Payment Acceptance Services MSA — Revised June 2011




Amendment 1 of Exhibit D Attachment i
Selected Services Signature Page
(Local Authorized Users Only)

Exhibits A - G and | (Convenience Fee Services)

. _ . . ~ Elavon
(“Authorized Usery -~ (“Contractor”).
Signature: »  Signature:
Print Name: v Print Name:
Title: e - Title:
Dated: Dated:

Exhibits A - J (Enterprise Billing Solutions)

Elavon
(“Authorized User”) _ _ ("Contractor”)
Signature: | ~ Signature:
Print Name: ~ . Print Name:
Title: o Title:
Dated: | " Dated:

Exhibits A ~ G and K (Official Payments CorgorationvC‘onVenience’Fee §érvi¢e’s)

‘Official Payments Corporation

(“Authorized User”) (“Exhibit K Services Contractor”)
Signature;____ o Signature;
Print Name: ~ Print Name:
Title: . Title:
Dated: : _ Dated:
Elavon

(“Primary MSA Contractor”)

| Signature:
Print Name:
Title:

‘ Dated:

20f3
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- Amendment 1 of Exhibit D Attachment lil
Selected Services Signature Page
(Local Authorized Users Only)

Exhibit L --Elavon and Local Authorized Users Negotiated Language
Pursuant to Exhibit D.1.e — (if applicable '

This Exhibit L supplements, is made a part of, and is subject to the terms and
conditions of the Agreement. :

Elavon
(“Local Authorized User”) ’ (“Contractor”)
Signature: : - Signature:
Print Name: _ : Print Name:
Title: ' Title:
Dated: ' Dated:
30f3
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Amendment 1 of Exhibit E —~ Fees and Costs

1. FEES AND COSTS:

" In consideration of Contractor's processing services, Authorized Users will pay monthly, and in
arrears, pricing based on the pricing matrix provided in Exhibit E Attachment .

2. VISA AND MASTERCARD lNTERCHANGE ASSESSMENT RATES:

The Visa and MasterCard interchange assessment pricing specified is subject to fluctuations.
These rates are oufside of the control of the State of California and the Contractor. Both
increases and decreases in these rates are to be passed on to the Authorized Users of this -
Agreement in the form of changes in the official interchange assessment rates from VISA and
MasterCard by the Contractor. Contractor will- send, as promptly as possible, to each
Authorized User and to the DGS Coniract Manager, notices documenting all pricing adjustments
resulting from the official changes in interchange assessment rates. The following sites provide
the most up-to-date interchange assessment rates as they occur.

MasterCard Interchange Rates:
http://www.mastercard.com/us/merchant/support/interchange rates.html

_ Visa Interchange Rates:
http://usa.visa.com/merchants/operationslinterchanqe rates.html

3. EQUIPMENT PRICING:

Contractor will provide equipment and software pricing and specnflcatlon sheets on an annual
- basis. After the initial price negotiations are completed, the Contractor will provide proposed
price and specification sheets in DGS'’s electronic format (see Exhibit E -- Attachments 1l & 111)
and submit to DGS’s Contract Administrator (by email, CD, ftp, or other agreed upon format) by
June 30" of each year during the term of the MSA. Once these prices are negotiated and
approved by DGS, this information will be posted along with the respective coniracts on the
Electronic Payment Acceptance MSA website. Posting of price lists allows the Authorized
Users access to both service and equipment/software pricing so Authorized Users can conduct
a complete cost analysis based on their organization’s individual requirements. Authorized
Users may negotiate lower pricing than the maximums listed on the Contractor's Price Sheet.
Please refer to Attachment il for equipment pricing information.

Price declines shall be effective immediately upon any public notification of the decline. All
prices quoted shall be firm fixed maximum for the initial price list period. However, should a
price decline be announced by the Contractor after contract award, and prior to an Authonzed

‘ User utilizing the services, then the Contractor shall use the reduced pricing.

4. CONVENIENCE AND SERVICE FEES: -

a. Authorized Users, at their discretion, may elect to have the Contractor/Third Party
Service/Convenience Provider charge a fee to the cardholder (paying parties) for an added
convenience to the Cardholder for the use of a Card in a transaction. This fee is commonly .
known as a convenience fee.

10f3 .
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Amendment 1 of Exhibit E — Fees and Costs

Convenience fees are subject to the constraints of the Associations and card companies

and, in some instances, by State regulations and/or laws. Because of these constramts and
for the purposes of this MSA these fees will be classnfred as follows

Service Fee: .

e Constitutes a State or Local Agency’s elected fee charged to the Cardholder for an
- added convenience to the Cardhélder for the use of a Card in a transaction.

» May only be charged by Authorized Users in certain fee programs based on Association
-~ Rules; Merchant Category Code (MCC) and. the busmess reqwrements of Authonzed ‘

Users.

- e Must be paid to.and managed by the Contractorﬂ' hll‘d Panty Servnce/Convenrence

. -Provider. Servrce fee and underlying transaction must be submitted and processed as
- two separate transactrons : : :

Convenience Fee

¢ Constitutes a Local Agency’s (only) elected fee charged to the Cardholder for an
added convenignce to the Cardholder for the use of a Card in a transaction. .
e May be paid fo or managed by the Authorized User or Contrac’corfl~ hrrd Party
Service/Convenience Provider.
e May be combiried into a single transaction.:

Contractor (if Contractor is providing convenience fee services under Exhibit | ) or Third:
Party Service/Convenience Provider (if provrdmg convenience feé services under Exhrblt K),

as applicable, agrees to all of the following:

() Provide flexibility t6 assess or not assess a servrce/convemence fee and support fee’
‘ policies and variations in service/convenience fees at the individual Authorized User -
level while remaining in compliance WIth credlt and debit card rndustry regulations. . -+

(i) Support service/convenience fee assessment by type of payment channel (rnternet |

IVR, etc. ) within each Authorized User's agency.
(i) Must not co—mrngle service fees with other charges.

(iv) Arrange for a unique line merchant description for the Authorized User payment that-

references the name of Authorized User and a separate unique line merchant

description for the Service Fee that references Third Party Service/Convenience

Provider and the nature of the fee so that the amounts can be posted on Cardholder

- Statements and Invoice' as separate line items. (Service Fee policy only, and only to-

the extent consistent with the Association or Payment Network Rules)

Authorrzed User wrl!

N

(i) Address use of Convenlence/Servrces fees in thelr individual Subscnptlon Agreement |

(i)  Remain in compliance with credit and debit card rndustry regulatlons

(iii) Not accept convenience fees directly from cardholder and in turn pay the Contractor

! Fee information will only be provided on invoice statements when the agency is absorbing a partial
portion of the service fee. Authorized Users are not allowed to absorb entire service/convenience fee
amounts under this MSA.

20f3
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Amendment 1 of Exhibit E — Fees and Costs

(iv) Not absorb entire service/convenience fee amounts. To absorb partial convenience
fee, Authorized Users must notify and obtain approval from DGS Coniract
- Administrator. '

(v) Not disadvantage card payments, and specific card brands at the point-of-sale relative '
to other payment. .

(vi) Agree to further terms and conditions in Exhibit |, when Authorized User designates to
assess fees using Elavon’s service/convenience fee program. [n addition, Authorized
User must select services on the Authorized Users Participation Form and the
Selected Services Signhature Page (see Exhibit D Attachments | and Il/1Il respectively)
and execute with signature;

OR

Agree to further terms and conditions in Exhibit K, when Authorized User designates
to assess fees using OPC’s service/convenience fee program. In addition, Authorized
User must select services on the Authorized Users Participation Form and the
Selected Services Signature Page (see Exhibit D Attachments | and II/Ill respectively)
and execute with signature.

d. Service and Convenience Fee Pricing/Rates:

(i) Elavon (only) will establish proposed Convenience and Service fees (for Elavon
services described in Exhibit [) on a case by case basis, depending upon each
Authorized User 's processing requirements and transaction elements (cards
accepted, transaction type, volume, average ticket, etc.) and mutually agree -
upon such with each Authorized User utilizing Exhibit | services.

(i) ~ OPC Convenience and Service Fee rate has already been negotiated for Exhibit
K services as described in Exhibit K, Supplement 1. .

30f3
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Exhibit E- Attachment1 -1

Em/\\dﬁb

Category 1: Gredit & Debit Meréhant. Card, _u oommm.:e
Bank Card (VISA, MasterCard, AMEX & U_moo<m.. ) & Umc; Om_.n Am_mzmnz_‘m and Pin- based) _nmmm
Tier1 Tier 2 Tier 4 i
# of Transactions | # of Transactions # of Transactions.
Range: Range: Range:
Services Unit <9 Million >89 to 15 Million >20 Million
ImplementationFee 1 Per Account . $0.00
"Per Account Py $0.00
Each 1 s000
Customized Development | - PerHour | $000
ChargebackFee | mm‘q‘qnm:mmmﬁmo: . $0.00
Processing Fee #¥ " Per Transaction * - $0.0450
AMEX Authorization - (Pass Through Cost
Processing Fee ” ¥ " Per Transaction $0.0450 $0.0250

v Elavon pricing applies to all card types (present or not present)
Tiered pricing qualification methodolgy described in pricing disclosure (Attachment | - 3)
# processing Fee (per transaction in excess of the Card Association Interchange & Assessment Rates)

Assaciation Rate Links
MasterCard Interchange Rates: 28 [IWWW. Bmm"mami com/us/merchant/supportfinterchange rates. ZB_

Visa interchange Rates: hitp://Jusa.visa.com/merchants/operations/interchange rates.html

Dehit Network Fee Chart effective June 1, 2010 )
o Foreign network fee applies when not connecting directly to Elavon and can range from .02 to .04 depending on the network.

Updated 5/5/10 Printed 7/25/2011 1232 PM
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Exhibit E- Attachment -3

Elavon's pricing is dependent upon interchange and other fees imposed on all credit card processors by Visa,
MasterCard and other third parties. Elavon will pass through to the merchant all such increases 1mposed by
third parties, upon written notice to to the merchant of the increased fee.

Credit and Debit Card Tier Pricing (Based on Transaction Counts) - Beginning on the Agreement
Effective Date, all Authorized Users collectively under the MSA will be assigned to one of the pricing tiers

. identified on Exhibit E Attachment I-1 based on the Transaction count for the twelve (12) month period
prior to Effective Date. The Transactions included in the Transaction count are the aggregate number of all
Visa, MasterCard and Debit Transactions processed by Contractor for all Authorized Users. Once annually, .
one month prior to the anmiversary date, Contractor will review the combined Authorized Users’
Transaction count data for the prior twelve (12) months and, upon the first day of the month following the
annual anniversary date, will apply the applicable pricing tier to all Authorized Users.

Amex and Discover counts are not included in determining the tiers, however, their pricing will be
adjusted and mirror that of the Visa, MasterCard and PIN deblt pricing.

Electronic Check Service (ECS) Tier Pricing (Based on Transaction Counts) — Beginning on the
Agreement Effective Date, all Authorized Users collectively under the MSA will be assigned to ome of the
tiers identified on Exhibit E Attachment I-2 based on the anticipated annual Transaction count and ECS
options selected for all Authorized Users. The Transactions included in the Transaction count are the
aggregate annual number of ECS transactions processed by Contractor for all Authorized Users. Once
* annually, one month prior to the anniversary date, Contractor will review the combined Authorized Users’
Transaction count data for the prior twelve (12) months and, upon the first day of the month following the
annual aoniversary .date, will apply * the ~applicable pricing tier to all Authorized Users.

Updated 5/5/10 -
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2010

- Last Updated:

EQUIPMENT & SOFTWARE PRICING
( August 2009)

1Y

Elavon Incerporated’

Exhibit E- 2

mentdl -

u S
‘Purchase Price

Monthly Wmsﬁﬂmmmm Rates

PIN PADS (AND ASSOCIATED ITEMS)

, **Bulk (50 ‘
Item Code Description *Single-Unit | **Bulk (5 - 49) ) 12 24 36 48 60
PPSE/PP3D  [|VeriFone 1000SE/10003D -$89 £85 $80 $14 $9 57 - $6 $5].
PPS9 Hypercom S9 : $149 - $142 $134 $17 $12 $8 $7 $6
P1300 Hypercom 1300 $89 $85 $80 _$14 49 $7] $6 45
PRINTERS (AND ASSOCIATED ITEMS) ‘Purchase Price Monthly Rent/Lease Rates
} *Bulk - *¥Bulk . ,.
Item Code |Description *Single Unit| (5 - 49) (50-+) 12 24 36 48 60
PO00 Printer Verirone 900 $260 $242 $206 $242| $19] %15 $13] %1
WEDGES/IMPRINTERS (AND ASSOCIATED ITEMS) Purchase Price Monthly Rent/Lease Rates
s . S #+Bulk (50 + . .
Item Code * |Description *Single Unit | **Bulk (5 - 49) ) 12 24 36 48 60
MT09 Mini-Wedae USB $79 $75 571 $14 59 36 3 54
MT03 Mini'Wedge PS2/AT $79|. $75 $71 $14 $9] . . $6 $5 %4
TMPR Tmprinter $22| 521} $20 N/A N/A N/A N/A NA
IMPM Portable Imprinter $29 528 $26 . N/A N/A N/AL  N/A N/A{-
. SOFTWARE PRICING e Purchase Price Monthly

ode SOFTWARE - Description | Single Unit |~ Bulk {_~_) Fee.
WAR1 viaWarp (1-50. USERS) . $149IN/A - $10
WAR3 viaWarp Deluxe ( 1- 150 USERS) . $399[N/A $10
VRMCH Virtual Merchant - unlimited USERs and Merchant 1.D's $149{N/A $10
SPQT Smart Payments Plug-in for quickbooks/Mircrosoft RMS $99IN/A $0
Note; Monthly Fee of $10.00 is per mid

Last Updated: (insert date) Page 2.0f 2
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CONTRACT~'S TERMINAL EQUIPMENT mvmo_n_nz._Dzn

3 Exhibit E-
ntractor: Elavon
Last Update: 812512009
TERMINAL SPECIFICATIONS
Picture: | -
Qe teeminal for all
PRUMOI Ly
Brand/Model Number: Omnl Vx510LE <m:mo=m@ Vx 570 | VeriFone® Vx 610 RDM:Synergy Hypercom® Hypercom® Hypercom® Hypercom®
Ogptimum T4100 Qptimum T4210 Optimum T4220 [P | _T7 Plus modified RDM Synergy 1t
Printer: Integraled quau with _=_mma_mn =..m==m. §=. Integrated =.m==m_ with JThermat printer; 4 A SureLoad™ clamshell SureLoad®.clamshell | Surel.oad® elamshel | BureLoad clamshell deslgn, | Thermal printer;. 24 characters per,
graphics 18 graphics 18 perline, i Diop-in laading, design, drop-n loading, design, drep-n loading, drap-in loading, thermal line, graphics capable, multi-fonl;
lines per second, 24 or32. [Enes per second, 24 o_. mm fines persecond, 24 0r32 jcapable, multi-font; thermal {achnology, 384 thermaltechnology, 384 [ihérmal technology, 384 technology, 384 nu.m per
columns; standard columns; standard © |calumns; standard dots partine, 18 ines per  |dols perfine dols perline line
paper foll 58 n papar.roll 58 ‘paper roll 58 mim) second; including graphics |15+ lines per second 15+ lines per second Paper roll: 2.25"(standard);
{225 in.) x25M, singlo ply  [{2.25.in.) x 25M, singleply |{2.25 in.}x 25M, singl ply B Paper oll: 2,24 {standard}, | Paper roll: 225, 50mm Paper toll: 2,25, 50mm 3 (optional); 57mm x 80mm
Oplional large paper roli 58 . 3%(opilonal); 57mm % 80mm) diameler diameler N
mmx35M dismeter
Modem: -~ Standard 14.4k bps modem| Standard 14.4k bps modem| Standard 14.4kbps modem |Modem: 33.6Kbintemnal. | 561UV.80, synchranous V/.34/33.6Kbps V.34/33.6Kbps [2400bps (standard); 56K | Madent: 33.6Kb intarnal rodert
. - {supporling Bell 103/212a, |supporting Bell 10372128, |{Beld 10372123, CCITT" modem with dala {SLDC) and asynchronotis wiih data eror
CCITT oo V.211V.22V. 22bls, compression, ssrar (SDLC) and asynchronous |correction, ine in use andline
V.21/V.: nm?umw_mz 320V.3{V.21V.22/V.22bisN. 32V.3 { (300/1200/2400/14.4k bps, | corsection, ine In use and intrusion defection
2bls 2bis synchronous and line intrusion detzction
{3007 440 1 4
0 bps) and HC Faat 0 bps) and HC Fast
Cannect for 1200 bps, Connect for 1200 bps.
Wireless Modem: Supports Wide Area :
Wireless GSMIGPRS on.
B 800/1800 MiHz or 850/1900
‘MHz; COMA2000 1X.on
800/1800, and Lacal Area
Wireless Wi-Fi 802.11b
Protocols: Appiication selects between { Application selects helween | Appication selects betwaen
protacols protocols asynchranous prolocols
{Visa 1, Visa 2, and otheis}) {(Visa 1, Visa 2, and olhers}) |{Visa 1, Visa 2, and others)
and synchronous protocels {and synchrenous pratocols | and synehranous protacals
{including ISO 8583/SDLC) { {including 15O B5B3/SDLC) | {including I1SO 8583/5DLC); R
IP enabled wilh optional ‘
TCPUP pratocal slack
Security: SEL v3.0, IDES encryplion,| SSL va.0, 3DES enciyplion,| PCI PED approved; 3DES [Class A & B Certifed Publis Key inlrastrecture | DES: \isa PED approved, |DES: Visa PED approved; | Physical: Intrusion detection|Class A & B Certifed DUKPT,
M and DUKPT| and DUKPT] i |OUICPT, VISAPED {PIK1) securily system PIN-ANSEX9.8, MAC-ANSI [ PIN-ANS] X9.8, MAC-ANS) | Kay management: 12 VISA PED Approved. Physcial
key PCIPED fkey and OUKPT key Approved. designed with RSA, Inc. X0.9 Part 1-ANSI X9.24  [X9.9 Pait 1-ANS| X9.24 masterfsession keys Or 1 |intrusion lackouts
i fils. i file file| Tilple Data Encryplion Telple DES: ANSIX9,52. | Triple DES: ANSIX9.52° | DUKPT;
aulhentication authentication; SSL APi for Standard {DES}) Key DUKPT [iey DUKPT |Visa PED approved
secured IP transactions and lonkeys |and keys
Communications: TwaRS232porisand 1 |one USB 1.1 port supports {wireless Dual RS-232 patds Primary: Dlal {Fimary: 101 00Base-T Modem: 2400bps’ RJ11 (33,8000bps) with Internal
teleo port support flagh memory devices; Two {dual band gsm TM 850- dual wm_:_ @sm TM850- .  |{standard with use of Modem: V.34/33.6Kbps | Ethernet (stendard), 56K (oplional); |modem oplion
peiipherals RS-232 poris support 1900 {1800 splitler); 10/1008as8-T Porls: RS-232 for Modem: V.34/33,6Kbps synchronous (SDLC)and | One (1) RS232 {(MINIDIN 9)
peripherals including PIN Ethomet (slandard); PIN. | petipherals, PIN pert for Ports: RS292 for asynehionous Qne {1) powared RS232 (MINIDIN]
pads and check readers;, pad polt: 4-wire, RS-422; | external PIN pad peripherals, PIN port for PIN pad.port: Singular 8)
One telco port and one exemal PIN pad Ethernet: Oplional, without
Ethernet {with Etherngt/14.4 SsL
10O module) support
Communlcations
Physical: Length: 209 mm (8 In.); Lengih: 209 mm (8in.); | rm:u:.. 208mm (8in.) 875"LX59"Wx53"H [8.984Inx5.981inx252in7 |.6in (wxe1in()x23in {36in{w)x8.1In{}x23in {10.0Inx 518 Ihx2.5 B.75°LX5.9"W x 5.3" H Weight
Width: 102 mm (4 In {Width: 102 mm (4 in.); : 102 mm {4iny - 22.7 crix15.0 cm X 6.4 cm | (h) thys v inf25:4:cm x 13.2 cmx 5.35| 2.5 lbs
Helght: 72 mm (2.8 In.} Helght: 78 mm (3.07 In, v 1) . 91.44 (W) mmx205.74 {) {9%.44 mm.(w)x205.74 mmicm
Weight: n ‘Weight: T g Weight: Device/708g ‘Weight 1.8 (ba/0.85 kg mmx5842mm (h) (1} %:58.42 mm-{h}
(1.10 Ws.), Full {1.651bs.), Full (Welght 1.06 b5 /0.48 kgi | Welaht 1.5 Ibs/D.68 kg
{shipping/1,326 g {2.84 Ibs.} | shipping/1,377 g (3.03 Ibs.) Welght 1.06 bs/0.48kg approximate

Revised 2 10 09 Printed 6/3/2010 8:04 AM
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Contractor:

Last Update:

PIN PAD SPECIFICATIONS

CONTRACTOR'S PIN PAD EQUIPMENT SPECIFICATIONS

=laioci

8/25/2009

Exhibit E-- Attachment Iif - 2

Picture

Hypercom® PIN Pad

Brand/Model Number Verifone 1000 SE {Hypercom® PIN Pad
P1300 .89 .
Item Pinpad Pinpad Pinpad
Description Offers PIN Input fordebit, - {Debit, EBT, and ofher PIN- |Customer hand held
) electronic benefit fransfer, |based transactions credit/debit card reader and
and other PIN-based pin pad that reads both
transactions Smart and Magnetic Stripe
Cards
Display ° 8-character,liquid crystal 2x 16 characters LGD: 2 x 16 characters
display shows up to 16 Backlight: 25,000
characters {hrough (calculated)
automatic scrolling :
Wagnetic Card Reader Magnstic stripe: (optionat);
Tracks 1, 2; :
400,00 reads (calculated)
Smart Card {Optional) Chip card: (optional); EMY

approved; ISO 7818;

SANI Card Reader (Optional)

non-captive; 3V and 5V
cards; two SAM sockets

Keypad 16 large, hard-rubber keys |Elastomeric:-16 keys, water |Elastomeric: 16 keys
splash-resistant, hard
_ e .. |keycaps e .
Security Encryption-Supports Physical. PCI-PED Physical: PCI PED
' emerging 3DES standard; |approved; intrusion detection|approved; intrusion
'Key-management Methods- |Encryption DES: PIN-ANS] [detection,
Allows choice of X9.8, MAC-ANSI X0.9 secure cryptographic
Master/Session and Derived { Triple DES: ANS| X9.62 module
unique kkey per transaction {Key management: DUKPT,
(DUKPT) methods; PED  JANSI X0.24 Part 1 DES: Visa PED-approved;
compfiant -, PIN-ANSI X8.8, MAC-ANS!
: X9.9 Part 1-ANSI X9.24
Triple DES: ANSI X9.52
Key management; DUKPT
or 12 master/session keys
Communications RS-422 PIN pad port PIN pad port: RS-422 PIN
" |(standard) (standard); RS-232
RS-232 or USB client 3-wire (optional)
) {optional) !
Physical Height 1.46 in (37mm); width|3.31 inx 6.02inx 1.30in/ |3.54inx6.73Inx2.09in/
: 2.68 in (68 mm; Depth 5.9+0/84.0 cm x 163.0 cm x 33,0 [8.0cmx 17.1emx 8.3 ¢cm
in {150mm); Shigping lom o
Weight .15 Ib (0.33kg) Wielght 0.40 1bs/0.18 kg 0.5-.61bs/.22 - .27 kg
{depending on the
configuration)
Environment Tempature 32° to 104°F;  [Temperature: 0-45°C/32-  |Temiperature: 0-45°C/32-
Humidity 15% to 90%, non  {115°F - 115°F
condensing Humidity: Max 85%, non-  {Humidity: Max 86%, non-
condensing condensing
ESD: 12,000 volts ESD: 12,000 volts
Voltage 6-14 VDC, maximum power [5v @ 240mA-12v @ " [7.5-14 VDG, 100mA
03w 100mA (standard) (standard)
PGl Meets new PCI security Physical; PGl PED
guidelines approved; intrusion detection
Software secure cryptographic

module

Additional Options/lnfo

Reliability 100,000 hours

(MTBF calculated)

Reliability 100,000 hours
(MTBF calculated)
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CONTRACTOR'S CHECK READER/IMAGER

EQUIPMENT SPECIFICATIONS

Exhibit E-- Attachment Il -3

Contractor: Elavon
Last Update: 812512009 .
CHECK READER

IMAGER SPECIFICATIONS

Picture:

Insert picture B MeriFane.
Brand/Model Number: ] MagTek MICR Imager VeriFone Check
RDM check reader series |w/MSR Reader 600
Description: :
The MICRImage Check Reader is
both @ MICR Reader (Magnetic ink
Character Recognition) and a check-
imaging device. The MICRImage
The EC8000i Gen2 series scanners {reads the MICR character set at the
feature a standard USB port, in bottorn of 2 check, and the Imager  |Combines full
|addition to a wide variety of optional |produces a digitized image of the programmability, remote
features such as Franking entire check. The characters and the | downloading, seli-diagnostic
Acknowledgment printer, internal image can be transmitted to 2 Host  |and universal connectivity in
alphanumeric OCR A and B device. The Host device then uses a |one unit. This leads to
character recognition, OCR E13B  |specific authorization or verification  |improve productivity and
MICR Assist, 3-track bi-directional |process to validate a business reduces check fraud at the
Magnetic Stripe Reader (MSR), and |transaction. The MICRImage Reader|point of sale. CR600's fast
10BaseT Ethemnet connectivity, improves accuracy and speed and accurate check-reading
positioning it as one of the most because there is no manual data capabilities make check
versatile and reliable products in the {entry; therefore there are no keying  |transactions as easy as
- | marketpiace. ) errors or unwanted defays. credit card purchases.
Processor: Renesas (hitachi) Sh-3 32 bit Risc
133mhz |Serial R8-232C / Ethemet
MICR formats: E13B CMC7
Images: . |CCITT Group 4 Compression, bi-
level image, high guality binery (-
b&w) 200 dpi nominal
Standard memory 250 images,

Memory:

optional 650 images based on 10kb
size

Communication Ports:

mini~din 4 pin USE: Type A
connector {(v1,1) Tel/lehternet RJ11.

1 x Seriai - RS-232, 1 x Network -
Ethernet 10Base-

1 R§-232/RS-485 host port

.[Modem:

auxiliary RS-232 ports

33.8kb Iinternal Modem
Size: - ' :
3.51n (86.6 mm), 14.1 (
W 3inch by 9 inch, h 8inch 105,1mm) 6.2 In (157.8mm)
Magnetic Read: Ei138 MICR character set : '

Bi-directional Check Prive:

3 track bi-directional

Software:

Physical Dimensions:

MSR model 8.751x 6.1 Wx5.25 H -

W 3inch by 9 inch, h 6inch

|35 (86.6 mm), 141 (

105.1mm) 6.2 In (157.8mm)

Power:
Power can be supplied by
terminal or ECR,delivering a
Separate wall adapter 24 DC 5a, minimum 12 VDC, 850mA or|
power consumption : 12W power adapter 10 VAC, 1A
Environment: ~32° 10 104° F (0° to 40° C)

32 tc 104 degrees F

~32°t0 122° F , humidity 10% to

, humidity 10% to 80% non-

90% non-condensing

condensing

50f8
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" CONTRACTOR'S WEDGE EQUIPNIENT SPECIFICATIONS

-Exhibit E -- Attachment Ill - 4,

Contractor: E}ia'ﬂ S8
Last Update: : 8/26/2008
WEDGE SPECIFICATIONS
Picture:
Brand/Model Number: Mini Wedge USB Mini Wedge PS2/AT
Description: :
The Minl Wedge Reader The Mini Wedge Reader
looks transparent to both looks transparent to both
the keyboard and the PC the keyboard and the PC
unfil a card is read. until a card is read.
Power is supplied via the Power is supplied via the
keyboard port from the keyboard port from the
PC.When a card is read, | © PC. When a card is read,
the Reader disables the the Reader disables the
keyboard and sends card keyboard and sends card
data using the same scan| data using the same scan
codes used by the ‘cotles used by the
keyboard. The PC cannot| keyboard. The PC cannot
distinguish between data distinguish between data
from the keyboard and - {* from the keyboard and
datafrom the Reader. I | data from the Reader. In
" addition to réading the addition to reading the
standard credit card and standard credit card and -
driver license formats, driver ficense forinats,
these readers wilt read {hese readers will read
custom formats such as custom formats such as
7-bit encoding on all 3 7-bit encoding on all 3
: tracks. tracks: )
Color: white and black white and black
Dimensions: 6.15in. 6.151n.
Weight: 5.8 0z, ] 580z
Can be connected to PC: Can be connected to PC
Connector: flatboard or PC surface. flathoard or PC surface. PS2)
: USB Port connection
Cable Length: 6 foot . 6 foot
R ) « [visA, MasterCard, JCB, VISA, MasterCard, JCB,
Card Type: Diners, Discover, Amex, Gift|Dinérs, Discover, Amex, Gift
Card o |Card
32 to 131F, humidity 10% to]32f to 131F, humidity 10% to
R 90% non-condensing 90% non-condensing
Environment: .

6of8
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CONTRACTOR'S PRINTER EQUIPMENT SPEC]F_ICATIONS Exhibit E-- Attachment Il - §

Elavdh

8/25/2009

Contractor:

Last Update:

Y S

POS PRINTER
SPECIFICATIONS

Picture:

B VeriFone.

Brand/Model Number:

Addressograph
Bartizan Portable
credit card imprinter

Verifone

Description:

imprinter

_{Printer

Physical:

Dimensions: 4.6"L x 4.25"W
x 1.6"H :

H: 3.51 in (94.5 mm); W
6.08 in (156.0.mm); D: 8.2 in
(238.0 mm); Weight: 5.75
Ibs (2.60 kg);

'|Environmental:

J|Environmental Operating

Temperature - 0° to 40° C
(32° to 104° F). Humidity

N/A same
Printing: N/A
Method N/A 8 pin serfal impact
Speed N/A 3.7 lines per second
Characters 11 sets: US, UK, French,

. . German, Danish |, Danish I,
Swedish, Norwegian
graphics printing capability

. N/A
Buffer . NIA 3line
Print Head Life Expectancy N/A 100 Million characters
Mechanism Reliability . 2.5 millien lines MCBF
(Mean Cycles Between
N/A Faiiures) :
Ribbon: )
Type- N/A . |Cartridge
Color N/A Dual color (Red/back}
Life Expectancy. - IN/A 2 million characters
Paper: N/A
Size : .
Paper - Size: 3.0 in (76 mm)
wide standard roll; Format:
N/A - 42-column, portrait
Format Format: 42-column, portrait
N/A
Interface: N/A
Serial N/A RS--232C Compatible
Baud Rate Switch selectable
N/A 1200,2400,4800 & 9600
Power: N/A-
Voltage N/A 220 VAC ( 180-274) 50
©.70of8
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CONTRACTOR'S SOFTWARE FEATURES

Exhibit E-- Attachment m -6

Contractor:

Last Update: " 8/26/2009

‘SOFTWARE FEATURES

Brand/ID Number: Virtual Merchant | - ViéWérp Deluxe
. . - Software S

hitp st [hww. myvirtualmerchant.com/VirtualMerchant/

,80of8
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EXHIBIT F - Equipment and Software

1. EQUIPMENT & SOFTWARE

Each Authorized User is responsible for defining its equipment and software needs,
desired operating objectives, and desired operating environment under this MSA.
Authorized Users will work with their designated Contractor to determine the appropriate
equipment and software needs to meet their specific business and sysiem
requirements. Authorized Users should complete a cost analysis to determine which
acquisition method is appropriate for their needs (purchase, lease, or rent). State
Authorized Users should incorporate these requirements and decisions in the Scope of
Work section of their individual Subscription Agreement (STD 213).

When purchasing, leasing, renting, or disposing of equipment, State Authorized Users
must adhere to all applicable state laws, regulations, policies, best practices, and
purchasing. authority requirements, California Codes, Code of Regulations, State
Administrative Manual, Management Memaos, State Contracting Manua[ and Purchasing
Authority Manual.

2. GENERAL STATEMENT OF WORK:

- Contractor shall provide all Point of Sale (POS) equipment and software' as needed to
implement new or upgrade current system in terms of functionality and technical .
architecture using the latest technology that best suits the needs of the Authorized User. -
The latest models and versions of all components, and the latest software upgrades
must be available to users. '

a. Newly Manufactured Goods

All purchased equipment, including components and accessories, under this MSA v
shall be newly manufactured equipment. Used or reconditioned equipment is
prohlblted except as a replacement and only after the one-year warranty period has
expired.

b. POS Equipment Impiementation Plans

Contractor will provide guidance and recommendations to Authorized Users with
regards to Contractor's equipment and/or software offering based on the Authorized

. User's processing environment requirements. This includes programiming and .
deployment of chosen equipment/software. Installation and training of that
equipment and/or software will be provided by telephone with Contractor's training
staff. Contractor shall coordinate with Authorized Users to develop a mutually
agreed upon implementation schedule. Contractor shall coordinate with Authorized
Users to develop an implementation schedule to determine that Authorized Users
have all the appropriate supplies, space and time requnred for the discovery,
installation, tramlng and testing.

1 All references to software herein are to software provided by Contractor hereunder, and not 1o third
party software acquired or used by an Authorized User.

, 10of6
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EXHIBIT F — Equipment and Software

C. Servrce Provrder Back-end System Software

Contractor must successfully - mtegrate the POS equrpmen’t between Authorrzed‘

User’s internal system and their affected locations.

d. POS System Architecture Software Requn'ements

Contractor shall make necessary modrflcatrons adjustments and repairs to keep the 1
- software operating without abhormal lnterrup’uons to correct latent deficiencies with *
respect to the software specifications, and in compliance with applicable federal laws

and regulations.

+ Contractor shall provide soﬁware modif oa’rlons for operation with the"}

infrastructure, for the term of the contract.

+ * Contractor shall provide hew versions of the software o keep the Authorrzed
User abreast of the Confracior's current software product. Complete

documentation of all system enhancements or revisions will be provided with new
releases of software. Documentation must describe, in a user-friendly manner,

what the Authorized User needs to know to understand edch level on whlch the_

- software operates

+ -Contractor. shal] provide modlflcatrons and enhancements that (1) will be
delivered mstalled or installable, on-the Authorized Users system, (2) must’
- operate: without abnormal -program mterruptlons and (3) must provide the
functions as required by the specrflcatrone and as described by documentatlon “

supplied by the Contractor.

+ Contractor shall, at no additional cost to the Authorized User, ensure that any
new versions or upgrades of Software shall contain all modrﬁca’nons and
enhancements that were developed for the Authorized User:

| e. 'Statlstlcs, Reports and Other Outputs

The POS device’s transaction information is available through Elavon’s Merchant
Connect Reporting, which is an onling financial management reporting solution.

f.. POS Eqmpment Authentication Software

The Contractor shall provrde the Software necessary or authen’rlcatron and
initialization so tha’r the device is recognized by the Authorized User's system. The
software must be pre- loaded to the devics, allowing the device fo initialize to. the
back end. ‘

2 Abnormal ending or termination of a computer program resultmg from a computer program error or a
machine malfunction.

2076
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EXHIBIT F — Equipment and Software

‘Integrated Front-end POS Systenj Work Stations

+ The Coniractor shall develop an Integrated Front-end POS System Work
Stations and Peripherals plan that documents interchangeability, re-configuration
of latest revisions, and delivery requirements for spares.

+ All software and equrpment shall be configured to the latest revision during the
warranty period. :

+ All equipment and software shall be interchangeable with their corresponding
device.

POS Replacement Plan

The cost of replacement after the equipment meets the minimum service life shall be

“borne by the Authorized User under a scheduled replacement pian. The cost of

unscheduled replacement of devices during the one-year warranty period shall be -

| . borne by the Contractor.

Under the scheduled replacement plan, the Authorized User shall have the optlon of
replacing equipment with an identical unit at the lower of the market price at time of
replacement or with a compatible yet more capable umt at the current market price,
if such a unit exits. . :

+ The Contractor shall deVeiop a Scheduled Replacement Plan that documents
. what equipment gets replaced, when it gets replaced, the logistics of removal
and installation, and the required testing.

Maintenance and Repair Support

. The Contractor must provide maintenance and repair support 24 hours a day, 7 days

a week to assist the Authorized User in optimizing its POS equipment. The
Contractor shall provide a wide range of services from telephone 1o on-site support,
equipment exchange according to the Authorized User’s equipment type, and enable
efficient problem resolution with experienced on-site and remote technical support.
On-site technical support is dependent upon the situation and |mplementat|on :

criteria and will be mutually agreed upon by the parties.
" The Contractor shall be responsible for all maintenance support activities (repair,

replace or preventive maintenance) required for all POS equipment. The contractor
shail upgrade any or all POS equipment during the life of the contract as new
technology becomes- available as requested by the Authorized User and at the
Authorized User’s expense.

The Contractor shall have repair policies and proced_ures in place to prevent illegal

 activity during the repair process. All parts, equipment, and firmware must be up-to-

date and readily avaxlabie in addition, only authorized components may be used for
the repair.

3ofe‘
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EXHIBIT F — Equipment and Software

j- Exchange Services

The contractor will provide exchange support Monday through Frlday from 8 00 a.m.
‘throuigh 5:00 p.m. Contractor will ship replacement the same day support call is
received and schedule next day delivery fo the Authorized User. If call is received
after 3:00 p.m. PST, replacement is shipped the following business day.

3. SECURITY STANDARDS:

All equipment and software must meet the following sécurity staridards: as applicable:
PClI Compliance, POS Compliance Security, POS Physical Security, - POS
Decommissioning Security, and POS Deployment, Repair and Tracking Security.

a. POS Comphance Securlty
The Contractor shall adhere to. best practlces procedures to ensure the followmg

h ; The POS devsce has been tested and it is an approved Tamper—Resrstant
Security Module (TRSM) (approved as a TRSM by the network or PC! standards
company). o _

+ The device has been ‘inspected for tampermg before the encryptron keys are
mjected

+ At a minimum a DUKPT or Triple DES key that was oreated under the prrncrples
of dual control and split knowledge has been injected into the device before
Personal Identification Numbers (PINs) are entered. (Dual Control-means that at
least two authorized individuals are required to work in partnership to carry out
an activity, such as generating, storing, or lodding the cleartext components of a
key. Split Knowledge means that no single individual knows, or has access o, a
whole entity, be it all the clear-text components of a key, or the combination of a
safe where key components are stored ) - Asymmetric cryptography is
recommended. ‘ . o

-+ Each device will have unique keys.

b. POS Physrcal Securlty

Contractors shall adhere to security measures fo ensurée that the POS machme is
properly installed, managed and protécted in a way that addresses and manages
- risks-of attacks against it. These’ securrty measures manage and protect against
theft and illegal modification. These measures- shall also protect the cardholder’s
PIN eniry privacy. POS devices should be inventoried and placed in secured,
locked- and -monitored areas during storage, serv;crng and s_hrpprng

40f6
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EXHIBIT F — Equipment and Software

POS Deployment, Repair and Tracking Security

The Contractor shall ensure that best practices will cover terminal inventory and
tracking controls during all phases of its ln‘ecycle

+ the manufacturing phase; while in transit and testing; the key injection process
and the installation commissioning process; operation (Authorized User phase);
and .

+ when offline - storage, repair or inactivity periods.

POS Decommissioning Security

Both the Contractor and Authorized Users shall have policies and procedures in
place to ensure that POS devices due for decommissioning have their cryptographic
keys safely removed when the terminal is de-installed and that the device is then
“zeroized”. “Zeroized” devices have no remaining encryption keys or data within
them. Procedures shall exist and be followed during the physical removal and
transportation of the de-installed device to ensure that it canno’c be stolen,
1ntercepted or otherwise acqurred by fraudsters or cnmlna!s

OTHER PROVISIONS:
Warranty

The Contractor (not the manufacturer) shall provide a one-year warranty for all

equipment/software newly purchased from the Contractor. The Contractor's sole
obligation shall be to repair or replace the defective product during the warranty
period at no charge to the Authorized User. Such repair or replacement will be
rendered by the Contractor or by one of its authorized repair depots. Cost for
shipment of said products to the Contractor shall be paid by the Contractor. The -
Contractor will then ship the repaired/replaced product to the Authorized User. The '
Contractor may not at its sole discretion replace the defective product (or any part
thereof) with any reconditioned product that the Contractor reasonably determines is
substantially equivalent (or superior) in all material respects to the defective product,
until the one-year warranty period has expired and such action has been approved
by the Authorized User. Repaired or replacement products will be warranted for the
remainder of the onglnal one-year warranty penod from the date of original retail
purchase. :

Buy Back Program

The Contractor may offer {o Authorized Users a Iarge-scale buyback and upgrade
program, providing for the return of Elavon supplied marketable equipment for

~ purchase or upgrade fo newer technology, on a case by case basis.

,50(6
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EXHIBIT F — Equipment and Software

. Recycling

Contractor will issue call tags for returned and/or swapped équipment for the State.
Equipment will be returned to Elavon's Knoxville Tennessee facmty and will be
processed pursuant to that state's recycle/dlsposal laws. . :

. Equipment Recall

- Contractor will notify Authonzed Users if a purchased item is- affected by a product
recall. Contractor will provide mstructlons on how to return or replace the
equipment. ‘

. Substxtutlons
Substitution of deliverables may not be tendered Wlthout advance wrrtten consent of

the Authorlzed User.

lnspecuon

All deliverables may be subject to final lnspectlon test and acceptance by the
Authorlzed User at destination, notwrthstandlng any payment or lnspectlon at
source. :

. Damaged and Defective ltems
Contractor will provide credit and/or replacement for freight-damaged or defective

items at no charge within 48 hours after the Authorized User notification. This also:

includes. incorrect products- shipped or an order entry error by the Contractors
customer service representative. The Contractor-cannot require the Authorized User
to dedl directly with the manufacturer. Additionally, the Contractor shall provide the
. Authorized User with a prepaid and self addressed label for the return of the item.
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Exhibit G--Agreement For Merchant Processing Services

1. SCOPE OF THIS AGREEMENT; DEFINITIONS AND GENERAL PROVISIONS

a. Scope: Your acceptance of electronic payments is governed by this Agreement
(defined below). .

b. Definitions:

Affiliate méans any entity that controls, is controlied by, or is under common control of a |
party, including its subsidiaries. '

Agreement means the Std. 213 form and the Master Service Agreement which includes all
Exhibits (‘MSA”). and Contractors Merchant Operating Guide, and mutually agreed upon
amendments thereto. :

Associations or Payment Networks means any:"

(a) Credit Card Association (defined as (i) Visa.; (i) MasterCard; (iii) American Express;
(iv) Discover Network; and any successor orgamzatlon or association to any of the

: foregoing); :

(b) EFT Network (deflned as (i) Interlink Network Inc., Maestro U.S.A., Inc., STAR
‘Networks, Inc., NYCE = Payments Network, LLC, PULSE Network LLC,
ACCEL/Exchange Network, Alaska Option' Services Corporation, Armed Forces
Financial Network, Credit Union 24, Inc., NETS, Inc., and SHAZAM, Inc.; and any
successor organization or association to any of the foregoing);

(c) ECS Association (defined as Visa (in its operation of the Visa POS Check Service),
NACHA and any regional ACH association or network, the Federal Reserve (in its
processing of ACH entries or Demand Drafts or other legal replacements or substitutes
for a Paper Check, including under the Check Clearing for the 21 Century Act or under
applicable provisions of the Uniform Commercial Code; and any successor organization
or association to any of the foregoing)

(d) governmental agency or authority.

Association or Payment Networks Rules means the rules, regulations, releases,
interpretations and other requirements (whether contractual or otherwise) imposed or
adopted by Associations designated in this Agreement lncludmg all amendments as agreed
upon pursuant to Exhlblt G, Section 3.

Authorization means the process by which the Authonzed Users electromcally accesses
Servicers’ computerized system, unless such system is inoperable or otherwise not
accessible to the State, in which case the State shall utilize the designated toli-free
teiephone number, to obtain credit approval from the Card issuing bank before compiletion
of the Card transaction.

Authorized Users means (i) State of California government entities that participéte in this
MSA (“State Authorized Users”), and (ii) Local government entities that participate in this
MSA (*Local Authorized Users”), as further defined in Exhibit D.1 of the MSA.

Bank (Qr “Member”) means U.S. Bank.
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Bankruptcy Code means titls 11 of the"United States Code, as amended from time to’

time.

Business Day means a day (other than Saturday or Sunday) on which Bank is generally
open for business.

Card or Payment Dewce ‘means as any devnce or methdd used for the purpose of
revolvmg line of credlt) deblt card (assocrated with an electronlc deblt to the Cardhoiders
account), and any other financial transaction device or method, including an electronic gift
card (special stored value card), check (whether converied into electronic form or used.as a
source document for an electronic fund transfer) electromc benefrts transfer card stored
value card, “smart” card, or other device created fo be used for the purpose of obtalnmg
" credit or debiting a designated account, that is now or hereafter effected through Charges
with Authonzed Users : o . L

_ Cardholder means the mdrvrdual whose name. appears on the Card ot in whose. name a
Card has been issued, and any person ‘who purports to be an authonzed user of such
Card —

Charge transaotlon or Transactlon means any actlon between a Cardholder using a
-Card and an Authonzed User that results in activity on the Cardholder’s account (e.g.
payment purchase, refund or return) : :

Chargeback means the procedure by which the funds from a Sales Draft or other mdncna of
a Card- transaction (or disputed portion thereof) are returned to the cardholder by the
issuing bank. Visa or MasterCard will debit the Servicers thé chargeback amount to make
the issuer whole. - The Serwcers in_turn will recoup the “chargeback amount from the
Authorized User. .

Chargeback Percentage means the ratio of overall Chargeback-to-settlement volume.
_Spedifically, your Chargeback Percentage means the actual monthly percentage calculated
by dividing. your total monthly VISA and MasterCard Chargeback items.in any line of
business by the number of the State or your total monthfy VISA and MasterCard
fransactions in such line of business

Contractor means Elavon Inc:; orits. afflhates prowdlng services hereunder

Contractor System means any hardware software system or methods used by
Contractor to perform the Services, and expressly exclude any third party hardware,
software, systems or methods used by an Authorized User.-

. Credit Voucher means the evidence of a refund or price adjustment by the State or
“Authorized User to a Cardholder's Card ‘account in connection with a prior purchase by
stuch Cardholder using a Card regardiess of whether the form of such evidence is in paper,
electronic or otherwise.
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Electronic Check Service (ECS) means the service offering by Elavon‘pursuant to. which

transactions effected via an ACH payment device are presented for clearing and settiement
by or through an ECS Association.

Establishments means all of your locations, outlets, websites, online networks, and all
other methods for selling goods and services, including methods that you adopt in the
future.

Establishment Number (sometimes called the “merchant id” or “SE” number) is the unique

number we assign to your Establishment; if you have more than one Establishment, we
may assign to each a separate Establishment Number.

Marks mean names, logos, service marks, trademarks, frade names, taglihes, or other
proprietary designations belonging to the Associations.

Operating Procedures means the manual prepared by Servicers (including the Merchant
Operating Guide), containing operational procedures instructions and other directives
relating to Card transactions.

Preauthorized Order means a Cardholder's written authorization to make one or more
future charges to such Cardholder's Card account.

Recurrmg Sale means a Cardholder’s written authorization to make one or more future
charges to such Cardhoider’s Card account.

Sales Draft or TranSaction Receipt' means evidence of a purchase of goods or services
by a Cardholder from the Authorized User using a Card, regardless of whether the form of
such evidence is in paper, electronic or otherwise, all of which must conform te Association
Rules..

.' Settlement Account or ZBA means an account at a financial institution designated by the
Authorized User as the account to be credited by Servicers for Card transactions, and other
amounts due hereunder.

Servicers means collectively Contractor and Bank.

Subscription Agreement means the Authorized User's Stahdard 213 form or contract
equivalent, the Selected Services Signature Page, and the Authorized User Participation —
Set Up Form, all MSA Exhibits, Authorized User's Scope of Work and Invoice contact
information, and any attachments or amendments thereto.

We, our, and us also means Servicers.

You, you and YOur means each Authorized User individually, not collectively.

Other defined terms appear in italics in the body of this Agreement.
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c. ForYour Use Only: . This Agreement covers only you. You. must not obtain

Authonza’nons submrt Charges or credlts or reoelve payments on behalf of any other
party.

2. ACCEPTANCE OF CARDS

_ 2 1 You will accept any Card properly tendered, without imposing any ‘special conditions
(such as requiring identification) not required or allowed by Association Rules. You will
assess no special charge (a surcharge in connection with accepting a card for
payment) or extract any special agreement, condition (including any minimum or

. maximum transaction amounts) or security from a Cardholder in connection with any

“ ' Card transaction. "You shall not post signs 1ndrcat|ng that. You will refuse 16 honor Card
transactions below or above a specnfled transaction (i.e., $5 minimum to use payment
card). You may offer a discount for using cash if clearly disclosed as a discount from
the price available for all other means .of payment. You shall not engage in
acceptance practices or procedures that discriminate against, discourage or favor the
offered use of any particular Card accepted by You. You will not require Cardholders

‘to provide personal information. such as a home or business telsphone number, a
home or business address, or any form of identification (such as a driver's license) as
" a condition for honoring and accepting a Card, uniess specifically required by this

_ Exhibit G or the applicable Association. You shall not accept Cards at termmals that
dispense scrip in violation of the Association Rules.

2.2 You must check each Card accepted for validity in accordance with the terms of this
Exhibit G, the Operating Procedures -and the applicable Association Rules. You must
not submit any sale that was not created between You and the Cardholder for
settlement and under no circumstances may You submit any sale that ‘has been

.- previously charged back by the Cardholder and returned to You.

2.3 You will check each Card used during a transaction for validity in accordance with the
terms of -this Exhibit G, the Operating Procedures and_the applicable Assocna’uon
Rules. You will rot honor a Card that appears to be invalid or expired.

2.4 All Sales Drafts and Credit Vouchers must include (i) either a manual imprint or an
“electronic printing of the Card obtained by passing the magnetic stripe on the Card
through a point-of-sale terminal, of Cardholder information contained on the Card or
magnetic stripe; (i) the signature of the authorized user as it appears on the Card; (iii)
the date of the transaction; (iv) a description of the merchandise sold or rented or the
services rendered; and (v) the total cash pnce of the Card transac’uon (Includlng
faxes).

2.5 Except for transactions completed by using magnetic stripe reading point-of-sale
terminals that print Card transaction records or originated at limited amount terminals
that are capable of reading magnetic stripes and limit each Card transaction to ftwenty-
five ($25), You are deemed to warrant the true identity of any Cardholder unless You
imprint the Card on the Sales Draft, as described in subsection 2.4, above.

2.6 Unless a Card transaction is governed by Section 5, Section 8 or otherwise specifically
authorized by Servicers in writing, You may only complete a Card transaction ‘when (i)
the Card is present and (X) the data stored on the magnetic stripe is electronically
read and printed by a magnetic stripe reader or (Y) the Card is manually imprinted, (ii)
the Card is signed and the srgnature on the Sales Draft appears to be the same as the
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signature on the Card, (iii) the Cardholder resembles the person pictured (if any) on
the Card, and(iv) all, or the. appropriate portion, of the embossed account number on
the Card matches with the corresponding digits printed on the Card and with the
account number displayed and/or printed by a point-of-sale device reading the
magnetic strip on the Card. (If a previously unsigned Card is signed at the time of a
Card transaction, You will review (and ideniify on the Sales Draft) a current, official
government identification document (such as a driver's license or passport) bearing
the Cardholder's signature.) You will deliver at least one copy of the Sales Draft or
agreement or Credit Voucher to the Cardholder.

2.7 You shall determine in accordance with Association Rules and the Agreement which
types of Cards and processing services You will agree to accept as a form of payment
from your customers by selecting the applicable processing services on the Authorized

“User Participation - Set Up Form (Exhibit D, Attachment I).

3. OPERATING PROCEDURES; ASSOCIATION RULES

You acknowledge that you have received the link to the Operating Procedures, the terms of
which are incorporated into this Exhibit G. You agree to follow the procedures in the Operating
Procedures in connection with each Card transaction. You aliso agree to comply with all
applicable Association Rules, including all requirements applicable to obtaining authorization
for ACH debits from a consumer account as applicable, and to comply with all laws applicable’
to the selected processing services, including without limitation, laws related to. Cards,
electronic fund transfers, confidential treatment of information, and the Fair and Accurate
Credit Transactions Act of 2003 (FACTA), including its requirements relating to the content of
transaction receipts provided fo Cardholders. From time to time, Servicers may change the
Operating Procedures by providing You with at least (30) days’ prior written notice of the
change. Howeéver, in the event of changes in the Association Rules or due to security reasons,
certain changes in Card procedures may become effective on shorter notice. If Servicers
change their Operating Procedures during the term of the Agreement, and such changes are
not mandated by an Association or governing body of rules or guidelines, the change will be
subject to review and approval by the State and. Authorized User within sixty (60) day of recelpt
of change notice. Failure of the State or Authorized Users to object, and continuation of Card
acceptance hereunder, will constitute the State’s and Authorized Users’ acceptance of the new
Operating Procedures. The State and/or any Authorized User may provide notice to terminate
for convenience as provided in Exhibit D, Section 11.b, if any changes to Operating
Procedures and/or Association Rules are unacceptable. While it is intended that the Operating .
Procedures will supplement this Exhibit G, if there is any conflict between the terms of this .
Exhibit G and the Operating Procedures, the terms of this Exhibit G will govern, uniess the
conflict is directly related to a change in the Operating Procedures which specifically
addresses a procedure or requirement detailed in this Exhibit G. If You lose or otherwise
misplace the Operating Procedures or notices of changes thereto, You shall be respon3|ble for
contacting Serwcers o obtain replacement copies or links thereto.

4. AUTHORIZATION
4.1 You shall' be responsible for obtaining Authorization in advance for each Card
transaction. The Authorization number provided by Servicers or issuers shall be noted
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by You in the approptiate place on the Sales Draft 1f Authorization is declined You

‘ shall not complete the Card transaction.

4.2 You shall comply with any special authorization procedures contained in any other
sections of this Exhlblt G, the Operating Procedures, the l\/lSA and the Association
Rules.

4.3 You acknowledge that Authorlzatlon (l) indicates only the availability.of credit at the
time of Authorization; (i) does not warrant that the person presenting the Card is the
 rightful Cardholder; and (iii) is not an unconditional promise or guarantee by Servicers
that any Card transaction will not be subject to Chargeback.

4.4 You may, as permitied in this Exhibit G or the Operating Procedures obtain & voice
authorization“or manually enter the transaction, in the event that the POS Terminal is
‘not operating ‘properly. -Servicers will provide You with a response for voice
authorized transactlons and You shall record any approval number on the Sales Draft.

4.5 Servicers shall have no obligation {0 process any transactions initiated with a Card

“type not selected by You on the Authorized User Participation Set-up Form and .
Setvicers shall be -entitled to- decline such transactions without first attempting to

obtain an authorization. In the event any such transaction is inadvertently not declined

by . Servicers and is authorized by.an Association, You. shall be fully liable for each

transaction, as if the ’Card type initiating in such transaction was selected by You.

TELEPHONE AND MAIL ORDERS

5.4 If You are authorized'to accept telephone or mail orders, Authorization for each such"
Card transaction, regardiess of the face’ amount must be obtained and You must write

"TO" (indicating telephone order), or "MO™ (lndlcatlng mail order) as applicable; on the

Sales Draft.in lieu of the Cardholder's signature. You assume all responsibility for
identification of the Cardholder and the validity of the Card information for telephone |
and mail orders: Feor telephone and mail order Card transactions where merchandise

is to be shipped- or delivered fo or for the Cardholder, the shipping date shall not be -

more than five calendar days after the Authorization is obtained, and any- sh|pp|ng
- costs not included in-the Authorization amount must not exceed fn‘teen percent (15%)
of the amount authorized.
5.2 An instaliment payment option may be offered for telephone or mail order merchandise
if all terms are clearly disclosed, each installment is authorized, the first installment i$
not subimitted for settlement until the merchandise is shipped, and subsequent
installments are submitted no more frequently than monthly.

5, 3 Under no circumstances may You require that a Cardholder complete a postcard or“';
other document which displays the Cardholders account data in plain’ view, when

mailed.

5.4 You will comply with the - procedures for Card Not - Present transactlons in the‘

Operatrng Procedures and AssOCIatlon Rules

. MULTlPLE SALES DRAFTS AND PARTIAL CONSlDERATION

6.1 Except as shall be specifically set forth in the Operating Procedures or the Association
Rules, You shall list all items of goods and services. purchased during each Card
transaction and the total amount thereof on a single Sales Draft.

6.2 You shall comply with all’ special procedures and conditions’ applicable under the
Operating Procedures and the Association Rules with respect to any partial payment,
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installment payment, delayed delivery or advance deposit situation and any delayed or
amended charges for a travel and entertainment transaction. You shall not use more
than one Sales Draft to represent a single Card transaction to avoid the need for
Authorization.

7. PREAUTHORIZED ORDERS AND RECURRING SALES.

7.1 A Preauthorized Order or Recurring Sale may include the payment of recurring
charges such as insurance premiums, subscriptions, membership fees, tuition or utility
charges and may also include preauthorized health care payments (subject to the
‘associated preauthorized payment schedule between the Cardholder and You). '

7.2 if You are authorized to accept Preauthorized Orders or Recurring Sales,
Authorization for each such Card transaction, regardiess of the amount, must be
obtained and You must write “Recurring Transaction” (for Visa and other non--
MasterCard Card transactions) or “Pre-Authorized Order” (for MasterCard Card

* transactions) as applicable, on the Sales Draft in lieu of the Cardholder’s signature.

7.3 Except for preauthorized health care payments for the incremental costs not covered
by insurance, advance deposits and installment payments, all made in compliance
with this Exhibit G and the -Operating Procedures and Association Rules, a
Preauthorized Order or Recurring Sale may not include partial payments made to You
for goods or services purchased in a single transaction. In no event may any finance
charges be imposed on any periodic payments in connection with a Preauthorized
Order or Recurring Sale.

7.4 You may not accept a Preauthorized Order or Recurring Sale from a Cardholder for -
the purchase of goods or services which are delivered or performed periodically unless
the Cardholder completes and delivers to You a written request (and, when applicable,
a written renewal request) identifying (i) the goods or services to be charged to the
Cardholder's account, (i) the amount of the preauthorized or recurring charges (unless
such charges are for variable amounts), (iii) the frequency of the preauthorized or

- recurring charges and (iv) the duration of time for which the Cardhoider's permission is
~ granted. [If You accept any Preauthorized Orders or Recurring Sales for variable
~ amounts, You must do so pursuant to associated preauthonzed payment schedule
, between the Cardholder and you.

7.5 The Cardholder's written request (including any written renewal request) must be (i)
retained for the duration of the preauthorized or recurring charges; (i) provided In
response to a Card issuing bank’s request for original documentation; and (iii) used no
longer after receiving notice of cancellation. .

7.6 You will comply with the procedures for Recurring Payments and Pre-Authorlzed
Orders in the Operating Procedures and Association Rules.

8. INTERNET PROCESSING ‘
You must obtain approval from Servicers to accept and process Internet transactions
through Servicers. You also acknowledge that you must inform Servicers of your use of
any processing software, third party Internet payment gateway, shopping cart, Web Site
host, or other service provider (collectively “Internet Service Providers”), that any Internet
payment gateway must be approved by Servicers and that You are prohibited from-
transmitting any Cardholder transaction data to any Internet Service Providers (or any third
party) without the approval of Servicers. . If authorized to accept payment by Internet, the
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Sales Draft shall be completed without the Cardholder’s signature or an imprint but shall
include the Cardholder’s name, billing address, Card number, expiration date, of the Card,
a descrrp‘uon of the merchandise or service and the date and amount of all charges. You
will comply with the requirements for Card Not Present Transactions ‘specified in the
Operating Procedures and Association Rules. All Internet fransactions will be settled by

Servicers into a deposifory institution in the United States. You shall process Internet .

~transactions only (a) if the Internet fransactions have been encrypted by Servicers or by an
~ Internet Service Provider acceptable to Servicers and (b) Cardholder data is protected by
You as required by the then current Association Rules, PCI data security requirements, or
any other applicable regulations. Encryption is not guarantee of payment to You. You
-acknowledge that Internet transactions may be. authorized and settled through separate
BIN/ICA numbers and’ mterchanges and that Servicers may be unable t6 combine deposits
- of Internet fransactions and non Internet credit and debit Card fransactions. Because the

fransactions processed via the Intemet are higher risk, You may be charged higher
Assocratron fee. Internet transactions are subjected {0 a higher incidence of chargebacks
and, as with non-Internet iransactions, receiving an Authorization and followmg
procedures: will not relieve You of liability associated with Chargebacks and/or ‘the
fraudulent use of customer data obtained off of Your Web Sites. All communications costs
related to Internet transactions are Your ‘responsibility.” Servicers will not manage the
Internet telecommunication link which is also Your responsibility. Obtaining any license or
sub-license of software required to permit You to process Internet transactlons shall be
Your responsibility, and if obtained from Servicer’s, subject to a separate agreement.
Servicers do not guarantee that obtaining requrred approvals from Servicers or
~ implementing suggested security measures will cause Your Internet transactions fo be
secure or impregnable, and Servicers will not be responsible in the event of the infiltration
of Your or any Internet Service Provider's security systems. You further acknowledge and

- agree that Servicers are not responsible for- the security of the Cardholder data or

information stored on Your or any Internet Service Provider's computers, systems or Web
Site(s) and that You will be solely responsible for any liability, fines, or penaltres arising
from its use, storage or dissemination.of Cardholder data.

. CARDHOLDER REFUNDS AND CREDITS

9 1 If a Cardholder returns goods or cancels services purchased from You with a Card, or
You allow any other price adjustment after a sale has been completed and a refund or
‘adjustment is.due to the Cardholder (other than any involuntary refund required by
“applicable airline or other tariff or by law), You will not return cash to the Cardholder
but will instead prepare a Credit Voucher and process each such refund or adjustment,

" as specified in the Operating Procedures and Association Rules. You will give ‘the
Cardholder a copy of the completed Credit Voucher.
9.2 If You establish a policy limiting refunds or acceptance of returned merchandise (e.g.,

no refund, exchange only, in-store credit only, or special conditions), You must follow-

- the procedures regarding refunds and returned merchandise as set forth in the
Association Rules including, without limitation, the proper disclosure of such policy on
all copies of each Sales Draft in letters at least 1/4" high in close proxrmlty to the space
provided for the Cardholdet's signature. - :
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You will not accept money from a Cardholder for the purpose of preparing and
depositing a Credit Voucher that will affect a deposit to the Cardholder's account. You
must not process a Credit Voucher without having completed a previous Card
transaction with the same Cardholder (or with a Cardholder who purchased a gift
returned by the recipient). Under no circumstances may You require a Cardholder to
waive the Cardholder's right to dispute a Card transaction with the Card issuing bank.
You acknowledge that Elavon may delay cardholder credits for up to five (5) business
days for accounting verification. Credits issued by you to PIN-debit Cards will not be
subject to this delay. '

10.PRESENTMENT OF CARD TRANSACTIONS
10.1You shall electronically or physically deliver to Servicers Sales Drafts for all Card

transactions to be processed and settied hereunder. You will submit Sales Drafts to

Servicers in no event later than the fifth calendar day or third banking day (whichever -
is earlier) after completing Card transactions (unless You are entitled to any special .

~extension of these deadlines). You acknowledge that the times specified in the

10.2 You will not submit any Sales Draft that was not created in conjunctlon with a Card:
fransaction between You and the applicable Cardholder. Under no circumstances will -
You submit any Sales Draft that has been previously charged back by the Cardholder

N

previous sentence are the maximum deadhnes and that faster time frames are
required to qualiify for incentive programs.

and subsequently returned to You.

11. SETTLEMENT OF CARD TRANSACTIONS
11.1 Servicers will only be required to settle Your Card transacnons for Cards as specified

herein provided that Servicers receive your Card transaction information in the format
required by Servicers. Promptly after presentment of Sales Drafts pursuant to Section

. 10, above, as applicable, Servicers will initiate a transfer via Automated Clearing

11.2

11.3

House Credit of the applicable settlement funds to You. When Servicers receive
payment of settiement funds through automated clearing house credit, Servicers will
initiate a transfer of such applicable settlement funds through ACH to Your Settlement

Account. Settiement by automated clearing house credit will take place according 1o

the schedule indicated in Exhibit A, Section 4.a.2.

All settlements to You for VISA and MasterCard Card transactions will be based upon

gross sales, less credits/refunds, adjustments, Chargebacks, amounts payable to third
narties pursuant to instructions from You in accordance with Association Rules.

All credits to Your Settlement Account or other payments to You are provisional and
are subject to Servicers' final audit, and Chargebacks. You agree that Servicers may
credit Your Settlement Account for any overages, pending Chargebacks, or may offset

- chargeback amounts from settlement funds due to You. Alternatively, Servicer will

11.4

invoice You for any deficiency, fine, or fee amounts, net due 30 days after the invoice |

date or on such earlier date as may be specified.

Servicers will not be liable for any delays in receipt of funds or errors in debit and
credit entries caused by third parties including but not limited to any Association or
Your financial institution. In addition fo any other remedies available to Servicers
under the Agreement, You agree that should any of the events set forth in Paragraph

17.2 occur, Servicers may, upon at least 24 hours’ advance written notice, change
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processing or payment terms o suspend credits or other payments of any and all

' funds, money and amounts now due or hereafter to become due to You from Servicers
pursuant to the terms of this Exhibit G, until Servicers have had reasonable
“opportunity fo investigate and discuss such event with You. In cases of fraud,
suspicious activity or similar cause, no prior notice shall be required, but Servicers
shall notify You in.writing within three business days after effectuating a suspension of
credits or other payments that have not been released, which notice shall state
Servicers' reason for the belief that such fraud, suspncnous ac’uvnty or sxmllar cause
exists.

12, FEES; ADJUSTMENTS COLLECTION OF AIVIOUNTS DUE , .

12.1 Servicers shall charge You a fee for the Services, which shall be calculated and
payable pursuant to Exhibit E. The fees shown on Exhibit E shall be calculated based
on the net amount of transactions submitted to Servicers. If Your Card transactions

- fail 'to qualify for the reduced interchange fees, Servicers shall process such Card
transactions at the appllcable interchange fees as set by the applicable Association. If
a transaction fails to qualify for Your anticipated interchange levels, then the
Association will downgrade the transaction and process it at a more costly. mterchange
" level for which it does qualify which amount will be passed onto You, = -

12.2 'Beginning on the Agreement Effective Date, all Authorized Users collectively under the
MSA will be assigned to one of the pricing tiers-identified on Exhibit E Attachment |
based on the Transaction count for the twelve (12) month period prior to Effective
Date. The Transactions included in the Transaction count are the aggregate number

of all Visa, MasterCard and Debit Transactions processed by Contractor: for all

Authorized Users. 'Ongce annually, one month prior to the anniversary. date, Contractor

will review the combined Authorized Users’ Transaction count data for the prior twelve

(12) months and, upon the first day of the month following the annual annlversary

“date, will apply the applicable pricing tier to all Authorized Users.

12,3 The fees for Services set forth in Exhibit E may be adjusted to reflect increases or

- decreases by Associations in interchange, assessments or other Association fees or to

pass through increases charged by third parties for on-line communications and

similar items. All such adjustments shall be Your responsibility to pay and shall

- becoeme effective upon the date any such change is implemented by the applicable

- Association or other third party. You shall at all times be responsible for, payment of

all fees and charges (including increases additions, or modification made thereto),

without limitation, of any Association, Internet Service Provider, telecommunications

provider, federal, state, or local governmental authority (each a “Third Party”)

“including, without limitation any switch fee, issuer, reimbursement fee, adjustment fee,
~-interchange fee, assessment fee or access fee, (collectively, “Third Party Fees”).

- 12.5 In-addition to the regular Chargeback fees, as set forth on Exhibit E Attachment I, You

' . agree to pay Servicers any fines, fees, assessments, or penalties imposed on
Servicers by any Associgtion, resulting from Transactions or Chargebacks and any
other fines, fees or penaltles imposed by an Assocxatlon Wlth respect to acts or
omissions of You or your Third Parties.

12,6 It is your responsibility ‘to reconcile the statements regarding Transaction activity
~ received from Serv:cers any Assoma’uon and any third party vendors with the
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statements You receive for your bank account. You must promptly examine all
statements and promptly notify Servicers in writing of any errors in the statement
received from Servicers. Your written notice must include: (i) Your name and account
number; (i) the dollar amount of the asserted error; (iii) a description of the asserted
error; and (iv) an explanation of why You believe an error exists and the cause of it, if
known. That written notice must be received by Servicers within forty-five (45) days of

the date of the Servicer statement containing the asserted error.

13. CHARGEBACKS
13.1You shall. be responsible for all Chargeback amounts relating to Card transactions
settled by Servicers for any reason under the Association Ruies, including but not
limited to where:

(i) merchandise is returned and a proper credit for Cardholder is not received by
Servicers for processing; ‘

(i) the Sales Draft is, or is alleged to have been, execu‘ced accepted, endorsed,
completed or assigned improperly without autherity or not in accordance with the
Authorization requrrements or provisions of this Exhibit G or the Operating
Procedures;

(iii) regardless of any Authorlzatron obtained (mciudmg without limitation, telephone
- and mail order transactions), You completed a transaction when the Cardholder
- did not sign the Sales Draft;

(iv) the signature on the draft was unauthorized as compared fo the signature
appearing on the Card, the signature panel on the Card was blank, or a limited
purpose business purchasing card was accepted without appropriate authorization
of the nature of the goods or services purchased (in addr’uon to Authonzatron of
the transaction amount);

(v) the Sales Draft is incorrectly completed, 1ncomplete or illegible;

(vi) the Cardholder disputes the sale, quality or delivery (or availability for pre-
arranged pick-up) of merchandise or the performance or quality of service covered

- by the Sales Draft or agreement accepted by such Cardholder;

(vii) the circumstances in which the Sales Draft was created or submitted by, or credit

" was received by, You constituted or otherwise involved a breach of any term,
condition, representation, warranty or duty of You hereunder;

(viii) multiple Sales Drafts were executed fo avoid the need to obtain authorization
necessary to complete the transaction;

(ix) the extension of credit for merchandise -sold or rented or services performed was
in violation of law or the rules or regulations of any governmental agency, whether
federal, state, local or otherwise;

(x) a legible copy of the Sales Draft or Credit Voucher cannot be produced by You
within ten days of Servicers’ request;

(xi) the Cardholder asserts any claim or defense which the Cardholder has as a
consumer of goods or services;

(xii) the Cardholder disputes the validity of a telephone or marl order Card transaction;

(xiiiy the Card transaction is otherwise subject to Chargeback by the Card issuing bank
or Cardholder in accordance with the Association Rules or applicable law; or

11016
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(xw)the Card fransaction is subject to Chargeback in accordance wnth the procedures
set forth i in the Operatmg Procedures ‘

14. CASH PAYMENTS BY AND CASH DISBURSEMENT TO CARDHOLDERS

You shall not accept any direct payments from Cardholders for charges of merchandxse or
‘services which have been included on a Sales Draft, it being the right of the Card issuing
bank to receive such payments. Taxes on Card transactions must be included in the amount
charged and may not be ¢coliected by You in cash. You shall not make any cash

disbursements to a Cardholder as part of a Card fransaction except to the extent expressly.

authorized by Exhibit G, the’ Operatmg Procedures or the Assocra’uon Rules.

15.1

15, CONFEDENTIALITY

" Unless You obtain consents from each apphcable Assocna’uon Serwcers Card issuing
bank and Cardholder, You shall not use, disclose, sell or disseminate any Cardholder

" information solely obtained in connection with a Card transaction (including the names,

15.2

‘addresses and Card account numbers of Cardholders). except for purposes of

authorizing; completing and settling Card transactions and resolving any chargebacks,
retrieval requests or similar issues involving Card transactions, other than pursuant to
a court or governmental agency request, subpoena or order. You shall use proper
controls for and shall limit access to, and shall render unreadable prior to discarding,
all records containing Cardholder account numbers and Card imprints. You must not
retain or store ‘magnetic siripe data after a transaction has been authorized. If You
store any elecrromcally captured signature of a Cardholder obtained solely in
connection ‘with a Card transaction, You shall not reproduce such S|gnature except
upon specific request of Servicers,

You acknowledge that You obtain no owneérship rlghts in any mforma’uon relating to

" and derived solely from Card transactions including Cardholder account numbers and
personal information. You agree that Cardholder data and bank account information

obtained by You in connection with ‘any Transaction is the property of the financial
lnstltu’uon that issued the Card or holds the customer’s account.

16 FINANCIAL AND OTHER INFORMATION (See Exhlblt D, Sectlon 14)

17. TERIVIINATION ‘
- 171 The Agreement may be terminated by: Elavon effective at the end of the term by

providing written notice of an intent not to renew to the State or an Authorized User at
least ninety (90) days prior o the expiration of the then current term.

17.2The Agreement- may be terminated by Elavon |mmedxately upon no’uce of the

occurrence of one or more of the following:

() The garnishment or attachment of the State’s or.an Authorized Users deposit
accounts with Member, alternate security, the DDA, or any of the State’s or an
Authorized User's property in the possession of Ela\ion or Member.

(i) The commencement of a bankruptcy proceeding by or agalnst the State or
Authorized User.

(m) Any Assocxa’uon requrres Elavon to termmate the Agreement or cease processmg
transactions for the State or Authorized User : ,
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(iv) Any change, whether or not reported to Elavon, to the method or type of
transactions processed that Elavon deems, in its discretion, to materially increase
the risk to it of providing the services.

(v) Assignment of the Agreement without Elavon’s written consent.
(vi) Upon the occurrence of a Data Incident as described in Exhibit G, Section 18.

17.3Elavon has the right to send the DGS Contract Administrator or Authorized User, as

‘applicable, a notice specifying the default in the following sections (i)-(v) and providing

- the DGS Contract Adminisirator or Authorized User an opportunity to cure the breach

- within a period of time no less than thirty (30) days (Cure Period). If the breach is not

cured within the Cure Period, then Elavon has the right to terminate this Agreement by

notice to the State or Authorized User, with termination to be effective not less than
thirty (30) days following the end of the Cure Period.

‘(i) The occurrence of Excessive Activity (defined as the occurrence, during any
monthly period, of Chargebacks and/or retrieval requests in excess of one
percent (1%) of the gross dollar amount of the Authorized User's Charges or
returns in excess of two and one-half percent (2.5%) of the gross dollar amount
of Charges).

(i) The acceptance of Card Not Present or Convenience Fee Charges wrthout‘
~ proper disclosure to Elavon in the Subscription Agreement or an amendment
thereto.

(iiiy The failure to pay Elavon any amount the State or an Authorrzed User owes
Elavon (in which case the notice shall be extended to sixty (60) days).

(iv) The failure by the State or an Authorized User to perform a material obligation
of the Agreement.

(v) Any representation, warranty or covenant by the State or Authorized User is

false or misleading in any material respect as of the date made, or becomes

. false or misleading in any material respect at any time during the term of the
Agreement.

17.4The parties’ rights under the Agreement are cumulative. A party may exercise its
termination rights with respect to an individual Authorized User or processing service
without terminating other Authorized Users or processing services, provided that any
termination of the Agreement in whole shall automatically terminate all related

processing services and Authorized Users. A specific right of termination in this

section shall not limit any other right of the party to terminate the Agreement
expressed elsewhere.

17.5All of the obligations of each party hereto that by their nature should survive
termination or expiration of the Agreement in order to achieve its purposes shall so
survive and remain binding upon and for the benefit of the parties hereto.

18.DATA SECURITY ,
Per the terms of this Exhibit G, You are required fo follow the Operating Procedures and -
comply with Association Rules as they may each be amended from time to time as referenced
in Section 3, including but not fimited to the requirements of the Payment Card Industry (PCl) -
Data: Security Standard (PCl DSS), the Cardholder Information Security Program (CISP) of
Visa, the Site Data Protection Program (SDP) of MasterCard, the Data Security DISC Program
and the PCI DSS regulations of Discover Network and any successor to such programs (the ‘
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“Security. Programs”). The Associations may impose different compliance requirements on
different types and levels of customiers. You undeérstand that You must be in compliance with
data security regulations for Your type or level of customer as defined by the Associations’
Security Programs as well as comply with general security procedures. Servicers will
endeavor to provide You with amended Opertating ‘Procedures outlining: the: various
Association requirements with regard to Data Security, and other matters, pursuant to the
terms of Exhibit G, however, You understand and acknowledge that it is .solely the
responsibility of You to maintain compliance with all Association Security Programs and to pay
any and all fines and assessments lgvied by the applicable Assodciation for Your non-
compliance, whether or not Servicers provide o You the amended Operating Procedures. You
also understand. and acknowledge that You are solely responsible for the compliance of any
and all thlrd partles (including but not limited to. internet Service Providers) that are given
. access by You, to Your Cardholder data, and for any third party POS VAR soﬁware that You
may use. You further ackhowledge that it is Your responsibility to inform Servicers of any of
Your third party prowders that are given access by You to Your cardholder data. You also
ackriowledge that it is Your duty to notify Servicers of any data security compromise and fo
cooperate: and assist Servicers in any subsequent investigation. You must notify Servicers
within twenty-four (24) hours (and if notice is given orally, it must be confirmed in writing within
the same twenty-four hour period), if You knéw or suspect that Cardholder data, customer
information, or Transaction information has been accessed or used without authorization from
You or Your third party providers (a “Data Incident”). The notice must include: (a) a detailed
written statement about the Data Incident including the contributing circumstances, (b) the
form, number-and range of compromised account information, (c) specific account numbers
compromised, and (d), details about the ensuing investigation and Your security personnel who
may be contacted in connection with the Data incident. In the event of a Data Incident, You
must take immediate steps to preserve all business records, logs and electronic evidence
relating to the Data Incident. Within seventy-two (72) hours of becoming aware of the Data
Incident, You must engage the services of a data security firm acceptable to the Associations
and/or o Servicers to assess the vulnerability of the compromised data and related systems.
You must provide weekly written status reports to Servicers until the forensic audit is complete.
You must promptly furnish updated lists of potential or known compromised account numbers
and other documentation or information that the Associations and/or, Servicers may request. In
addition, You must provide all security audit-reports to Servicers, and such audits must be
completed 10 the satlsfaotlon of the. Assocratlons and/or of Servroers

Servrcers may in thelr sole discretion, suspend or termlnate card processing servrces under
this Exhibit G for any data security compromise,

19 CONTRACT MANAGEMENT -
As of the Effective Date of this Agreement the Contract Manager for the State of California
shall be as follows:

Mary Anne DeKoning
Department of General Services
Procurement Division

707 Third Street, 2nd Floor
West Sacramento, CA 95605
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MarvAnne.Dekoninq@dqs.ca.dév
916-375-4365
916-375-4663

As of the Effective Date of this Agreement, the Contract Manager for Contractor shall be as
follows:

Bridget Stover

-Client Executive

621 Capitol Mall, Suite 800
Sacramento, CA 95814
Telephone: (916) 498-3443
Fax: (865) 498-3813
bridget.stover@elavon.com

- Should the Contract Manager for either party change, the party will proVide written notice with

the updated information as soon as reasonably possible after the change.

20. ASSIGNMENT

.Any transfer or assignment of this Exhibit G by You without Servicers’ prior written consent as

required by Exhibit C Section 3, by operation of law or otherwise, is voidable at either
Servicers' sole discretion. In the event of such transfer or assignment, the party to whom this

- Exhibit G was transferred or assigned shall be bound to the terms and conditions of this Exhibit

G to the same extent as if Servicers and such assignee or transferee, as the case may be,
entered into an agreemem |dent|cal to this Exhibit G on the effective date of such transfer or
assignment. :

‘Upon notice to You, another VISA and MasterCard member may be substituted for Bank under

whose sponsorship this Exhibit G is performed. Upon substitution, such other VISA and
MasterCard member shall be responsible for all obligations required of Bank, including without
limitation, as may be expressly required by applicable Association Rules. Subject to
Association Rules, Servicers may assign or transfer this Exhibit G and their rights and
obligations hereunder and may delegate their duties hereunder, in whole or in part, to any third
party, whether in connection with a change in sponsorship, as set forth in the preceding
sentence, or otherwise, with notice but without consent of You. :

- Except as provided in the following sentence, this Exhibit G shall be binding upon permitied

successors and assigns and shall inure to the benefit of the parties and their respective -
permitted successors and assigns. No assignee for the benefit of creditors, custodian,
receiver, frustee in bankruptcy, debtor in possession, sheriff or any other officer of a court, or
other person charged with taking custody of a party's assets or business, shall have any right
to continue or to assume or to assign this Exhibit G. '
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21. RETENTION OF RECORDS
You must retain legible copies of Sales Drafts and Credlt Vouchers for a period of at least

eighteen (18) months from the date of such transaction. You must submit to Servicers a
legible copy of a Sales Draft or Credit Voucher within 10 days of a request by Servicers, or

longer period of time as may be allowed by the Association.

22,
221

22.2

22.3

Miscellaneous. '
The parties acknowledge that the Association Rules give the Associations certain

rights o require termination or modification of this Exhibit G with respect toi

fransactions involving Association Cards and the Association Card system and 1o

investigate Authorized User. The parties also acknowledge that issuers of other

Cards, for which Servicers perform services on behalf of Authorized: User, may have

similar rights under their applicable Association Rules with respect to this Exhlblt G s

applicability fo transactions involving such other Cards.

Authorized User acknowledges and agrees that any of information obtained by -

Servicers may be shared with Servicers’ affiliates, who have a need-to-know, in

connection with the provision.of other services provided to You by Servicers provided
in connection with this MSA, as long as the affiliates are under obligation to treat such

information with the same degree of care as required of Servicers.

You represent that: (i) You have never been placed on the MastérCard MATCH™:

system (formerly known as the Combined Terminated Merchant File), or been named to

- the Consortium Merchant Negative File maintained by Discover or, if You have, you

22.4 You are solely responsible for monitoring your Transactions. Serwcers are under-no

22.5

have disclosed this fact to Servicers in writing; (i) You are obtaining arid using the

proeessing services from us for business purposes only and to facilitate lawful business
Charges between You ‘and your customers, and you ‘will not submit Charges for
processing to us for any businesses, materially different products, or methods of selling
other than those set forth in the Subscription Agreement without the prior written
consent of Servicers; (i) You acknowliedge that the bank account into which debits and

credits are made is being used for lawful business purposes only; (iv) with respect to the -

parties to this Agreement; You are responsible for the actions of or failure to act by your

officers, directors, employees, agents, Internet Service Providers, third parties, business”

invitees, and those of any other person who, with or. without your consent or

gooperation, obtains access to information related to Charges from You or access to "

systems ‘under your control, but excluding all actions to the extent attributable to -our
breach of the Agreement, negligence or willful misconduct.

duty-te monitor Your Transactions for fraudulent or other suspicious activity.

In the event of failure or other suspension of your business operations, mc[udmg any’
bankruptcy proceeding, you. must not sell, transfer, or disclose any materials that
“contain Cardholder or Charge information to third parties. Unless otherwise ordered by
“law or court order, You must; (a) return this information to us, or (b) prowde acceptable

proof of destruction of this information to us.
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This Exhibit H is between You (“Merchant”) and Contractor (“Elavon®) and supplements, is made
a part of and is subject to the terms and conditions of the Agreement.

Merchant elects and agrees to the Electronic Check Services selected on the Authorized User
Participation — Set Up Form as part of Contractor’s Services, as such Electronic Check Services
are described in this Exhibit H and in the Electronic Check Services Merchant Operating Guide
(the “ECS MOG™): -

. Capitalized terms used and not otherwise defined in this Exhibit shall have the meanings

ascribed fo them in the Agreement or the ECS Rules (including in the ECS MOG and the ECS
Primer).

" 1. Electronic Check Services General Requirements

in the course of its acceptance and use of ECS, Merchant represents warrants and covenants
the following:

1) Merchant shall comply with and be bound by (a) the ECS Rules, including the ACH Rules,

the ECS MOG and the ECS Primer, and (b) Laws, including, but not limited to, the Check
Clearing for the 21% Century Act and Regulation CC, Article 3 and Article 4 of the Uniform
Commercial Code as in effect in the applicable state(s), the Electronic Fund Transfer Act and
Regulation E, and the Fair Credit Reporting Act as amended by the Fair and Accurate Credit .
Transactions Act. The current version of the ECS MOG is located at our website
httos://www.merchaniconnect.com/CWRWeb/ElectronicCheckService.do. ‘

2) Merchant shall pay the fees for ECS as set forth in Exhibit E, Attachment I-2 o the
Agreement.

3) In the event Merchant accepts for ECS any payment that is ineligible for ECS as specified in
the ECS MOG for any reason, such Transaction is subject to Chargeback. Merchant may be
liable for the amount of the Transaction and any actual damages related to or arising out of
processing a Transaction that has been charged back.

4) Merchant shall cause a Check Readet/imager to be readily available for use at all Merchant
jocations at which Merchant accepts Paper Checks for ECS processing.

5) Merchant must use commercially reasonable procedures to verify the identity of each
Customer that presents a Paper Check or Customer ABA Routing Number and account
information for ECS processing. '

. 8) Merchant ‘shall be solely responsible for providing Customers with notifications and

disclosures in connection with ECS, including, but not limited to, posting all point of sale
signage and distributing all Customer takeaways and all notices and disclosures required to
be provided under the ECS Rules and Laws. ‘

7) Merchant may use the ECS only in connection with the presentment and acceptance of a
Paper Check or Customer ABA Routing Number and account information for ECS
processing in payment for goods or services sold by Merchant, or in payment for an
obligation owed to Merchant, and only in compliance with the ECS Rules. Merchant shall be
the sole user of the ECS, and Merchant may not resell or otherwise transfer any portion of
ECS (or any associated information} in whole or in part to any other Person.

8) Merchant represents and warrants, with respect to all ECS Transactions submitted for
processing by Elavon, that (i) the Customer has duly authorized the debiting or crediting of
the Customer's account for the amount of the ECS Transaction in accordance with Laws, (ii)
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the Transaction represents an obligation or right of the person who is tendering the Paper

- Check or submiiting the Customer ABA Routing Number and account information for ECS
processing, and (iii) the ECS Transaction is for merchandise actually sold or rented, for

services actually rendered, or for the actual amount due and owing from the Customer to
Merchant or from the Merchant to the Customer, in each case for the actual price of such
merchandise or services (including tax) or for the actual amount due and owing to Merchant
or the Customer, as applicable. Merchant represents and warrants. that -no portron of any
ECS Transaction involves any element of Merchant's extension of credit. ‘

Merchant is responsible to Elavon for any Transaction charged back by Elavon or its agent in
accordance with the Agreement, including the EGS MOG, and for any fines, penaliies and

i ~assessments of the Payment Nefworks incurred as a- result of Merchant's non-complrance
" with Laws or the ECS Rules. Mérchant agrees to immediately pay to Elavon or its agent an

amount equal to the amount of any ECS Transaction that i is stopped, not settled, or charged”

back, as well as any related fees and charges.

10)Merchant must fully cooperate with all parties in the resolutlon of Customer dlsputes a8 well

11)All of the representations and warranties made to Visa as a Merchant pursuant to the Vrsa‘

as Chargebacks, returns, adjustments, represen‘cments and errors in accordance with-the

ECS Rules and Laws.

POS Check Service Operating Regulations and all of the representations and warranties an

" "Originating Depesitory Financial -Institution or a Third Party Sender is deemed to make on

behalf of an Originator pursuant to the ACH Rules shall be deemed representations and
warranties Merchant makes to: Elavon and Member upon Merchant's submission of an ltem
or g Transaction for ECS processing..

*a) Merchant acknowledges Visa's right to termma’te or Irmrt lts relatlonshlp w:th Member or

~ to terminate the Visa POS Check Service at any time. Merchant further acknowledges
that Visa' may permanently prohrblt Merchant's participation in the Visa POS Check

Service in the event of (A) fraudulent activity, (B) presenting a Transaction that was not -

the result of an act between Merchant and a Customer, (C) presenting a Transaction as a

“Customer-present Transaction where the Customer was not present at the point of salé

or Merchant accepts previously voided Paper Checks,; (D) repeated violations of the Visa
POS Check Service Operating Regulations, or (E) any other activity that may resulf in
undue economic hardship or damages to the goodwill of the Visa POS Check Service,

- b) Merchant has satisfied all of the Mercharit standards and obligations set forth in the Visa

- POS Check Service Operating Regulations and the Originator standards and oblrgatrons

set forth in. the ACH Rules as of the Effective Date of the Agreement and shall continue to

satisfy such standards and obligations during the Initial Term and any Renewal Term, as
applicable.

12)Merchant is responsible for and will ensure that all information, mcludmg MICR data and

payment amounts, are accurately captured from a Paper Check in accordance with the -

applicable ECS Rules and that all'such informatiori and Customer ABA- Routing Number and
account information for ECS processing are accurately reflected in the related [tem Merchant

" sends fo Elavon for processing through ECS. Merchant will not submit for clearmg or

Department of General Services

settlement any physical Paper Check unless and untit Elavon and Member have prooessed
and settled a Chargeback to Merchant with respect to any ltemns created from such Paper
Check.

18)Merchant will not disclose to third parties any information derived from ECS Transactions

including, but not limited to, Customer ABA- Routing Number and account ‘information,
dnvers Ilcense number telephone number, or social secunty number except as specmed in
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the Agreement, including the ECS MOG. Merchant shall keep all such information
confidential and secure, in accordance with the Agreement and Laws.

14)Merchant does not have the right to use ECS data for any purpose other than to support the
ECS itself.

15)Merchant’s Agreement and use of the ECS may be terminated immediately by Elavon for
failure to comply with the terms of this Exhibit H, the Agreement or Laws.

2. Glossafy

16)ABA Routing Number: The ABA number that uniquely identifies the bank that holds the
Customer account to be debited or credited through ECS.

17)Authorization: A process where a Drawee Bank, processor, or Authorizing Agent approves
a Transaction, including as specified in the Visa POS Check Service Operating Regulations.

18)Authorizing Agent: A third party designated by Elavon to provide approvals and declines for
Transactions. : :

19)Batch: The total of the Transactions processed since a Merchant's last settlement.

20)Chargeback: For purposes of this Exhibit, “Chargeback” means (i) a sales' Transaction

* disputed by a Customer or an ltem not in compliance with Conversion with Guarantee
warranty provisions or ECS Ruies; (i) for all Service Levels other than Conversion with
Guarantee, the face amount of any ltem that is retumed by the Drawee Bank or an ECS
Association to Elavon unpaid and that is ineligible for resubmission to the Drawee Bank or
the ECS Association, including any ltem returned for non-sufficient or uncollected funds after
the third presentment; and (jii) for all Service Levels, an ltem that is not in compliance with
Merchant’'s obligations, representations and warranties under the Agreement or this Exhibit
H. : v

21)Check Reader/imager: A device certified by Elavon that electronically captures the MICR
line and/or an image of the Paper Check. ’

22)Check Replacement Document: A Demand Draft, Photo-In-Lieu, or Substitute Check.

23)Customer:. A client of Merchant who elécts to conduct a payment Transaction with
Merchant through presentation of a Payment Device. '

24)Demand Draft: A negotiable instrument drawn on the Customer’s checking account that is -

created from transaction data inciuded in an ltem and that does not bear the Customer’s
signature but that is authorized by the Customer and is able to be processed via standard
check processing methods. , :

25)Drawee Bank: The financial institution where a Customer maintains a checking or other
deposit account (i) on which a Paper Check that serves as the source document for an ltem -
is drawn, or (i) as to which a Customer provides the ABA Routing Number and account

. information for use in generating an ltem. . ,

26)ECS Primer: The detailed information relating to ECS processes and implementation
provided by Elavon to Merchant, which must be used by Merchant in conjunction with the
technical specifications and certification requirements provided by Elavon to promote
integrated point of sale system connectivity and integration between Merchant and Elavon. '

27)ECS Rules: Means (a) all Association Rules applicable to the ECS Associations, (b) the
ECS MOG, and (c) the ECS Primer, in each case including without limitation, and all
amendments agreed upon pursuant to Exhibit G(3). '

28)ltem: An electronic file or entry representing a Transaction that is created from (i) the
information captured by Merchant from a Paper Check using a Check Reader/imager, or {if)
Customer inputs of ABA Routing Number and account information, that is forwarded by
Merchant to Eiavon or Member in accordance with the Agreement.
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29)Laws. All applicable ‘local, state and federal statutes regulatlons ordinances, rules and
other binding law in effect from time 1o time.

30)MICR: The magnetic ink ¢haracter read line encoded on a Paper Check that contams
information about the Customer s checking account, including the ABA Routing Number and
checking account number.

31)Paper Check: A Customer's paper check presented to Merchant for payment fo the
Merchant, which check will serve as the source document for liems.

32)Participant: An organization that agrees to comply with the Visa POS Check Service.
Operatmg Regulations, completes comprehensive certification testing with Visa, participates’

in one or more of the service levels, and performs func’nons and actnvntles appropnate to
participating ih the Visa POS Check Service. :

33)Photo-In-Lieu: A photocopy of a Paper Chetk, other than a Substitite Chieck o

34)Substitute Check: A draft that includes images of the front and back of the orlglnal Paper
Check and that may meet the requirements for a “Substitute Check™ under the Check
Cleatring for the 21% Century Act and related regulations.

35)Visa POS -Check Service: Visa's proprietary .check clearing product which' utilizes -the

VisaNet network to offer direct checking account access to authorize, clear and settle '

consumer checks drawri on banks participating in this service.

36)Visa POS Check Service Operating Regulations: A set of specrﬁcatlons gwdehnes -and
principles. defined by Visa that govern the operation and flow of lnformatlon for: transaotlons
parttcnpatlng in the Vlsa POS Cheok Serwce »
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This Exhibit | is between You (“Merchant”) and Contractor (“Elavon”) and supplements, is made’
a part of and is subject to the terms and conditions of the Agreement.

Merchant elects and agrees to the Convenience or Service Fee Services selected on the -
Authorized User Participation — Set Up Form as part of Contractor's Services, as such
Convenience Fee or Service Fee Services are described in this Exhibit | and in the Operating
Procedures.

Capitalized terms used and not otherwise defined in this Exhibit shall have the meanings
ascribed to them in the Agreement or the Operating Procedures.

For the Assessment of Convenience Fees, such terms and conditions are set forth in Appendix
[, which Convenience Fees may only be assessed by Local Authorized Users.

For Government/Public Institution Service Fees (“GPISF”) the Terms and Conditions ("T&C’s)
for the assessment of GPISF are set forth below and may be assessed by State and Local
_Authorized Users.

TERMS AND CONDITIONS FOR ASSESSMENT OF GOVERNMENT/PUBLIC INSTITUTION
SERVICE FEES

1) APPLICABILITY OF AGREEMENT. If Merchant has requested authority to have Elavon -
charge a GPISF to its Customers for Eligible Transactions, the following provisions apply to
such Eligible Transactions and the related GPISF charged. Any other Transaction amounts
charged to a Cardholder, including Convenience Fees, are governed by the standard provisions
set forth in the Agreement. Merchant agrees tc the following provisions, in addition to the terms
and conditions of the Agreement.

2} RULES OF CONSTRUCTION. These T&Cs are intended to complement and are subject to
your Agreement. Capitalized terms used and not otherwise defined herein shall have the
meanings ascribed to such terms in the Agreement or the Operating Procedures. [n the event
of a conflict between these T&Cs and other terms of the Agreement or the Operating
Procedures, the terms of the Agreement shall prevall

3) DEFINITIONS.

a) Government/Pubiic institution Service Fee means the fee charged by Elavon or Merchant,
at Merchant's election, to Customers conducting Eligible Transactions (as described herein, as
applicable) at Merchants operating in certain designated merchant category codes {(*MCCs”).
For the avoidance of doubt, fees referred to as a “service fee” or “convenience fee® (in the
context of the MCCs described herein) as used in the applicable rules of the Credit Card
Associations, where the fee is processed as a separate Transaction from the underlying
purchase or payment Transaction, are included within the definition of, and are referred to
herein, as a “Government/Public institution Service Fee.”

b) Third Party Provider means any entity that stores, processes, transmlts or accesses Card
data or Transaction data on behalf of Merchant or that provides software to Merchant for
fransaction processing, storage, or transmission, except to the extent such services are
performed by the entily in ifs capacity as an agent of Contractor performing Contractor's
obligations under the Agreement.
4y GOVERNMENT/PUBLIC INSTITUTION SERVICE FEE SERVICES.

a) GPISF Services. At Merchant’s election, Merchant may choose fo have Efavon charge a
Government/Public Institution Service Fee (an Elavon-managed GPISF) fo its Customers for
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Exhibit [ - Convenience and Service Fee Services

Eligible Transactions, provided that Merchant is in compliance with the Payment Network
Regulations and Laws, including the Electronic Fund Transfer Act and Regulation E. If
Merchant elects an Elavon-managed GPISF, Merchant agrees that any GPISF collected in
connection with an Eligible Transaction will be retained by Elavon and Member and that such
amount constitutes Elavon’s and Member’s property, and Merchant has no right, fitle or interest

in such amounts. Further, if Merchant elects an Elavon-managed GPISF, Merchant agrees that

Elavon may adjust the GPISF amount, as mutually agreed upon, from time to time as necessary

or appropriate to accommodate changes in Payment Network fees (including Interchange fees),.
material changes in average ficket size and/or monthly Transaction volume, Interchange
classifieation or downgrades, changes in Chargeback rates, ar changes in Payment Devices.
accepted and/or payment channels offered by Merchant. Additionally, Elavon may lmmedlately :

terminate the Processing Services for GPISF if Merchant's Chargeback rates materially exceed

industry averages. Merchants wishing to institute a convenience or service, fee program must
meet volume thresholds that cover Elavon's cost of lmplemen’ung and admmlstermg the

program in order for Elavon to offer ar continue the program.

b) Conflict of Laws. To the extent Merchant's state or other governmg ‘body has passed
legislation that requires assessment of GPISFs by government agencies as a cornponent of
card acceptance, such laws may conflict with Payment Network Regulations. Merchant bears
all responsnblllty and liability associated therewith, including all assessments, fees fines and
penalties levied, by the Payment Networks.

' 5) REQUIREMENTS FOR GOVERNMENT/PUBLIC INSTITUTION SERVICE FEES. Elavon

may update or revise the provisions of this Section 5 in accordance with Exhibit G Section 3.

a) Mercharnts Accepting Visa Cards for Eligible Transactions, The following requirements
apply to Merchants accepting Visa Credit Cards and/or Visa sugnature Debit Cards that desire to
charge or to have Elavon charge a GPISF on certain Transactions. i Merchant also accepts
and wishes o charge or to have Elavor charge a GPISF on certain Transactions paid by
MasterCard and/or Discover Network cards, the requirements of this Section (5)(a) also apply to

Merchant in connection with the assessment of. GPISFs on Transactxons involving those

Payment Devices.

i) Eligible Merchants. Merchants operatmg in MCC 9311 (Taxes} are ehglble to charge orto
have Elavon charge a GPISF fo Customers in connection with Eligible Transactlons listed in
_Seo’non (5)(a)(ii) below.

ii) Eligible Transactions. Eligible Merchants may have Elavon charge a GPISF only in

connection with the following “Eligible Transactlons
1) Federal personal income taxes;

2) State personal income taxes;

3) Real estate and other property taxes;

4) Federal business income taxes; .

5) State business income taxes;

6) Federal payroll/lunemployment taxes;

7) State payroll/unemployment taxes or

8) Sales andusetaxes.

iii) Transaction Requirements. The followmg requ1rements apply o Eligible Transac’uons'

. under this Section (5)(a). |
1) Merchant must provide Etavon with the necessary documentatlon fo faCIhtate Elavon's

registration of Merchant in the “Visa Tax Payment Program,” the “MasterCard Convenience'’

(Service) Fee for Eligible :Government and Education Payments” program and/or the
convenience/service fee program of Discover Network; in each case to the extent applicable
and required. ,
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Exhibit | — Convenience and Service Fee Services

2) The GPISF must be disclosed to the Cardholder prior to the completion of the Transaction,
and the Cardhoider must be given the option to cancel the Transaction if the Cardholider does
not wish to pay the GPISF.

3) The GPISF must apply in the same amount regardiess of the Credit Card type or signature
Debit Card type (with the exception of Visa Consumer Signature Debit) accepted for payment of
a given Eligible Transaction within a particular payment channel. This requirement does not
apply to payments made by ACH, cash, check or PIN-based Debit Card.

4) The GPISF must not be advertxsed or otherwise communicated as an offset to the merchant
discount rate.

h d f

ts. The GPISF is d

mail/telephone, and Internet environments, as applicable).

7) Merchant must feature the opportunlty to pay with Visa at least as prominently as all other
payment methods.

- b) Merchants Not Accepting Visa Cards for Eligi ible_Transactions. The following

requirements apply to Merchants accepting Credit Cards and/or signature Debit Cards other
than Visa (i.e., Merchants accepting MasterCard cards and/or Discover Network cards but not
accepting Vlsa cards) that desire to charge or to have Elavon charge GPISFs on Eligible -
Transactions.

i) Eligible Merchants. Merchants operating in MCCs 8211 (Elementary Schoois), 8220
'(Colleges/Universities), 9211 (Courts), 9222 (Fines), 9311 (Taxes) and 8399 (Miscelianeous
Government Services) are eligible to charge or to have Elavon charge a GPISF to Customers in
connection with Eligible Transactions listed in Section (5)(b)(ii) below.

i) Eligible Transactions. Eligible Merchants may have Elavon charge a GPISF only in
connection with the following “Eligible Transactions™.

1) Payments to elementary and secondary schools for tuition and related fees, and school-
maintained room and board;

2) Payments to colleges, universities, professmnal schools and junior colieges for tumon and
related fees, and school-maintained room and board;

3) Payments to federal courts of law that admmlster and process court fees, alimony and child
support payments; :
4) Payments to government entities that admlmster and process local, state and federal fines;

5) Payments to local, state and federal entities that engage in financial administration and
taxation; or

6) Payments to Merchants that provide genera! support services for the govemment

iii) Transaction Requirements. The following requirements apply to Eligible Transactions
under this Section (5)(b).

1) Merchant must provide Elavon with the necessary documentation to facilitate Elavon’s
registration of Merchant in the “MasterCard Convenience (Service) Fee for Eligible Government .
and Education Payments” program and/or the convenience/service fee program of Dlscover
 Network, in each case to the extent applicable and required. '
2) The GPISF must be disclosed to the Cardholder prior to the completion of the Transaction,
and the Cardholder must be given the option to cancel the Transaction if the Cardholder does
not wish to pay the Government/Public Institution Service Fee.

3) The GPISF must apply in the same amount regardless of the Credit Card or signature Debit
Card type accepted for payment of a given Eligible Transaction within a particular payment
channel. This requirement does not apply to payments made by ACH, cash, check or PIN-. -
based Debit Card.
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4) The GPISF must not be advertised or otherwise communlcated as an offset o the merchant
discount rate.

c) Addltlonal Reg_l_urements for Merchants Utilizing Proprietary Solutlons or_Third Pa_!

: Prowders

i) POS Devices. Merchant is responsnble for ensuring that its software, POS Devices and card '
acceptance procedures fully comply with Elavon’s instructions, including with respect to
programming of software and POS Devices to handle Eligible Transactions to ensure proper

assessment of Government/Public Institution Service Fees. If the GPISF is Elavon-managed,

‘Metthant is further responsible for compiymg with all mutually agreed upon requirements as”

provided by Elavon from time to time to appropriately process the Eligible Transactions o
qualify for optimal Interchange rates within five (5) days of Elavon’s communication fo Merchant
of the same. If Merchant fails o make changes to its POS Devices or card acceptance

procedures requested by Elavon within five (5) days of the request, Elavon may, in its discretion,
discontinue the program or suspend a certain payment type. Further, if Merchant fails to make-

such changes and the GPISF is Elavon-managed, Elavon may adjust the GPISF amount, bill
the Merchant for charges in excess of the GPISF to recover losses related to Transactions that
did not qualify for optimal. Interchange rates or for apphcable Credit Card Associations’

reimbursement programs, including; but not limited to, losses related.to Merchant’s failure to

distinguish between pricing of Visa signature Debit Cards .and &li other card types for
. transactions processed within the Visa Tax Payment Program.
ii} Approval Required to Charge or Adjust Government/Public Institution Service Fee.
Merchant may not charge or adjust GPISFs unless Mercharit has disclosed such fees to Elavon

previously in writing and Merchant ‘has been approved by Elavon to charge or adjust such
GPISFs. If Merchant charges or adjusts .a GPISF without having disclosed such fee or

adjustment previously in writing and obtained Elavon’s consent, Merchant will be in breach of

the ‘Agreement and Elavon may immediately terminate the Agreement in addition to pursuing’

any other remedies available under the Agreement, Laws and Payment Network Regulations.

fii) Third Party Provider. Mercharits accepting Visa cards for Eligible Transactions who utilize
propnetary solutions or-Third Party Providers to manage a GPISF must comply w;th Attachment
1, attached hereto.

6) ADDITIONAL PROCE‘SSI‘NG REQUIREMENTS. If Merchant voids an under!ymg Eligible
Transaction, the associated GPISF must be voided as well. If Merchant processes a refund for
an underlying Eligible Transaction, Merchant must disclose fo Customers that GPISFs are non-
refundable. Merchants that desire t¢ charge or to have Elavon charge GPISFs will be assigned
separate MiDs for use in connection with ‘Eligible Transactions and related GPISFs. MIDs
assigned for use with Eligible Transactions and/or GPISFs may not be used to process
Transactions that are not Eligible Transactxons

7) PAYMENT AND TRANSACTION TYPES SUPPORTED. GPISF capability for Credlt Cards
and/or sighature Debit Cards depends on the Merchant's MCC, as described above, and the
Payment Network Regulations of the applicable Credit Card Association. GPISF capability is
supported only through Elavon products specified on the Authorized User Participation — Set Up
Form (Exhibit D, Attachment [).” Not all payment and transaction types are supported for all
products. Additionally, Merchant proprietary software, POS Devices, or Third Party Providers
may be certified to process Elavon-managed GPISF Transactions. Closed network prepaid

cards, electronic benefits” transfer, and dynamlc currency conversion are not supportéd for

GPISF processmg
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EXHIBIT | ATTACHMENT 1

GOVERNMENT/PUBLIC INSTITUTION SERVICE FEE PROCESSING |

REQUIREMENTS FOR MERCHANTS USING PROPRIETARY SOLUTIONS OR A

THIRD PARTY PROVIDER

L. Underlying Eligible Transactions
The following data must be inserted in the listed fields when creating the authorization
and clearing requests for the underlying Eligible Transaction (the tax liability payment).

FIELD NAME VALUE
Merchant Category 9311 — Tax Payments
Code

Merchant Name

The following lists the format and information for each type
of tax collected for this field:
»  Federal tax payments, you must use “US Treasury Tax
Payment”
= State Income Tax: NN — State Income Tax, where NN
represents the state, for example, CA — State Income
Tax
»  For all other taxes: Taxing Authority — Tax Type, for
example:
v Sales Tax: NN Franchise Tax Board — Sales Tax
v Business Income Tax: NN Franchxse Tax Board -
Business Income
v Property Tax: NN Funds E-Pay — Real Estate

Merchant City

Merchant customer service phone number.
Merchant State Merchant state two letter acronym (NN), for example CA;
(not the state of the provider).
ECI Indicator - = Use 1 or 4 for phone-initiated (MOTO) payments.
* Use 5, 6, 7, 8 or 9 for Internet-initiated payments.
Merchant Verification This value is used for large federal tax payment requests
Value only. If appropriate, Visa will assign and notify you of your
' unique MVV value.
Local Tax In the Sales Draft Record (TCO05), Transaction Record 6

(TCR8), positions 5-16 (“Local Tax”), insert the value of “0” =
“0%” tax rate.

Local Tax Included

in the TCO5, TCRS, position 17 (“Local Tax included”), lnsert
a value of “2" = Transagction is not subject to tax.

. Government/Public Institution Service Fee Transactions
The foliowing data must be inserted in the listed fields when creating the authorization
and clearing requests for the Government/Public Institution Service Fee.

FIELD NAME VALUE
Merchant Category 9311 — Tax Payments
Code '

Merchant Name .

The following lists the format and information for each type

of tax coliected:

» Federal tax payments, you must use “US Treasury Tax
Payment Service Fee”

= State income Tax: NN - State Income Tax Service Fee
for example, CA — State lncome Tax Service Fee

Depariment of Genera! Services
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Exhibit | — Convenience and Service Fee Services

* For all other taxes: Taxing Au’thorlty Tax Type Serwce
Fee, for example:
v Sales Tax: NN Franchise Tax Board Sales Tax
‘Service Fee
v" Busineéss income Tax NN Franchise Tax Board -
Business Income Service Fee ‘
v" . Property Tax: NN Funds E—Pay Real Estate

. Service Fee
Merchant City Merchant. service phoné number. _
Merchant State Merchant state two letter acronym (NN), for example CA

(not the state of the provider).

ECI Indicator

"Use 1 or 4 for phone-initiated (MOTO) payments.

= Use5, 6, 7,8 or 9 for Internét-initiated paymenis. -

Local Tax

|In the Sales Draft Record (TC05), Transaction Record 6

(TCRB), positions 5-16 (“Local Tax”) insert the value of 0" =
“0%" tax rate.

Local Tax Included

In the TCO5, TCRG bosrtlon 17 (“Loca[ Tax Included”), insert

Department of General Services

a value of “2” = Transaction is not subject to tax.
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Exhibit J - Enterprise Billing Solutions (EBS)

This Exhibit J is between You (“Merchant”) and Contractor (“Elavon™) and supplements,
is made a part of and is subject to the terms and conditions of the Agreement.

Merchant elects and agrees to the Enterprise Billing Solutions (‘EBS”) Services

selected on the Authorized User Participation — Set Up form as a part of the
Contractor's Services, as such EBS Services are described in this Exhibit J.

Capitalized terms used and not otherwise defined in this Exhibit J shall have the
meanings ascribed {o them in the Agreement or the Operating Regulations.

TERMS OF SERVICE
Section A - General Provisions Applicabie to EBS Services

1) ACCEPTANCE OF PAYMENT DEVICES. In connection with its sale of goods or

. services or its receipt of bill payments, Merchant desires to accept Payment Devices
in an online, telephone or Integrated Point of Sale environment through the Elavon-
sponsored Enterprise Billing Solution. Merchant has selected its .desired EBS
Services, including the desired fee funding model, .if applicable, on the Authorized
User Participation — Set Up form. The terms and conditions for Merchant's use of
the EBS Services are set forth in this Exhibit J, the Agreement, including the
Attachments attached to the Agreement, and in the Merchant Operating Guide
(“MOG”), and the Electronic Check Service Operating Guide (*ECS MOG"), as
mutually agreed upon and amended from time to time. The current version of the -
MOG is available at hiips://www.merchantconnect.com/CWRWeb/tech support.do
and  the current version of the. ECS MOG is available at
https://www.merchantconnect.com/CWRWeb/ElectronicCheckService.do. The MOG
and the ECS MOG, as applicable, are incorporated herein by this reference.

. 2) TRANSACTIONS. -

a) Merchant Compliance. Merchant must comply with all requirements under
Laws (including, without limitation, the Electronic Signatures in Global and-
National Commerce Act), Payment Network Regulations and the Agreement in
connection with the EBS Services. Merchant must also comply with the

- applicable procedures set forth in the MOG, and the ECS MOG (as applicable)
and any other guides, manuals, or rules provided in writing by Elavon in
accordance with Exhibit G Section 3. For purposes of the EBS Services only,
Merchant will not receive Payment Device Transaction information and therefore
Merchant is not obligated to comply with the requirements governing Merchant.
receipt and handling of payment information from Customers; provided that this
exception shall not apply to Integrated Point of Sale EBS services.

b) Transaction Requirements. Before Elavon and Member will process a
Transaction on Merchant's behalf, the Customer must affirmatively agree to
engage in the Transaction through the EBS Services web site, via the te]ephone
or in an Integrated Point of Sale environment, as applicable.

10f6
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Exhibit J — Enterprise Billing Solutions (EBS)

Customer Authentication. In addition to satisfying the applicable

requirements set forth in the Agreement, the MOG, the ECS MOG (as

3 applicable) and any other guides, manuals or materials provided to Merchant

by Elavon or Member, Merchant must provide to Elavon and Member such

~ Customer information as may reasonably be required for Elavon and Member

to perform their obligations ‘under the Agreement and this Exhibit J. If
Merchant ‘'has selected Secure Handoff as the means ‘of Customer
authentication for'the EBS Services, Merchant will authenticate the identity of
each Customer prior to aliowing such Customer {o access the EBS Services

~for purposes of initiating & payment to Merchant, Merchant agrees that

Elavon and ‘Member are entitied to rely on such authentication and the -
‘accuracy of the Customer information provided by Merchant to Elavon.

Elavon and Member shall have no responsibility for authenticating the
Customer or for any. Transaction (whether or not the resuit of fraud or other

‘unauthorized ‘access) ‘processed with respect to a Customer that accesses

the EBS Sewlces after a Merchant Secure Handoff. If Merchant has selected
Billing Account Master File as the means of Customer authentication for the
EBS Services, Elavon and Member will authenticate.the identity of each
Customer, on Merchant’s behalf, based solely on the Customer information

‘provided by Merchant to Elavon and using the authentication criteria as
directed by Merchant. Merchant agrees that Elavon and Member are entitled

to rely on the -accuracy of the Customer information provided by Merchant
and that Elavon and Member shall only be responsible for authenticating each
Customer as and to the extent directed by Merchant in writing. - Merchant
shall be responsible for any losses that may result from: (a) errors in the
authentication of a Customer or in the processing of Transactions that result

* from incorrect Customer information provided to Elavon or.Meémber; and (b)

Department of General Services

inaccurate or incomplete authentication of a Customer that does not result
from Elavon or Member's errors or omissions. Merchant grants Elaven and
Member and their ‘designated agents access to and use' of Customer
information and such other data as is reasonably necessary for Elavon and
Member to perform their obligations under the Agreement. Merchant's
provision of such Custemer information to Elavon and Member will not breach
any agreement to which Merchant is a party or violate Laws.

Transaction Risk. Elavon and Meniber will attempt to collect from each
Customer the payment-related information necessary for Elavon and Member
fo process a payment Transaction from the Cusiomer to Merchant in

“connection with the EBS Services. Merchant acknowledges that Elavon and

Member are not responsible for incomplete or inacclrate payment information

“that may be provided by any Customer in connection with the EBS Services.

Merchant further acknowledges that additional Transaction verification and
fraud prevention data elements and processes may be available through a
particular Payment Network, including address verification, to ‘ reduce
Transaction risk and that Elavon and Membef shall only bé responsible for
implementing any such Transaction risk controls as are spécifically requested
in writing by Merchant. The use of such Transaction risk controls does not

20f6 ,
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constitute a guarantee of payment or prevent a Transaction from being
disputed or subject to Chargeback. Regardless of any additional Transaction
risk mitigation options elected by Merchant, Merchant shall remain
responsible for monitoring Customer account activity for suspicious or
fraudulent activity, as more fully described in Section (A){4} hereof.

¢) Transaction Controls. Merchant will notify Elavon of any material change or
anticipated material change in daily dollar activity or type of Transaction
processing in connection with the EBS Services, and Merchant will obtain
Elavon’s approval fo any such change. Elavon and Member are not responsible
for any losses or expenses incurred by Elavon, Member or Merchant arising out
of any material change or anticipated material change in Transaction activity that
is not promptly reported to Elavon and- Member by Merchant.

d) Processing Limits. Elavon or Member may impose a cap on the aggregate
doltar amount or individual doliar amount of Transactions that it will process for
Merchant as established by Elavon and Member and may be adjusted from time
to time upon mutual agreement of the parties. If Merchant exceeds the
established limit, Elavon may suspend the processing of Transactions on a
temporary basis untii a determination is made and an apphcable remedy
implemented.

“e) Recurring - Transactions.  For recurring Transactions ‘ (e.g., recurring or.
preauthorized payment of insurance premiums or subscriptions), the Customer
must consent to the initiation of the recurring charges using the Customer's
designaied Payment Device. Recurring Transactions will not be processed by
Elavon after Elavon receives: (i) a cancellation notice from the Customer
provided through the EBS Services interface; (ii) a notice from Merchant through
the EBS Services interface that authority to accept recurring Transactions has.
been revoked; or (jii) a response from the issuer of a Payment Device that the
Payment Device is not to be honored. Merchant must immediately notify Elavon
if any Customer advises Merchant that the Customer wishes fo revoke its
recurring payments authorization by cancelling the recurring payment instruction
through the EBS Services interface. Any such notices described in this
paragraph processed that are not fully processed through the EBS Services
interface prior to 5:00 p.m. Eastern time one (1) business day before the day a

" Transaction is scheduied to be processed will not affect such Transaction but will
be effective for subsequent Transactions.

f) Retrieval Requests and Chargebacks. Merchant is fully responsible for all
Retrieval Requests and Chargebacks under the Payment Network Requirements
in connection with Transactions processed using the EBS Services. Upon
receipt of a Retrieval Request or documentation related to a Chargeback from a -
Credit Card Association, an ECS Association or an EFT-Network, as applicable,
Eiavon and Member will forward such request or documentation to Merchant.
Merchant is responsible for responding, as appropriate, to each Retrieval
Request or Chargeback, including by retrieving a copy of the relevant
Transaction Receipt from the EBS Services interface. In addition, Merchant will
cooperate with Elavon and Member in complying with the Payment Network
Requirements regarding Retrieval Requests and Chargebacks.
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EBS SERVICES; FEES; OTHER AMOUNTS OWED; TAXES. Elavon and Member
will provnde Merchant with the EBS Services in accordance with this Exhibit J. If
Merchant elects an Elavon- managed EBS service fee program, Elavon will establish
and retain the setvice fee in lieu of Merchant’s obligation o pay the per transaction

fees as set forth in Exhibit E, Attachments 1 and 2. Merchants wishing to institute a

convenience or service fee program must meet volume thresholds that cover
Elavon’s cost of lmplementmg and administering the program in-order for Elavon to

" offer or continue the program.

FRAUD CONTROLS AND RESPONSIB[LITY FOR ‘FRAUD. Elavon underiakes
monitoring -of certain Transactions on a systematic basis utlhzmg fraud and risk
parameters in order to minimizé Eldvon’s own financial exposure and such
monitoring may result in a financial benefit for Merchant. Elavon may suspend
processing of Transactions or decline to process one or more individual Transactions
if, ‘based upon fraud detection and prevention controls or other security or

‘Transaction verification or validation procedures, Elavon reasonably believes that

such Transactions submitted to Elavon are the result «of fraud or error. Merchant
agrees that Elavon may, within its sole discretion, suspend the disbursement of

funds related to any Transaction for - -any reasonable period of time required to
investigate suspicious or unusual Transaction or deposit activity and that Elavon and

Member will have no liability for any losses Merchant may - attribute to any

“suspension of funds disbursement. Notwithstanding the foregoing, Merchant shall be

" responsible for-all fraudulent Transactions unless such fraud results - from Elavon’s

5)

failure to authenticate a.purported Customer as required under the Agreement using
information provided to Elavon by Mercharit under Section (A)(2)(b). Perpetrators of

~fraudulent Transactions may be referred to law enforcement officials.

SUSPENSION OF EBS SERVICES ‘Elavon reserves the right to suspend
Merchant's or a Customer’s access to the EBS Services or fo temporarily restrict any
use thereof, in whole or in pari, if, in Elavon’s sole Judgment there is a security,
credit or legal risk that may interfere with the continued provision of such EBS

‘Services. Elavon also reserves the right to permanently ferminate a. Customer's

access to the EBS Services upon notice to Merchant if, in Elavon’s: reasonable
discretion, such Customer is misusing the EBS Services or is engaged in suspicious
or possible illegal activity. Elavon reserves the right to refuse any Transaction where
Elavon believes, in its reasonable discretion, that the Transaction involves a material
probability of fraud, credit, or legal risk. Merchant shall cooperate-in resolving any
claims or errors alleged by a Customer and in investigating any claims of fraud
consistent with Laws and Payment Network Regulations. -

) AMENDMENTS. Elavon is entitled to adjust any convenience or setvice fees, when

mutually agreed upon by both parties, from time to.time as necessary or appropriate
to accommodate changes in Payment Network fees (including interchange fees),
material changes in average ticket size and/or monthly Transaction volume,

- Interchange classification or downgrades, changes in Chargeback rates, changes in

Payment Devices accepted andfor payment channels offered by Merchant, or

changes in fees impoesed by any other third party vendor used by Elavon or Mémber

to provide the EBS Services,
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Section B — Payment Card Services Provisions

GENERAL DESCRIPTION. This Section B sets forth additional terms and
conditions of the EBS Services applicable to the processing of Transactions
conducted using Payment Cards, as more fully described below. Elavon and
Member will process Payment Card Transactions only if Merchant has elected
Processing Services with respect to Payment Cards (Credit Cards, Debit Card
(Signature Debit), Debit Card — Bill Payment (Pinless Debit) and/or Debit Card (Pin
Debit) Services) on the Authorized User Participation — Set Up form and subject to
the terms and conditions set forth in Section A above and this Section B.
AUTHORIZATION.

a) Transaction Authorization. Elavon will attempt to obtain an Authorization Code
before completing a Transaction. Elavon will only process Transactions that
receive a positive Authorization. :

b) Effect. An Authorization Code does not: (i) guarantee Merchant final payment for
a Transaction; (ii) guarantee that the Transaction will not be disputed later by the

Cardholder as all Transactions are subject to Chargeback; or (iii) protect

Merchant in the event of a Chargeback regarding unauthorized Transactions or
disputes involving the quality of goods or services. Authorization Codes will not

"waive any provision of the Agreement or otherwise validate a fraudulent
Transaction.

CREDITS.

a) Credits.

i) Credit Transaction Receipt. if Merchant agrees o grant a Cardholder a
refund of a Payment Card Transaction processed by Elavon and Member,
Merchant must request a Credit Transaction Receipt through the EBS
Services interface and must issue the Credit using the Credit Transaction
Receipt. Merchant may not issue cash or a check as a refund for any

" previous Transactions processed on a Payment Card. Elavon and Member
will debit the DDA for the total face amount of each Credit Transaction
Receipt processed by Elavon. Elavon and Member will not process a Credit
Transaction Receipt relating to any Transaction Receipt not originally
processed by Elavon, and Elavon and Member will not process a Credit

_Transaction. Receipt that exceeds the amount of the original Transaction
Receipt.

INTERCHANGE. Elavon and Member bear no responsibility for the Interchange
category or pricing, including discount rate, fees and surcharges, appiied by the

Credit Card Associations, EFT Networks or otherwise owed by Merchant with

. respect to any Transaction processed using the EBS Services, except to the extent

that Merchant is obligated to pay greater Interchange with respect to a Transaction
solely on account of Elavon’s failure to comply with the Transaction processing
requirements agreed to between Merchant and Elavon.
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Exhibit J — Enterprise Billing Solutions (EBS)

Section C — Electronic Check Services Provisions
For Local Authorized Users who select ECS, see Appendix.1.
Se“cfion D- G‘Iossary

1) Authorization Code: The code sent by the issuerofa Payment Card in response o
~an Authorization request, which mdlcates whether the Transactlon is approved by
the issuer.

2) Billing Account Master File: A file of data in an EBS Sewlces-specmed format that
is provided by Merchant to Elavon via data transmission or upload to the EBS
. Services platform on a regularly scheduled basis. The data passed to the EBS
- Services platform will include information used to ldentlfy the Customer, amount due,
and other data relevant to the effective processing of the Transaction.

3) EBS Services: The services offered by Elavon described in this Exhibit J pursuant
to which Transactions are presented for ‘authorization, clearing and settlemenit in
accordance with this Exhibit J and the Agreement.

4) Integrated Point of Sale: A Merchant-operated Point of Sale environment that is

. integrated with Elavon’s EBS offering.

5) Payment Card: A Credit Card, Debit Card or Prepaid Card, as the context requires.

6) Prepaid Card: A card having available funds paid for in advance by the Cardholder.

7) Secure Handoff: A data string in an EBS Services-specified format that is passed
securely to the EBS Services platform after the Merchant's authentication of a
Customer on the Merchant's website. The data passed to the EBS Services platform

" includes information used to ldentlfy the payer, amount due and other data relevant
o the effec’nve processmg of the Transac’uon
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Exhibit K — Official Payments Corporation
Convenience Fee Services

This Exhibit K is between You (“Authorized User”) and Official Payments Corporation (“OPC’) and is
made a part of and is subject to the terms and conditions of the Master Services Agreement
(“Agreement”). Capitalized terms used and not otherwise defined in this Exhibit K shall have the
meanings ascribed to them in the Agreement or the Association or Payment Networks Rules.

Authorized User elects and agrees to the Official Payments Corporation (*OPC”) Convenience Fee
Services selected on the Authorized User Participation — Set Up form in addition to the Contractor's
Services, as such Convenience Fee Services are described in this Exhibit K.

1. DEFINITIONS. As used in th|s Exhibit K, the following capitalized terms have the following
meanings:

Convenience fees are subject to the constraints of the Associations and card companies and, in
some instances, by State regulations and/or laws. Because of these constramts and for the
purposes of this MSA, these fees will be classified as follows:

Service Fee:

o Constitutes a State or Local Agency’s elected fee charged to the Cardholder for an added
convenience to the Cardholder for the use of a Card in a transaction.

e May only be charged by Authorized Users in certain fee programs based on Association
Rules, Merchant Category Code (MCC) and the business requirements of Authorized Users.

e Must be paid to and managed by OPC. Service fee and underlying transactlon must be
submitted and processed as two separate transactions.

Convenience Fee

e Constitutes a Local Agency’s (only) elecied fee charged to the Cardholder for an added
convenience to the Cardholder for the use of a Card in a transaction.

e May be paid to or managed by the Local Authorized User or OPC.
‘e~ May be combined into a single transaction.

“Agency’ means an Authorized User who uses OPC. In the context of this Exhibit K, “Agency’
represents each particular Authorized User as if the text stated “each Agency, respectively” or as if
this Exhibit K were referring to only one specific Agency.

+ “Agency Designated Account’ means the direct deposit account(s) established and maintained by
Agency at an Automated Clearing House (“ACH”) receiving depository institution reasonably

~acceptable to OPC for payment of Citizen obhgatlons Agency DeSIgnated Account is further
described in Section 4.2.

“Agency Payment’ means any payment that is owed by a Citizen to Agency and paid through a
Payment Transaction.

“Card Services” means the services provided by OPC and its Suppliers relating to credit card
and/or PIN-less debit card services provided in accordance with this Exhibit K and as detailed in
Section 2 of this Exhibit K inclusive of payment and elecironic funds transfer, which enable
Payment Transactions to be processed.

“Chargeback’ means the reversal of a Payment Transaction previously credited to an Agency
Designated Account.

Page 1 of 11
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Exhibit K — Official Payments Corporation
Convenience Fee Services

“‘Citizen’ means the person, business or entity that initiates and makes payment of the Agency
Payment and Service/Convenience Fee through a Payment Transaction.

. “Co-Brand® means an electronic transaction containing payment and ldent|f|cat[on data which is

initiated by the Citizen on the Agency websité, then transferred to an OPC web pagé where the
Citizen completes the transaction and is provided with a confirmation of the Payment Transactron

“‘Co-Brand Plus” means an electronlc transactlon containing payment and identification data which

is initiated by the Citizen on the Agency. website, then transferred to an OPC web page where the
Citizen completes the transaction. The Citizen is subsequently transferred back to the Agency
web SIte along w1th conflrmatlon of the Payment Transactlon

“OPC Des:gnated Accounf’ means the direct deposﬁ account(s) set up by OPC to receive
payment of Service/Convenience Fees and any other fees owed to OPC.

“OPC Authorized User” means an Authorized User (under the CA MSA) that has requested OPC'’s
Card Services, has agreed upon Service/Convenience Fees for such Card Services, ahd has
provided to OPC the information necessary for OPC to implement the Card Services.

“*OPC System” means OPC’s and its Suppliers’ electronic payment processing system, including

~ but not limited to, its technology, hardware software and equnpment

“‘Payment Transaction’ means an electronrc payment fransaction mltlated by a Cltlzen by
- credit/debit card as provided below; at the OPC or Agency website or lVR as applicable, and

““Service/Convenience Fee” means the fee charged to a Citizen by OPC for the convenience of -

2.1

22

23

24

© 2.5

- Department of General Services

processed by OPC and/or its Suppliers unider this Exthibit K.

Citizen making Agency Payments by use of the Card Services.
“Services” means the Card Services provided by OPC and its Suppliers pursuant to this Exhibit K.
-“Suppliers’ means OPC authorized vendors including, but riet limited to, ACH processor(s).

OPC OBLIGATIONS AND PROVISION OF CARD SERVICES. As part of the Card Services,
OPC shall provide Payment Processing Serwces as shown on Exhibit K, Supplement 2, Flgure 1
and as further described below: B : l

Credit/Debit Card Services. OPC shall provide Citizens the opportunity to make Agency
Payments by credit card and PIN-less debit card through both an interactive telephone voice
response system (‘IVR”) and Internet interface..

OPC shall, on behalf of Agency, collect and process Agency Payments from Citizens using the

~ American Express® Card, MasterCard®, VISA®, and Discover® Card or such of them as are

agreed upon by Agency and OPC (each, a “Card”).

OPC shall begin providing the Card Services to Cltlzens ona date fo be mutually - agreed upon
by OPC and Agency

OPC shall forward Agenoy Payment Transactlons to the approprlate Card organlzatlons through
Elavon and Elavon shall settle the Agency Payment to the Agency Designated Account. Elavon
shall provide Payment Settlement Services as shown on Exhibit K, Supplement 2, Figure 2 and
to the extent such settiement services are further described in Exhibit A - Scope of Services and
Exhibit G — Merchant Services. OPC, and not Elavon, will be responsible for all services beyond
settlement, including but not limited to chargebacks, reversals, authorization, and compliance.

OPC shall retain all Service/Conveniénce Fees collected by it hereunder after paying all fees
owed in connection with payment transactions to the appropriate parties.
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Exhibit K — Official Payments Corporation
Convenience Fee Services

2.6 OPC will confirm the dollar amount of all a Citizens’ Agency Payments and the corresponding
Service/Convenience fees to be charged to Citizens’ Cards and obtain the Citizens’ approvais
(electronic or otherwise) of such charges prior to initiating credit authorizations.

2.7 OPC will provide Citizens with electronic confirmation of Card transactions.

2.8 For authorization purposes, OPC will electronically transmit all Card transactions to. the
appropriate Card-processing center, in real time as the transactions occur.

2.9 OPC will retain Card authorization logs and transaction records for such period of time as
required by applicable law and the regulations of the respective Card organizations.

Service/Convenience Fee that references OPC and the nature of the fee.

2.11 OPC will provide Agency with logos, graphics, and other appropriate marketing materials for
Agency’s optional use in its communications with Citizens.

2.12 OPC will provide Department of General Services (DGS)/Agency with reports summarizing use
of the Card Services and fees by Citizens for a given reporting pericd (at minimum on a
quarterly basis) as described in Exhibit B, Section 3 and in the format set forth in Exhibit B,
Attachment [. In addition, OPC will provide DGS’ Contract Administrator by March 30" the prior
calendar years annual interchange transaction data in the format set forth in Exhibit K,
Attachment II. :

3. AGENCY CREDIT/DEBIT CARD OBLIGATIONS. Agency obligations include the following:

3.11f Agency is using Co-Brand, Co-Brand Plus, or application; Agency shall take all reasonable
security precautions within its system, hardware and software to prevent unauthorized or
fraudulent use of the OPC System by Agency, Agency employees and agents, and Citizens. OPC
may, but shall not be required to, assign to Agency one or more identification numbers or
passwords for Agency’s use in obtaining the Card Services. Once such identification number(s) or
password(s) have been delivered to-Agency by OPC, the use and confidentiality of such numbers
and/or passwords shall be the sole responsibility of Agency.

3.4 Other than permitting OPC to charge the Service/Convenience Fees in accordance with the |
Card Services, Agency will not impose any surcharge or penalty on transactions made by
Citizens using the Card Services.

3.5 |If Agency requests a customized reporting format, Agency shall provide OPC with its desired
reporting format sufficiently in advance of the requested report delivery date.

3.6 Agency will not require, as a condition to making an Agency Payment, that a Citizen agree in
any way to waive such person’s rights to dispute the transaction with their banking institution for
legitimate reasons. .

3.7 Subject to the restrictions of the section entitled “Intellectual Property”, Agency may actively
_promote the Card Services to its Citizens at its own expense. These promotions may include
publishing the relevant URL for the OPC Website and relevant telephone number (as applicable)
on all tax instruction booklets, tax preparer communications, taxpayer information publications,
citations and notices, and all related marketing materials. Agency will obtain OPC’s consent
prior to publishing any materials that reference the Card Services or OPC.

_ Page 3 of 11 ‘ »
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3.9

3.10

3.11

312

3.13

4.
4.1

Exhibit K ~ Official Payments Corporation

Convenience Fee Services

Agency shall be solely responsible, at their own expense, for acquiring, installing and
maintaining all of its own equipment, software and data communication service, which is not a
part of the OPC System.

Agency shall execute and deliver to OPC an Authorized Users Participation Form (see Exhibit D
Attachment [) to authorize electronic payments to the Agency Designated Account, and any

other certificates, instruments or documents as required by applicable laws and regulations in

order to consummate the transactions intended under this Exhibit K. Agency will miaintain and
comply with applicable NACHA rules and regulations on behalf of itself, its employees, agents
and Citizens. . _

Agency shall (i) collect and verify all rdent:flcatlon mformatlon as requrred by law or government

regulation, and (i) make such identifying information available to OPC if requested by . a

regulator, law enforcement offlcrals or judicial process.

If required by the credit card organizations, Agehcy will enter mto all applicable merchant Card
agreements and fully adhere to the rules, regulatlons and operatlng procedures of the various
Card orgamzatlons mcludmg wrthout Ilmltatlon Wlth respect to the use of specxﬂc Card logos
and marks B _

Agency will provide to OPC all necessary: documents and correspondence in. connectlon with
Chargeback transactlons or other similar refund tranisactions.

Agency will establish a reasonable adjustment policy to- accommodate adjustments that are
reqwred in the normal course of Agency s daily operatlons ‘ i

' -FEES TAXES, AND PAYMENTS.

Credrt/Debn Card Fees. The maximum Service/Convenience fee rate to be charged Citizens for

transactions processed is specified on Exhibit K, Supplement I. Lower rates/lower fees may be

mutually agreed upon by OPC and Agency. Likewise any amendment to the rate/fee must be
mutually agreed upon by OPC, Agency, and DGS Administrator. OPC shall not charge Agency a
fee in consideration for OPC providing the Card Services to Citizens except where the Agency
has agréed fo absorb partial portion of the Service/Convenience fee. Any Agency wanting to
partially absorb Service/Convenience feés must notify and obtain approval from DGS Contract

, “Admmlstrator

4.2

Agency Desmmated Account Prior to any Payment Transaction, Agency will establish an
Agency Designhated Account and will provide OPC with the electronic record specifications
necessary for funds settlerment and the posting of Agency Payment data related to payments.

- Agency shall maintain such account during the period OPC provides Agency with the Card

Serwces OPC wn[ invoice Agency for all chargebacks and apphcable fees.

ACCOUNT MONITORING SECURITY. OPC and its Suppliers may momtor the use of Card
Services or Payment Transaction activity and investigate unusual or suspicious activity to the

~ extent it is with reasonabie discretion and in compliance with applicable laws and government
. regulations, provided that in no event does OPC assume any responsibility to discover any

possible breaich of Agency’s security or misuse of the Card Services. Agency and OPC shall

immediately notify the other if either discovers any bréach of security. Agency and OPC shall

each bé responsible for its own failure to use reasonable security precautions in connectlon with
the use of the Card Services. ‘

INTELLECTUAL PROPERTY. Not withstanding Exhibit D, Section 17 -Proprietary Rights And
Permltted Uses, in order that Agency may promote the Card Services and OPC’s role in
Page 4 of 11
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Exhibit K — Official Payments Corporation
Convenience Fee Services

providing the Card Services, OPC grants to Agency a revocable, non-exclusive, non
transferable, royalty-free license to use OPC'’s logo, trademarks and other service marks (the
*OPC Marks”) for such purpose only, in a form as approved by OPC.

7. GENERAL PROVISIONS.

7.1 Agency shall provide to OPC the User Participation Set Up Form (See Exhibit D Attachment I)
for electronic check transactions and deposit instruction form for Card transactions. In doing
so, Agency represents to OPC that all information provided in such form is current, correct and

ify OPC with written notice with the updated information as

7.2  FEorce Majeure. None of the parties shall be held responsible for any delays in or failure or
suspension of service caused, directly or indirectly, or any the nonperformance, delay or error
of any third party or other causes reasonably beyond the control of any Party.

7.3  Survival. Any Section of this Exhibit K that logically survives the expiration or termination of
' the Agreement or the rendering of Card Services to a particular OPC Authorized User shall
survive, including Sections 1, and 4, '

FRUEEN
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Exhibit K ~ Official Payments Corporation
Convenience Fee Services

SUPPLEMENT
CONVENIENCE FEES.

Convenience Fee Rate:

Convenience Fees charged to each Citizen making a State Government Agency Payment shall be no
higher than 2.30% of the Transaction Amount, but with a minimum of $1.00 and for Local Government
- Agency Payment shall be no hlgher than 2.38% of -the Transaction Amount but with. a minimum of

$2.50.

: | Convemence Fee Prlce Rate Adlustments

All convenience fee price rates shall be firm fixed for the contract term including any optlonal year
» extensnons unless a pnce rate adjustment is granted

A. Eréquency/Guidelines:
Convenience fee price rate adjustments will only be conSIdered in accordarice with the

following guidelines:

1.

2.

Convenience fee prlce rate adjustments will not be granted durmg the first year of the

‘confract.

Convenience fee price rate adjustments after‘the first year may be requesied no more
than once within a 12 month period.

After approval of a convenience fee price rate adjustment, price rate adjustments will not
be accepted for a period of 12 months from the last approved price rate adjustment
effective date.

Convenience fee price rate adjustments may only be requested when the Assessment %
Rate of one or more of the Published Visa, MasterCard, Discover Interchange
Assessment % (PVMD-IA) index has increased more than 1 basis point.

Convenience fee price rate adjustiment increase/decrease (basis points) will be
determined separately for State and Local Government. Determination will be based on a
pro-rated portion of the specific Association Card(s) Assessment % rate change when
applied to the associated prior 12 month Elavon/Official Payments Corporation (OPC)
MSA applicable State and Local Government fransaction data (individually). See Exhibit
K, Attachment | - Convenience Fee Price Rate Change Determination workshest.

The convenience fee price rate adjustment will only be approved when the total pro-rated
Assessment % Rate change equals one or more full basis point(s).

The MSA convenience fee price rate adjustment may not increase more than 3 basis
points in any given 12 month adjustment period regardiess of the PVMD—IA or pro-rated

~ Assessment % Rate change.

No convenience fee price rate increase shall apply to transactions under the contract prior
to the effective date of the convenience fee price rate adjustment. No retroactive contract
convenience fee price rate adjustment increase will be allowed.

Approved convenience fee price rate adjusiments shall be for a minimum period of 12
months from the approved convenience fee price rate adjustment effective date.

Page 60f 11

Departrment of General Services Electronic Payment Acceptance Services MSA —Jurie 2011




Exhibit K — Official Payments Corporation
Convenience Fee Services

10. Convenience Fee Price Rate Declines: The confractor (OPC) shall immediately notify the
State Contract Administrator if any Card Association Assessment % rate decreases, and
the State shall receive full benefit of such decreases (to the extent the total pro-rated
Assessment % Rate decrease equals one or more full basis poini(s), effective on the date
of the Card Association public announcement. The State reserves the right to decrease
Convenience Fee Price Rates using the same methodology used to determine
Convenience Fee Price Rate increase adjustments.

B. Request Process:
Convenience Fee Price Rate adjustment requests will be processed as follows:

1. Any convenience fee price rate adjustment request must be in writing and must be
received 30 calendar days prior to the requested adjustment date. If OPC fails to request
a convenience fee price rate adjustment 30 calendar days prior to the requested
adjustment date, the convenience fee price rate adjustment, if accepted, will be effective
within 30 calendar days after the State approves the written request.

2. Convenience fee price rate adjustments requests must inciude:

a. A copy of the appropriate Card Association Interchange Assessment % (IA) Index
(identified above in Section A.4) illustrating the relevant rate increase/decrease.

b. Completed Convenience Fee Price Rate Change Determination Form (Exhibit K,
Attachment | - multi-tabbed). OPC must submit separate worksheets for both State
and Local Government Agencies containing their individual data. The State reserves
the right to request and receive additional relevant supporting data (ex. - Transaction
Data Reports at the Authorized User/Department Level and/or Interchange Category -
Level) as the State deems necessary to validate OPC’s price adjustment request.

3. A convenience fee price rate adjustment, if granted, will be made in accordance with the

 determination methodology (detailed specifically in Section C). Additional price rate
adjustments within the contract term including extensions, if granted, will be made in
accordance with the same methodology.

4. Upon receipt of such request, the State will verify the request and all supporting data.

a. Once the State validates the pro-rated Assessment % adjustment and its
applicability with the Published Visa, MasterCard, Discover Intérchange
Assessment % (PVMD-IA) index, the State will accept the new convenience
fee price rate at that time; or

b. Deny adjustment request and continue with current State contract price rates
until all discrepancies are resolved and new convenience fee price rate (using
contract methodology) is mutually agreed upon by all parties.

: Page 7 of 11
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Exhibit K — Official Payments Corporation

Convenience Fee Services

B Methodology Descnptlon :

1. Obtam previous 12 months transaction data (Sales Volume Number
of Transactions, and Fees by Card type) and input all reduested data
into’ Convenrence Fee Price Rate Change Determmatlon Worksheet
(Exhibit K, Attachment I). ‘

Current Conv Fee Rate 2.30%
Total Sales Volume: $260,833,440
Total # of Transactions: 347,473
‘Total Fees: ‘i$‘5,279,618

Amex):

Total

2. | Determine Adjusted Fees for each card type (Vlsa MC, DlSC

Subtract the current assessment fees (Transaction Volume x Current
Assessment %Rate) from the total Fees and add new assessment -
fees (Transaction Volume x New Assessment % Rate). - :

‘Sum each card fees (plus processor fees) to determine Adjusted Fee

Visa Card Exampie:

$2,037,189'~ $116,552
($105,956,105 x .11%)= $1,920,637
{Fees - assess fees)

$1,920,637 + $137,742
($105,956,105 x .13%)=$ 2,058,380
(Visa Adjusted Fees)

Total Adjusted Fees: $5,306,077

3, Determine Adjusted Total Fee Change
Subtract’ Adjustecl Total Fee from Total Fees '

$5,306,077 - $5,279,618=
| $26,459

Volume

4. Determine Pro-rated Assessment %Rate Change:
Divide the Total Adjusted Total Fee Change by the Total Sales

- $26,459 + $260,833,440= 0.01%

5. Determxne new Convemence Fee Rate!

If Prosrated Assessment %Rate Change equals one or more full
basis points, add to latest MSA Convenrence Fee Rate

0.01% +2.30% = 2.31%

Departmeint of General Services
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>r:.=m_ _qum.:m:mm Category Transaction Data Report

Exhibit K - Official Payments Lorporation

Convenience Fee Services
Attachment Il - Example

{Insert State or Local Authorized User Data) State Government Data
{Insert Date) -Calendar Year 2010 ' .
A B c 2] E F G H ] J
. ’ 5 Previous 12 month Data Cons/Comm.Rates Off-line Debit Rates
|\Corporate Face to Face - Purchasing Cards FACE-FACEP 1640 2.40%|+{$0.10 ] .
|International Electronic INTL ELEG 1031 1.10%]|+]$0.00
{iinternational Standard M INTLSTND 1030 1.60%|+{$0.00
World Merit Il MCW MERIT3 1423] 1.73%]|+]$0.10
MasterCard Total ¥ $52,680,527| 93,705 § 1,018,504 | 1.934%
[IDiscover Interchange Category {MPS-SHORT DESGRIFTION] Chg Type | - Volume $ | Transaction #] Fees | %Rate [+ Peritem | %Rate |+| Perltem
__ . . ] (INSERT Current Rate Date) j
Examples: (Insert Actuals for mumn;_mn nm:o&
[[Public Services AIP Rewards PUBLICR 1131
__msmasu ‘Markets AP Rewards |EMERGING R 1182
UTILTYR 1145 3
ICommercial Utiiities UTLTY COMM 1188 -+
|[card Not Present/E-Gommerce AIP Gore CNP/ECOM C 1194 5|+
Jlut UTILITY-€ 1206 +
{Emerging Markets AlP-Core EMERGING € - 1199 6|+
*_u.c Services. AP Core {PUBLICC 1198 AN
Public.Services-AlP. Premium 1PUBLICP - .- 1156 . 1]
[Emerging Markets AlP Premium m_smmm_zo P. 11157 - 1+
[lutitities-AiP: Premium . 11182 i Ik
{[Sard Not Present/E-Commerce AlP: _u_‘mSES Plus -7 11230 {5
[Public.Senvices AIP Premium Plus . [FUBLIC PP . 1223 b+
JIEmerging Markets AIP Premium Flus |EMERGEPP. . {1222 2.30%)+
es AIP Premium Plus UTILITY PP 11218 0.00%/+
Utilities AIP Debit UTILITY. D 1182 -
{lcard Not Present/E-Commierce AP Debit CNP/ECOM D 11167 ]
[{Public Services AIP Dehit . JPUBLIC D 1174
[IEmerging Markets AP Debit |EMERGING D 1172
I >mmmmm:..m:~ Pi {Data ._._‘m.mmsb_mmu_mm.mm@. N >m..w.mmm§mz,_.
Discover Gard Total $5,701,342] 7,242 § 124,859 | 2.190%
AMEX Interchange Category - MPS SHORT DESCRIPTION| Chg Type Volume $ Transaction # Fees % Rate  + Perltem % Rate + Peritem
>3mx Government GOVERNMENT 1266 2.15%]+|$0.00
] - 1.15%]| ;

GOVERNMENT

__598,495.465]

52454 § 2074653 | 2450%

" For the: purposes of praviding an-example; all card Totals are Plugged based on actual 2010 UOm Eﬁm

‘When u

ing the worksheet calculation should be to sum.each.card. category

line items {except for overall card rate: - calculation: fees $/ mm_mm volume §)



APPENDIX |
ELAVON STANDARD PROPOSED NEGOTIATION LANGUAGE (PER EXHIBIT D.1.e)
FOR LOCAL AUTHORIZED USERS

Capitalized' terms used and not otherwise defined in this Appendix shall have the-
meanings ascribed to them in the Agreement or the Operating Procedures.

Exhibit A -- Scope of Services

Section 4(a)3 ‘

. Contractor shall settle in gross daily and process chargebacks and adjustments by
invoicing the State Authorized User for compensation. Local Authorized Users will have
the ability to choose their method of payment pursuant to Exhibit B.1.

Exhibit B — Budget Detail and Payment Provisions

Section 1

{(d) For Local Authorized Users, the User will decide which fee payment method it
chooses to use on the Authorized User Participation Form, Exhibit D Attachment |.

Exhibit E — Fees and Costs

Section 4

(c) Local Authorized Users may choose Convenience Fees that are: (i) Merchant-
managed, meaning that Merchant establishes the amount of the Convenience Fee
(subject to the requirements of the Agreement and the Payment Network
Regulations), retains the Convenience Fee, and pays Elavon the per transaction
fees as set forth on Exhibit E Attachment | for all Convenience Fee Transactions; (i)
Elavon-managed, meaning that Elavon establishes the amount of the Convenience
Fee and retains the Convenience Fee in lieu of Merchant's obligation to pay Elavon

the per fransaction fees as set forth on Exhibit E to the Agreement for Convenience

Fee Transactions; or (jii) third party convenience fee vendor {certified on the Elavon
network). Local Authorized Users will make their selection on the Authorized User
Participation — Set Up form. Local Authorized Users selecting either of the programs
stated in (i) or (i) above, agree to the additional terms and conditions for
Convenience fees in Exhibit i, below.

9 10f9



Exhibit G - Agreement for Merchant Processing Services Acceptance
1. 'SCOPE OF THIS AGREEMENT; DEFINITIONS AND GENERAL PROVISIONS
b. Definitions: . -

" Reserve Account means the fund established and managed by Servicers to

protect against actual or contmgent liability ansmg from. Chargebacks adjustments «

fees and other charges due to or incurred by Servicers.

INTERNET PROCESSING

You must obtain approval from Servicers io accept and process  Internet
. transactions through "Servicers.. You. also. acknowledge . that you must: inform
Servicers. of your use of any processmg software, third party Internet payment‘
gateway, shoppmg cart, Web Site host, or other service provider (co!lec’uvelyl

“Internet Service Providers’ ", that any Internet payment gateway must be approved
by Servicers and that You are prohibited from fransmitting any Cardholder

transaction data to any Internet Service Providers (or any third party) without the:
approval of Servicers. If You accept Internet transactions without such approval,
Servicers may, in addition to any other rights it may have under this Exhibit G,

‘establish a Reserve Account to protect them from risk of loss. If authorized fo
accept payment by Internef, the Sales Draft shall be completed without the
Cardholder’s signature or an imprint but shall include the Cardholder's name, ‘billing
address, Card number, expiration date, of the Card, a description of the
merchandise or service and the date and amount of. all charges.. -All Internet
transactions will be settled by Servicers inio a deposﬁory institution in the United
States. You shall process Internet transactions only (a) if the Internet transactions
have been encrypted by Servicers or by an Internet Service Provider acceptable to
Servicers .and (b) Cardholder data is protected by You as. required by the then
current Assoaciation Rules, PCl data security requ1rements or any other applicable
regulations. Encryption is not guarantee of payment to You. You acknowledge that
internet fransactions may be authorized and settled through separate BIN/ICA
numbers and interchanges and that Servicers may be unable to combine deposits
~ of Internet transaciions and non Internet credit and debit Card transactions.
Because the transactions processed via the Internet are higher risk, You may be
charged higher Association fee. Internet transactions are subjected to a- higher
incidence of chargebacks and, as with non-Internet. transactions, receiving an
- guthorization and following procedures will not relieve You of liability associated
~ with chargebacks and/or the fraudulent use of custorner data obtained off of Your
~ Web' Sites. - All communications costs related to Internet transactions are Your
responsibility. Servicers will not manage the Internet telecommunication link which
is also Your responsibility. Obtaining any license or sub-license of software
required to permit You to process Internet transactions shall be Your responsibility,
and if obtained from Servicer's, subject to a separate agreement. Servicers do not
guarantee that obtaining required approvals from Servicers or implementing
suggested security measures will cause Your Internet transactions to be secure or
impregnable, and Servicers will not be responsible in the event of the infiliration of
Your or any Internet Service Provider's security systems. You further acknowledge
and agree that Servicers are not responsible for the security of the Cardholder data

20f9




12,

or information stored on Your or any Internet Service Provider's computers,

~ systems or Web Site(s) and that You will be solely responsible for any liability,
fines, or penalties arising from its use, storage, or dissemination of Cardholder
data.

FEES; ADJUSTMENTS; COLLECTION OF AMOUNTS DUE

Notwithstanding anything in the Agreement to the contrary, Local Authorized
Users may elect one of the following fee collection models:

a. Direct Debit. If You elect the Direct Debit fee collection model on Exhibit D

Attachment |, then You will pay Servicer fees in the ordinary course of business
for all processing services, supplies, and equipment in accordance with Exhibit
E, any amendment o Exhibit E and any additional Exhibits executed by You.
Such fees will be calculated and debited from the designated account once
each day or month for the previous day’s or month’s activity as applicable, or
will be deducted from the funds due You under the Agreement.

. Monthly Net Seftlement. If You elect the Monthly Net Settiement fee collection

model on Exhibit D Attachment |, then You will pay Servicer fees in the ordinary

course of business for services, supplies, and equipment in accordance with
Exhibit E, any amendment to Exhibit E, and any additional Exhibits executed by -

You. Such fees will be calculated daily and will be offset by Servicer against

amounts owed by Servicer to You: (i) on the first day of each month for the prior -

month’s processing services, and (i) following the first day of the month for fees

and other amounts owed to Servicer pursuant to Exhibit E that are not available
- or reasonably calculabie as of the last day of a particular month. In the event

that the funds owed by Servicer to You on the first day of a calendar month are

insufficient to offset amounts You owe to Servicer for processing services .

provided during the prior month, Servicer may offset any unpaid balance owed
by You against future amounts Servicer owe or will owe to You until your
financial obligations are fully satisfied.

. Invoice. lf You elect the Invoice fee collection model on Exhibit D Attachment |,
+ then You will pay Servicer fees in the ordinary course of business. for all

processing services, supplies, and equipment in accordance with Exhibit E, any
amendment to Exhibit E and any additional Exhibits executed by You. Such
fees will be calculated once each month for the previous month's activity.
Elavon will send You an invoice reflecting the fees due, which You must pay

within thirty (30) days of the invoice date. In addition to all other available
remedies, Servicer may offset any outstanding or uncollected amounts that are

more than ninety (90) days past due from (i) any amounts they would otherwise
be obligated to deposit into your bank account and (ii) any other amounts
Servicer may owe you under this Agreement or any other agreement. '

17. TERMINATION. 4 .
17.2 If any of the following events shall occur (each an "Event of Default”):

(vi) The occurrence of a material adverse change in the State or an Authorized

User's financial condition, defined as a rating by Moody’s, Fitch's, or Standard

& Poor's below investment grade, or a downgrade of two or more positions

with any such reporting service. .
' 30f0



(vii) You shall default in any material respect in the performance or observance of

.any term, covenant, condition or agreement contained in this Exhibit G,
“including, without limitation, the establishment or maintenance of funds in a

Reserve Account, as detailed in Paragraph 18 (Reserve), or the Data
Secun’cy requrrements as detailed in Section 19.

23. RESERVE ACCOUNT SECURITY INTEREST

a) Reserve Account.

1)

Establishment. Elavon may establlsh a Reserve Account in the Reserve
 Amount upon the occurrence of a Reserve Event for the purpose of providing

-securlty and a source of funds to pay Elavon and Member for any and all
: amounts that may be owed by Merchant hereunder Elavon and Member shall

have sole control of the Reserve Account. -
Reserve Amount. The Reserve Amount is equal o the aggregate doliar

value of: [(average % credits to processing voiume during the same period +
‘average % Chargebacks to processing volume during the same period)

multiplied by four] multiplied by [average monthly processing volume] plus
[one month’s average fees] plus [# days delayed delivery multiplied by the

- average day's processing volume]. For purposés of this calculation, the ,
number of days delayed dellvery means the number of days between the date -

- on which the Cardholder's Payment Device is charged and the date the

Cardholder receives and is satisfied ‘with the product or 'service. Further, for
purposes of this calculation, Elavon will -determine, in its sole reasonable
discretion, the applicable period considering factors such as Merchant’
Transaction volume &nd seasonality.

'(1)Reserve Event. The following will constn‘.ute Reserve Events (a)

fraudulent activity in any monthly pefiod that eduals or exceeds one
- percent (1%) of Merchant’s average monthly volume over the precedlng
twelve (12) month period, (b) Chargebacks in-any monthly period that
equal or exceed one percent (1%) of the total dollar value of incoming
items to Elavon, (c) Elavon's reasonable belief that Merchant has
accepted deposits but has not delivered the goods or services, (d) the
.commencement of a Bankruptcy Proceeding by or agalnst Merchant, (e)
- termination of the Agreement for any reason or the occurrence of an event
listed in Section (A)(12)(b)(ii)(B) or (C) giving Elavon or Member the right
to terminate the Agreement, (f) nonpaymient of amounts owed to Elavon or
Merfiber, (g) fines imposed or reasonably expected to be imposed by the

- - Payment Networks, (h) the occurrence of a matefial adverse change in

‘Merchant’s financial condition, (i) assignment of the Agreement by, or a
change in . control “of, Merchant without . Elavon’s consent, and (j)
revocation, termination or non-renewal of any guaranty, indemnity
agreement, letter of credit or any other Alternate Security provrded in
connection with the Agreement, if applicable.

i) Funding. Elavon and Meémber may fund. the Reserve Account up fo. the

- Reserve Amount by any one or more of the following means.

© (1) Elavon and Member may require Merchant to deposrt funds into the
Reserve Account; ‘
- (2) Elavon and Member may debit the DDA and/or

4of9




(3) Elavon and Member may deposit into the Reserve Account funds they
would otherwise be obligated to pay Merchant.

iv) Use of Funds in Reserve Account. Elavon or Member may, without notice
to Merchant, apply funds in the Reserve Account against any outstanding
amounts Merchant owes under the Agreement. Also, Elavon or Member may
debit the Reserve Account to exercise their rights under the Agreement .
including, without limitation, their rights of set-off and recoupment to collect
any amounts due to Elavon or Member. Further, Merchant agrees that Elavon
or Member may be required to send funds in a Reserve Account to a third -
party in response to a tax levy or other court order.

v) Termination of Reserve Account. Funds held in the Reserve Account shali
remain in the Reserve Account, and shall be used only to pay amounts due to
Elavon and Member (except as otherwise provided in the Agreement), until
the Merchant has paid in full all amounts owing or that couid ever be owed
under the Agreement, inciuding all Chargebacks, returns, adjustments, fees,
fines, penalties, and any other payments due under the Agreement. In no

event shall Merchant be entitied to a retumn of any funds remaining in the =

Reserve Account before two hundred seventy (270) days following the
effective date of termination of the Agreement.

vi) Alternate Security. In lieu of or in addition to establishing and funding a
Reserve Account, Elavon may, in its sole and absolute discretion, accept an
alternative form of security (“Alternate Security”) for the purpose of providing
a source of funds to pay Elavon and Member for any and all amounts owed
by Merchant. Elavon retains the right at any time to require that the amount
held -in the Reserve Account equal the Reserve Amount even if Elavon -

" previously accepted and currently holds Alternate Security; provided that

Elavon shall not require that the aggregate of the amount held in the Reserve
Account and the Alternate Security taken together, exceed the Reserve
Amount.

b)Reserve Account and Bankruptcy. Merchant acknowledges that in the event of a
Bankruptcy Proceeding, in order for Merchant to provide adequate protection under
Bankruptcy Code Section 362 to Elavon and Member hereunder, Merchant must

~ create or maintain a Reserve Account as required by Elavon and/or Member and
either of them shall have the right to offset against the Reserve Account for any and -
all obligations Merchant may owe to Elavon and Member, without regard to whether
the obligations relate to Transactions initiated or processed before or after the .
initiation of the Bankruptcy Proceeding.

c) Security Interests. To secure Your obligations to Servicers and their affiliates
under this Exhibit G and any other agreement for the provision of related equipment
or related services, You grants to Servicers a lien and security interest in and to any
of Your funds pertaining to the Card transactions contemplated by this Exhibit G
now or hereafter in the possession of Servicers, whether now or hereafter due or to
become due to You from Servicers. Any such funds, money or amounts may be
commingled with other funds of Servicers, or, in the case of any funds held
pursuant to the foregoing paragraphs, with any other funds of other customers of
Servicers. In addition to any rights now or hereafter granted under applicable law
and not by way of limitation of any such rights, Servicers are hereby authorized by

“You at any time and from time to time, without notice or demand to You or to any
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other person (any such notice and demand being hereby expressly waived), to set
off, recoup and fo appropriate and to apply any and all such funds against and on
account of Your obligations fo Servicers and their affiliates under this Exhibit G and
any other agreement with Servicers or any of Servicers' affiliates for any related
equipment or related setvices (including any check guarantee and check verification
services), whether such obligations are liquidated, unliquidated, fixed, contingent,
~“matured or unmatured. You agrée to duly execute and deliver to Servicers such
~instruments and documents as Servicers may reasonably request to perfect and

- confirm the lien, securlty interest, right of set off recoupment and subordmatlon set
forth in this Exhibit G. o

‘Exhibit l - Convemence and Serv‘ice Fee S.ervi"t:e's

4) GOVERNMENTIPUBL!C INSTITUTION SERVICE FEE SERVICES.

a) GPISF Services. At Merchant's election, Merchant may choose to charge a GPISF
(a Merchant-managed GPISF) or to have Elavon charge a GPISF (an Elavon-
managed GPISF) to its Customers for Eligible Transactions, in each case provided
that Merchant is in compliance with the Payment Network Regulatlons and Laws,
including the Electronic Fund Transfer Act and Regulation E. If Merchant elects an
Elavon-managed GPISF, Merchant agrees that.any GPISF collected in connection

- with an Eligible Transaction will be retained by Elavon and Member and that such
~amount constitutes Elavon’s. and Member’'s property, and Merchant has no right,

title or interest in such amounts. Further, if Merchant elects .an ‘Elavon-managed
GPISF, Merchant agrees that Elavon may, when mutually agreed by both parties,
~adjust the GPISF amount from time to time as necessary or appropriate to
“accommodate changes in Payment Network fees' (including Interchange fees),
material changes in average ticket size andfor monthly Transaction volume,
Interchange classification or downgrades, changes in Chargeback rates, or
changes in Payment Devices accepted and/or payment channels offered by
Merchant. Additionally, Elavon may immediately terminate the Processmg Services
for GPISF if Merchant's Chargeback rates materially exceed industry averages. If
Merchant elects a Merchant—managed GPISF, Merchant will receive and retain the
GPISF tollected in connection with Eligible Transactions and will pay regular per
{ransaction fees to Elavon and Member for the Processing Services provided by
- Elavon and Member with respect to such Transactions. Merchant agrees that the

minimum annual Transaction fees (which includes any Elavon-retained GPISF) paid
to Elavon and Member for Transactions processed under this Exhibit shall be at
least equal to the “Minimum. Annual Fees” amount identified in the Convenience
- and Service Fee pricing section below. For any partial petiod of less than a full year
during the term. of this Exhibit, the actual amount of fees paid by Merchant to Elavon
for Transactions processed under this Exhibit shall be annualized to:determine if
Merchant has satisfied this obligation. At the end of each year (the first of which
shall begin on the Effective Date and each successive year of which shall begin
- immediately upon the conclusion of the preceding year), Elavon may notify
Merchant if the actual Transaction fees paid by Merchant in respect of this Exhibit is
~less than the Minimum Annual Fees.amount. In the event that Merchant's actual
~ Transaction processing fees under this Exhibit for any such period are less than the
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Minimum Annual Fees, Merchant shall promptly pay Elavon and Member the
difference. '

8) Convenience Fees

a) Merchant-Managed. If Merchant is both eligible to charge Convenience Fees
and has elected on Exhibit D — Attachment | to manage Convenience Fees, then
Merchant shall comply with the standard provisions regarding Convemence Fees
set forth in the Agreement and the MOG.

b) Elavon-Managed. If Merchant is both eligible to charge Convenience Fees and
has elecied on Exhibit D — Attachment | to have Elavon manage Convenience
Fees, Merchant agrees to the following provisions, as and to the extent

“applicable, in addition to requirements regarding Convenlence Fees set forth in
the Agreement and the MOG.

1.

General. At Merchant's election, Merchant may choose to have Elavon
manage the Convenience Fee Merchant will charge to its Customers for
eligible Transactions, provided that Merchant is in compiiance with the

- Payment Network Regulations and Laws. In such circumstances, Elavon will

communicate to Merchant the amount of the Convenience Fee Merchant is

required to charge for each eligible Transaction. Merchant agrees that any

Convenience Fee charged by Merchant for such Transactions will be retained
by Elavon and Member and constitutes Elavon’s and Member’s property, and
Merchant acknowledges that Merchant has no right, title or interest in such

" amounis. Elavon may adjust the Convenience Fee from time to time as

necessary. to accommodate changes in Payment Network fees (including
interchange fees), material changes in average ticket size and/or monthly
Transaction volume, Interchange classification or downgrades, changes in .
Chargeback rates, or changes in Payment Devices accepted and/or payment
channels offered by Merchant. Additionally, Elavon may immediately
terminate the Processing Services for Convenience Fees if Merchant's
Chargeback rates materially exceed industry averages.

POS Devices and Convenience Fee Changes. Merchant is responsible for
ensuring that its software, POS Devices and Payment Device acceptance
procedures fully compiy with Elavon’s instructions and Payment Network
Regulations, including with respect to programming of software and POS
Devices to handle eligible Transactions to ensure proper assessment of
Convenience Fees and modifying the amount of Convenience Fees charged
upon request from Elavon. Merchant is further responsible for complying with
all requirements as provided by Elavon from time to time to appropriately
process the eligible Transactions to qualify for optimal. Interchange rates
within five (5) days of Elavon’s communication to Merchant of the same. If
Merchant fails to make changes to its POS Devices or Payment Device
acceptance procedures, or fails to adjust the amount of the Convenience Fee
charged per Transaction, within five (5) days of Elavon’s request therefore,
Elavon may, in its discretion, discontinue the program or suspend a certain
payment type, or bill the Merchant for charges in excess of the Convenience
Fee to recover losses related to Transactions that did not qualify for optimal
Interchange rates or did not include the Convenience Fee amount requested
by Elavon.
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c) Fees. If Merchant has elected on Exhibit D — Attachment | that Convenience
~ Fees will be “Merchant-managed,” then Merchant will compensate .Elavon and
Member for the Processing Services for Convenience Fee Transactions as
indicated on Exhibit E to the Agreement (i.e., Merchant will pay standard per
transaction fees for Convenience Fee Transactions). If Merchant has elected on
Exhibit D — Attachment | that Convenience Fees will be “Elavon-managed,” then
Elaven will net from the Transaction se’ttiement paid to Merchant the full amount
of the' Convenience Fee established by Elavon (as 'set forth in Exhibit D-
Attachment | —Authorized User Participation Set Up form). Subject to the
provisions above, the Convenience Fee retained by Elavon where Merchant has
“elected “Elavon-managed” Convenience Fees will constltute full payment to

' Elavon for Elavon S processmg of such Transac’uons :

Exhlblt J = Entergnse Blllmg Solutlons

3) EBS SERVICES FEES 'OTHER AMOUNTS OWED TAXES. Elavon and Member
will provide Merchant with the EBS Services in accordance with Exhibit J. ' Merchant will
compensate Elavon and Member for the EBS Sérvices as indicated on Exfibit D —
Attachment | and the Convenience and Service Fee section below. If Merchant elects
an Elavon-mahaged EBS program, Elavon will establish “and retain the service or
convenience fee in lieu of Merchant’s obligation to pay the per transaction fees. Should
Merchant wish to institute an EBS program that does not meet a volume threshold for
Elavon to offer the program, Elavon and Merchant may mutually agree to a minimum
fee that will be’ applied to cover Elavon’s cost of implementing and admlnlstenng the
program, if the convenience or service fees do not cover-such expenses. ' Merchant
agrees that the minimum annual Transaction fees paid to Elavon and Member for
Transactions processed using the EBS Services shall be at least equal to the “Minimum
Annual Fees’ amount identified below. The Minimum Annual Fees requirement
becomes effective on the first day of the first month that begins following the- earlier of (i)
the date Elavon.processes the first Transaction for Merchant using the EBS Services, or
(i) ninety (90) days from the Effective Date for the Merchant. For any partial period of
less than a full calendar year during the term of this Schedule, the actual amount of fees
paid by Merchant to Elavon and Member for Transactions: processed using the EBS
- Services shall be annualized to determine if Merchant has satisfied this obligation. At
the end of each year (the first of which shall begin on the effective date of the Minimum
Annual Fees requirement and each successive of which shall begin lmmedlately upon
the conclusion of the preceding such year), Elavon may notify Merchant if the actual
Transaction fees paid by Merchant in respect of the EBS Services is léss than the
Minimum Annual Fees amount. In the event that Merchant’s actual EBS Services
Transaction processing fees for such penod are less than the. Mlnlmum Annual Fees,
Merchant shall promptly pay Elavon and Member the dlfference

* Section C — Electronic Check SerwcesProwsions o

1) GENERAL DESCRIPTION. This Section C sets forth additional terms and
conditions of the EBS Services applicable to processing of Tran‘saction‘scriginated
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2)

and presented for clearing and payment via the ACH Network in accordance with the

ECS Rules, as more fully described below. Elavon and Member will process ECS . .

Transactions only if Merchant has elected Electronic Check Services on Exhibit D —
Attachment |. Processing of ECS Transactions shall be subject to the terms and
conditions set forth in Section A of Exhibit J and this Section C.

ELECTRONIC CHECK SERVICES GENERALLY. All convenience costs and fees
related to the Service Level chosen by Merchant are as provided in Exhibit D—
Attachment | to the Agreement. The Customer must provide authorization to Elavon

- prior to Elavon initiating an ACH debit, in accordance with the ECS MOG. Elavon

will make a record of the Customer’s authorization for the ACH debit. Elavon will
either retain the original or a duplicate record of the Customer’s authorization for the
period required by the applicable ECS Rules, and will make a copy of such record
available to Merchant for a fee as- mdlcated beiow.

RETRIEVAL REQUESTS AND CHARGEBACKS. Merchant is fully responsnble for
all Chargebacks and returns under the Payment Network Requirements. Upon
receipt of a Chargeback or return from an ECS' Association, Elavon and Member will
forward such request or documentation to Merchant. Merchant is responsible for
responding, as appropriate, to each Chargeback or retumn, including by retrieving a

copy of the relevant Transaction Receipt from the EBS Services interface. In

addition, Merchant will cooperate with Elavon and Member in complylng with the

- Payment Network Reguiations regarding Chargebacks and retums.

4)

ADDITIONAL REPRESENTATIONS AND WARRANTIES. Merchant represents
and warrants, with respect to all ECS Transactions accepted and processed by

- Elavon and Member under this Exhibit J, that (i) for PPD Entries or recurring debit

entries, the Customer has duly authorized the debiting -of the Customer’s account in
accordance with applicable law, (ii) the business transaction represents an obligation
of the Customer who is initiating the ECS Transaction, and (iii) the ECS Transaction
is for amounts actually owed by Customer to Merchant (including tax) and does not
mvolve any element of credit.
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