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Executive Summary

The basic concept of Cloud Computing is to share computing resources. The types of cloud computing which an organization may decide to use depend upon business requirements and the investment an organization has made in building an on-site technology infrastructure. This is a simplified list of cloud services industry terms:
· Public Cloud 
· Used by a lot of people and computing resources are required at peak times
· Private Cloud
· Not shared with other organizations and can be managed internally or externally
· Hybrid Cloud
· Business requires software as a service and is concerned about information security
· Community Cloud
· Groups that share business requirements share cloud resources 
The purpose of this cloud computing summary is to create awareness of cloud security requirements.  Cloud computing can give a false sense of security because there is an assumption that the providers of cloud services are infallible and that resources are always available.  In truth, all security considerations of an organization that runs their computing services on premises are just as important for third-party cloud providers. Although the work load of managing a computing infrastructure may be reduced for operations staff, communications and monitoring of the provider is imperative. In addition, if the cloud provider is hosting the computing architecture but not installing the application, another contract would be for an implementer who must also play a role to ensure information security is integrated throughout the entire computing stack. Therefore, it is extremely important to set expectations of security, service levels and specify business requirements within the procurement contract.
What follows is a list of standards for which cloud service providers should be held accountable. Business teams could find that these concepts are steeped in technicality, and that is very true.  However, the information security and operations technical groups should readily accept their roles in evaluating the security posture of the cloud service provider as extensively as they have with their state-run data centers and information security compliance requirements.

Standards
The National Institute for Standards in Technology (NIST) Special Publication 500-292 is the architecture reference, and has developed the Cloud Computing Taxonomy.  Cloud computing participation goes beyond user and administrator, the five major participants, referred to as actors are:
1. Cloud Consumer
2. Cloud Provider
3. Cloud Broker 
4. Cloud Auditor
5. Cloud Carrier
Security requirements for Cloud Computing are based on standards: 
1. Federal Risk and Authorization Management Program (FedRAMP)
a. Clear security authorization requirements
b. Continuous monitoring
c. Incident response
d. Key escrow
e. Forensics
f. Two-factor authentication
g. Auditing
2. The Privacy Act of 1974 and California Information Privacy Act of 1977
a. Privacy impact assessments
b. Privacy training
c. Data location
d. Breach response
3. NIST 800-137 Information Security Continuous Monitoring Program
a. Define the ISCM strategy
b. Establish an ISCM program
c. Implement the ISCM program
d. Analyze and Report findings
e. Respond to findings
f. Review and Update the ISCM strategy and program
4. NIST 800-53 Rev. 4 Security and Privacy Controls for Federal Information Systems and Organizations (adopted by CISO for implementation of SAM 5300) Controls:
a. Access 
b. Awareness and Training
c. Audit and Accountability
d. Security Assessment and Authorization
e. Configuration Management
f. Contingency Planning
g. Identification and Authentication
h. Incident Response
i. System Maintenance
j. Media Protection
k. Physical and Environmental Protection
l. Planning
m. Personnel Security
n. Risk Assessment
o. System and Services Acquisition
p. System and Communications Protection
q. System and Information Integrity 
5. Cloud Security Alliance’s Cloud Controls Matrix Ver. 1.4 and Ver. 3.0 ©

To achieve understanding of the Cloud Service Providers’ business maturity the security requirements must be included as requirements in the Request for Proposal and again in the legal contract.  Vendors should have the opportunity to respond to the detailed security requirements so that each element can be uniquely qualified.  By including the security requirements in the RFP there will be a basis for the technical evaluation of the service provider and a firm baseline of the detail supporting the Provider’s compliance with those standards.  

The accompanying spreadsheet “Cloud RFP Requirements 04-2014” should be included with the business requirements for the cloud software as a service (SaaS) offering.




