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CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
(Software as a Service)
THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR SOFTWARE AS A SERVICE (SaaS), AS DEFINED BELOW.  THESE SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS – INFORMATION TECHNOLOGY AND ACCOMPANIED BY, AT MINIMUM, A STATEMENT OF WORK AND SERVICE LEVEL AGREEMENT (SLA).  PLATFORM AS A SERVICE (PaaS) AND INFRASTRUCTURE AS A SERVICE (IaaS) SERVICE MODELS MAY BE SUBJECT TO FUTURE SPECIAL PROVISIONS.
1. Definitions
a) “Cloud Software as a Service (SaaS)” - The capability provided to the consumer is to use the provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a web browser (e.g., web-based email). The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user-specific application configuration settings. 
b) “Cloud Platform as a Service (PaaS)” - The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly application hosting environment configurations.

c) “Cloud Infrastructure as a Service (IaaS)” - The capability provided to the consumer is to provision processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over operating systems; storage, deployed applications, and possibly limited control of select networking components (e.g., host firewalls).

d) “Data” - means any information, formula, algorithms, or other content that the State, the State’s employees, agents and end users may provide to Contractor pursuant to this Contract.  Data includes, but is not limited to, any of the foregoing that the State: 
1) Uploads to the SaaS, and/or 
2) Creates and/or modifies using the SaaS.

e) “Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of Data by an unauthorized party or that is in violation of Contract terms and/or applicable state or federal law.  
f) “Infrastructure Disaster Recovery (IDR)” - The act of restoring Contractor’s or subcontractor’s information technology infrastructure, including OS, and systems. 
g) “Recovery Point Objective” (RPO)” - means the point in time to which Data can be recovered and/or systems restored when service is restored after an interruption. The Recovery Point Objective is expressed as a length of time between the interruption and the most proximate backup of Data immediately preceding the interruption.  The RPOs apply to both backup and IDR. They are to be detailed in the SLA.   
h) “Recovery Time Objective (RTO)” – means the period of time within which information technology services, systems, applications and functions must be recovered following an unplanned interruption. The RTOs apply to IDR. They are to be detailed in the SLA.
Terms
2. SYSTEM AVAILABILITY: Unless otherwise stated in the Statement of Work,
a) 
Contractor agrees to provide the State access to the system with reliability averaging not less than 99.99% monthly host system availability (excluding agreed-upon maintenance downtime).  
b) 
The Services shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-upon maintenance downtime), and provided to State as defined in the Statement of Work.
c) 
If the system availability falls below performance requirements as set forth herein or in the Statement of Work, the State may terminate the contract for material breach in accordance with the Termination for Default provision in the General Provisions – Information Technology.

d) 
Contractor shall provide advance written notice to the State in the manner set forth in the Statement of Work of any major upgrades or system changes that Contractor will perform.
3. DATA AVAILABILITY:
a) Contractor shall ensure continuity of SaaS, accessibility of Data, and availability of applications used in conjunction with SaaS in accordance with the Statement of Work.  The State shall not be prevented from accessing the SaaS as a result of: 

1) Acts or omission of Contractor;

2) Acts or omissions of third party companies working on behalf of Contractor;

3) Network compromise, network intrusion, hacks, introduction of viruses, disabling devices, malware and other forms of attack that can disrupt access to Contractor’s server, to the extent such attack could have been prevented by reasonable and customary precautions in the hosting industry;

4) Power outages or other telecommunications or Internet failures, to the extent such outages were within Contractor’s direct or express control.
4. DATA SECURITY:  Unless otherwise stated in the Statement of Work,
a)  Contractor must provide services and infrastructure that comply with the following: 
1) The California Information Practices Act (Civil Code Sections 1798.3 et seq.);
2) Security provisions of the California State Administrative Manual (Chapters 5100 and 5300) and the California Statewide Information Management Manual (Sections 58C, 58D, 66B, 5305A, 5310A and B, 5325A and B, 5330A, B and C, 5340A, B and C, 5360B); and
3) Information security and privacy controls as set forth in the Federal Information Processing Standards (FIPS) and the National Institute of Standards and Technology (NIST) Special Publications.
b) Contractor must either be Federal Risk and Authorization Management Program (FedRAMP) certified or undergo an annual Statement on Auditing Standard No. 70 (SAS 70) Type II audit. Contractor must have an active compliance program in place, and show evidence of compliance with FedRAMP or SAS 70 Type II. Audit results and Contractor’s plan to correct any negative findings shall be made available to the State upon request.
c) Where applicable, Contractor must provide SaaS that complies with:

1) Privacy provisions of the Federal Privacy Act of 1974 and the California Information Practices Act of 1977;
2) Security provisions of the Internal Revenue Service (IRS) Publication 1075, including the requirement that Data not traverse networks located outside of the United States;

3) Security provisions of the Social Security Administration (SSA) Document Electronic Information Exchange Security Requirement And Procedures For State And Local Agencies Exchanging Electronic Information With The Social Security Administration;

4) Security provisions of the Payment Card Industry (PCI) Data Security Standard (PCIDSS) including the PCIDSS Cloud Computing Guidelines;

5) Security provisions of the Health Information Portability and Accountability Act (HIPAA) Security Rule and all modifications/extensions including but not limited to the Health Information Technology for Economic and Clinical Health Act (HITECH);

6) Security provisions of the Criminal Justice Information Services (CJIS) Security Policy.

d) All facilities used to store and process Data shall implement and maintain administrative, physical, technical and procedural safeguards in accordance with industry standards specified above. Those safeguards will secure such Data from Data Breach, protect the Data and the SaaS from hacks, introduction of viruses, disabling devices, malware and other forms of malicious or inadvertent acts that can disrupt access to Contractor’s server.  Contractor shall maintain the administrative, physical, technical and procedural infrastructure and security associated with the provision of the SaaS at all times during the term of this Contract.

e) Contractor shall at all times conform to industry standards and use up-to-date security tools, technologies and procedures in providing SaaS under this Contract, at no additional cost to the State.
f) Contractor shall allow the State access to system security logs, latency statistics, and other related system security Data, that affect this Contract, the State’s Data and SaaS, at no cost to the State.  

g) Contractor assumes responsibility for protection of the security and confidentiality of the Data and shall ensure that all work performed by its subcontractors shall be under the supervision of Contractor and in compliance with the same security policies and procedures that apply to Contractor under the terms of this Contract.
h) Remote access to Data from outside the United States is prohibited.    

5. ENCRYPTION: Unless otherwise stated in the Statement of Work, the Data shall be encrypted end-to- end while it is in transit, in use and at rest in accordance with State Administrative Manual 5350.1 and State Information Management Manual 5305-A.  All electronic transmissions of Data must be encrypted using FIPS 140-2 validated cryptographic modules and the current Advanced Encryption Standard algorithm.
6. DATA LOCATION: Unless otherwise stated in the Statement of Work, the physical location of Contractor’s data center where the Data is stored shall be within the United States.  
7. RIGHTS TO DATA: The parties agree that as between them, all rights, including all intellectual property rights, in and to Data shall remain the exclusive property of the State, and Contractor has a limited, non-exclusive license to access and use the Data as provided to Contractor solely for performing its obligations under the Contract.  Nothing herein shall be construed to confer any license or right to the Data, including user tracking and exception Data within the system, by implication, estoppel or otherwise, under copyright or other intellectual property rights, to any third party. 

8. TRANSITION PERIOD: Unless otherwise stated in the Statement of Work,
a) For one (1) year prior to the effective date of expiration of this Contract, or upon notice of termination of this Contract, Contractor shall assist the State in transitioning to a new SaaS provider, at the sole discretion of the State (“Transition Period”). The Transition Period may be modified as agreed upon in writing by the parties. During the Transition Period, platform and Data access shall continue to be made available to the State without alteration, to allow the State time to transfer the Data to another Service provider or return the Data to the State in the format determined by the State.  

b) Notwithstanding the above, no Data shall be copied, modified, destroyed or otherwise deleted in violation of the contracting department’s applicable Data retention policy and in no instance without prior written notice to and written approval by the State.
c) Contractor agrees to compensate the State for damages or losses the State incurs as a result of Contractor’s failure to comply with this section in accordance with the Limitation of Liability provision set forth in the General Provisions - Information Technology. 

d) Contractor shall return all Data in a readable format pursuant to the State’s instructions at the expiration or termination of this Contract.  In the alternative, at the State’s request, and in the manner prescribed or approved by the State, Contractor shall permanently destroy any portion of the Data in Contractor’s and/or subcontractor’s possession or control following the expiration of all obligations in this section. Contractor shall issue a written statement to the State confirming its destruction of the State’s Data.
9. DATA BREACH: Unless otherwise stated in the Statement of Work,
a) Upon discovery of any suspected or confirmed Data Breach, Contractor shall immediately notify the State by the fastest means available and also in writing, with additional notification provided to the Chief Information Security Officer or designee for the contracting agency. In no event shall Contractor provide such notification more than forty-eight (48) hours after Contractor reasonably believes there has been such a Data Breach.  Contractor’s notification shall identify: 
1) The nature of the Data Breach; 
2) The Data accessed, used or disclosed; 
3) The person(s) who accessed, used, disclosed and/or received Data (if known); 
4) What Contractor has done or will do to quarantine and mitigate the Data Breach; and 
5) What corrective action Contractor has taken or will take to prevent future Data Breaches.  
b) Contractor will provide daily updates, or more frequently if required by the State, regarding findings and actions performed by Contractor until the Data Breach has been effectively resolved to the State’s satisfaction.

c) Contractor shall undertake to quarantine and repair SaaS in accordance with the RPO and RTO as set forth in the SLA attached to the Statement of Work.  If Contractor fails to provide an acceptable solution within the RPO or RTO, the State may exercise its options for assessing damages or other remedies under this Contract. 
d) Notwithstanding anything to the contrary in the General Provisions - Information Technology, in performing services under this Contract, and to the extent authorized by the State in the Statement of Work, Contractor may be permitted by the State to use systems, or may be granted access to the State systems, which store, transmit or process State owned, licensed or maintained computerized Data consisting of personal information, as defined by Civil Code Section 1798.29 (g).  If the Contractor causes or knowingly experiences a breach of the security of such Data, Contractor shall immediately report any breach of security of such system to the State following discovery or notification of the breach in the security of such Data.  The State shall determine whether notification to the individuals whose Data has been lost or breached is appropriate.  If, as a result of a security breach of such system and Data due to Contractor’s fault, and not due to the fault of the State or any person or entity under the control of the State, personal information  of any resident of California was, or is reasonably believed to have been, acquired by an unauthorized person, Contractor shall bear any and all costs associated with the State’s notification obligations and other obligations set forth in Civil Code Section 1798.29 (d) as well as the cost of credit monitoring, subject to the dollar limitation, if any, agreed to by the State and Contractor in the applicable Statement of Work.  These costs may include, but are not limited to staff time, material costs, postage, media announcements, and other identifiable costs associated with the breach of the security of such personal information.
e)  The State and/or its authorized agents shall have the right to lead the investigation of a Data Breach.  Contractor shall cooperate fully with the State, its agents and law enforcement. 
10. DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise stated in the Statement of Work,

a) In the event of disaster or catastrophic failure that results in significant Data loss or extended loss of access to Data, Contractor shall immediately notify the State by the fastest means available and also in writing, with additional notification provided to the Chief Information Security Officer or designee for the contracting department. In no event shall Contractor provide such notification more than forty-eight (48) hours after Contractor reasonably believes there has been such a disaster or catastrophic failure. In the notification, Contactor shall inform the State of: 
1) The scale and quantity of the Data loss; 
2) What Contractor has done or will do to recover the Data and mitigate any deleterious effect of the Data loss; and 
3) What corrective action Contractor has taken or will take to prevent future Data loss.  
4) If Contractor fails to respond immediately and remedy the failure, the State may exercise its options for assessing damages or other remedies under this Contract. 
b) Contractor shall repair SaaS in accordance with the RPO and RTO as set forth in the SLA attached to the Statement of Work.  If Contractor fails to provide an acceptable solution within the RPO or RTO, the State may exercise its options for assessing damages or other remedies under this Contract.
c) Contractor shall use its best efforts to restore continuity of SaaS, accessibility of Data, and availability of applications used in conjunction with SaaS to meet the performance requirements stated in the Statement of Work as soon as practicable. 

11. EXAMINATION AND AUDIT: In addition to the Examination and Audit provision set forth in the General Provisions - Information Technology, unless otherwise stated in the Statement of Work:

a) Contractor agrees that the State or its designated representative shall have access to Contractor’s facilities, installations, technical SaaS capacities, operations, documentations, records and databases, including on-site and online inspections.  

b) The online inspection shall allow the State or its authorized agents to test that controls are in place and working as intended.  Tests may include, but not be limited to, the following: 
1) Operating system/network vulnerability scans,

2) Web application vulnerability scans,

3) Database application vulnerability scans, and 

4) Any other scans to be performed by the State or representatives on behalf of the State.

c) The State shall have the right to review and copy any records and supporting documentation directly pertaining to performance of this Contract.  Contractor agrees to maintain such records for possible audit for a minimum of three (3) years after final payment, unless a longer period of records retention is stipulated.  Contractor agrees to allow the auditor(s) access to such records during normal business hours and in such a manner so as to not interfere unreasonably with normal business activities and to allow interviews of any employees or others who might reasonably have information related to such records.  Further, Contractor agrees to include a similar right of the State to test controls, audit records and interview employees in any subcontract related to performance of this Contract.

d) Third Party Audit: At least once per year after the execution of this Contract, and immediately after any Data loss or Data Breach or as a result of any disaster or catastrophic failure, Contractor will at its expense agree to have an independent, industry-recognized, State-approved third party perform an SAS 70 Type II audit.  The audit results shall be shared with the State within seven (7) days of Contractor’s receipt of such results.  Based on the results of the audit, Contractor will, within thirty (30) days of receipt of such results, promptly modify its security measures in order to meet its obligations under this Contract, and provide the State with written evidence of remediation.

12. DISCOVERY: Contractor shall immediately notify the State upon receipt of any requests which in any way might reasonably require access to the Data of the State or the State's use of the SaaS.  Contractor shall notify the State by the fastest means available and also in writing, with additional notification provided to the Chief Information Security Officer or designee for the contracting agency.  In no event shall Contractor provide such notification more than forty-eight (48) hours after Contractor receives the request.  Contractor shall not respond to subpoenas, service of process, Public Records Act requests, and other legal requests related to the State without first notifying the State and obtaining the State’s prior approval of Contractor’s proposed responses unless prohibited by law from providing such notice.  Contractor agrees to provide its completed responses to the State with adequate time for State review, revision and approval.
