Begin Data/Information Classification and Categorization using SAM 5305.5.
Data/Information Classification
Information classification is the characterization of information based on an assessment of legal and regulatory requirements, and the potential impact that a loss of confidentiality, integrity, or availability of such information would have on organizational operations, organizational assets, individuals, other organizations, and possibly the Nation. For more details, see SAM 5305.5.
Data/Information Categorization 
[bookmark: _GoBack]Each state entity shall use the FIPS Publication 199 to categorize its information systems and determine the level of protection based on the information system security categorization process. FIPS Publication 199 defines three levels of potential impact on organizations or individuals should there be a breach of security (i.e., a loss of confidentiality, integrity, or availability).  For more details, see SIMM 5305-A.
Information System Security Categorization

Each state entity shall use the FIPS Publication 199 to categorize its information systems and determine the level of protection based on the information system security categorization process. FIPS Publication 199 defines three levels of potential impact on organizations or individuals should there be a breach of security (i.e., a loss of confidentiality, integrity, or availability). These are illustrated in the following table:

	Potential Impact is… 
	If…
	Examples

	Low 
	The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals. 
	The loss of confidentiality, integrity, or availability might: (i) cause a degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is noticeably reduced; (ii) result in minor damage to organizational assets; (iii) result in minor financial loss; or (iv) result in minor harm to individuals. 

	Moderate 
	The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. 
	The loss of confidentiality, integrity, or availability might: (i) cause a significant degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in significant financial loss; or (iv) result in significant harm to individuals that does not involve loss of life or serious life threatening injuries. 

	High 
	The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. 
	The loss of confidentiality, integrity, or availability might: (i) cause a severe degradation in or loss of mission capability to an extent and duration that the organization is not able to perform one or more of its primary functions; (ii) result in major damage to organizational assets; (iii) result in major financial loss; or (iv) result in severe or catastrophic harm to individuals involving loss of life or serious life threatening injuries.


.
 For more details, see the State Administrative Manual Section 5305.5 and SIMM 5305-A.

	
System requirements vary according to potential  impact


	Impact
	Security*
	Availability 
Other than 99.9% should be cleared with the Chief Information  Officer
	Encryption
See SAM 5350.1 and 5305-A

	Low impact
	Lower requirement for security
	Lower availability than standard may be acceptable*
	Little or none required for data

	Moderate Impact
	More security is required
	Standard availability (99.9%) may be sufficient
	Encryption needed 

	High Impact
	Highest affordable level
	Higher than standard may be needed*
	Highest level see SAM 


*Changes to 99.9% standard, should be cleared with the department’s Chief Information Officer. For more details, see SAM Chapters 5100 and 5300, SIMM 58C, 58D, 66B, 5305-A, 5310-A, 5310-B, 5325-A, 5330-A, 5330-B, 5330-C, 5340-A, 5340-B, 5340-C and 5360-B. 

Categorization Examples

Example 1
Public information like posted solicitations, contracts, purchases from contracts, vendor information, State employee work contact information, etc. would be considered to have low impact. These types of data would not be required to have data security and data encryption would be unnecessary. 

Example 2
State employee personal contact information and medical records would be considered to have a high impact and would require strong security.  


