
STATE MODEL 
CLOUD COMPUTING SERVICES SPECIAL PROVISIONS 

(Infrastructure as a Service) 
 

 
THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR INFRASTRUCTURE AS A SERVICE (IaaS), AS DEFINED BELOW.  THESE 
SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS – INFORMATION TECHNOLOGY AND ACCOMPANIED 
BY, AT MINIMUM, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL AGREEMENT (SLA).  STATE AGENCIES MUST FIRST:  
 

 A. CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 5305.5;  
 B. CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTICULAR TECHNOLOGICAL 

APPROACH, IN ACCORDANCE WITH SAM 4981.1, 4983 AND 4983.1 AND THEN;  
 C. MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA TO MEET THE NEEDS OF EACH ACQUISITION.    

 
 1. DEFINITIONS: 

 
 a. “Authorized Persons” means the Service Provider’s employees, Contractors, subcontractors or other agents who need to access the 

State’s Data to enable the Service Provider to perform the services required. 
 

 b. “Data Breach” means the unauthorized access that results in the use, disclosure, destruction, modification, loss or theft of the State’s 
unencrypted Personal Data or Non-Public Data. 

 
 c. “Individually  Identifiable  Health  Information”  means Information that is a subset of health information, including demographic 

information collected from an individual, and (1) is created or received by a health care provider, health plan, employer or health care 
clearinghouse; and (2) relates to the past, present or future physical or mental health or condition of an individual; the provision of 
health care to an individual; or the past, present or future payment for the provision of health care to an individual; and (a) that 
identifies the individual; or (b) with respect to which there is a reasonable basis to believe the information can be used to identify the 
individual. 

 
 d. “Infrastructure-as-a-Service” (IaaS) means the capability provided to the consumer is to provision processing, storage, networks and 

other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating 
systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over 
operating systems, storage, deployed application; and possibly limited control of select networking components (e.g., host firewalls). 

 
 e. “Non-Public Data” means data, other than Personal Data, that is not subject to distribution to the public as public information. It is 

deemed to be sensitive and confidential by the State because it contains information that is exempt by statute, regulation or policy 
from access by the general public as public information. 

 
 f. “Personal Data” means data that includes information relating to a person that identifies the person by name and has any of the 

following personally identifiable information (PII): government-issued identification numbers (e.g., Social Security, driver’s license, 
passport); financial account information, including account number, credit or debit card numbers; or protected health information (PHI) 
relating to a person. 

 
 g. “Protected Health Information” (PHI) means Individually Identifiable Health Information transmitted by electronic media, maintained in 

electronic media, or transmitted or maintained in any other form or medium. PHI excludes education records covered by the Family 
Educational Rights and Privacy Act (FERPA) as amended, 20 U.S.C. 1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and 
employment records held by a covered entity in its role as employer. 

 
 h. “State Data” means all data created or in any way originating with the State, and all data that is the output of computer processing of 

or other electronic manipulation of any data that was created by or in any way originated with the State, whether such data or output is 
stored on the State’s hardware, the Service Provider’s hardware or exists in any system owned, maintained or otherwise controlled by 
the State or by the Service Provider. 

 
 i. “State Identified Contact” means the person or persons designated in writing by the State to receive Security Incident or Data Breach 

notification. 
 

 j. “Security Incident” means the potentially unauthorized access to Personal Data or Non-Public Data the Service Provider believes 
could reasonably result in the use, disclosure or theft of the State’s unencrypted Personal Data or Non-Public Data within the 
possession or control of the Service Provider. A Security Incident may or may not turn into a Data Breach. 
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 k. “Service Level Agreement” (SLA) means a written agreement between both the State and the Service Provider that is subject to the 

terms and conditions in this document that unless otherwise agreed to includes (1) the technical service level performance promises, 
(i.e. metrics for performance and intervals for measure), (2) description of service quality, (3) identification of roles and responsibilities, 
(4) security responsibilities and notice requirements, how disputes are discovered and addressed, and (6) any remedies for 
performance failures. 

 
 l. “Service Provider” means the Contractor and its employees, subcontractors, agents and affiliates who are providing the services 

agreed to under the Contract. 
 

 m. “Statement of Work” (SOW) means a written statement in a solicitation document or Contract that describes the State’s service needs 
and expectations. 

 
 2. DATA OWNERSHIP:  

 
The State will own all right, title and interest in State Data that is related to the services provided by this Contract. The Service 
Provider shall not access State user accounts or State Data, except (1) in the course of data center operations, (2) in response to 
service or technical issues, (3) as required by the express terms of this Contract, (4) at the State’s written request or (5) as required by 
law. 
 

 3. DATA PROTECTION: 
 

Protection of personal privacy and data shall be an integral part of the business activities of the Service Provider to ensure there is no 
inappropriate or unauthorized use of State information at any time. To this end, the Service Provider shall safeguard the 
confidentiality, integrity and availability of State information within its control and comply with the following conditions: 

 
 a. In addition to the Compliance with Statues and Regulations provisions set forth in the General Provisions – Information Technology 

 i. The California Information Practices Act (Civil Code Sections 1798 et seq). 
 ii. NIST Special Publication 800-53 Revision 4 or its successor.  
 iii. Privacy provisions of the Federal Privacy Act of 1974. 
 

 b. All State Data obtained by the Service Provider within its control in the performance of this Contract shall become and remain the 
property of the State.  

 
 c. Unless otherwise stipulated, Personal Data and Non-Public Data shall be encrypted at rest, in use, and in transit with controlled 

access. The SOW and/or SLA will specify which party is responsible for encryption and access control of the State Data for the 
service model under Contract. If the SOW and/or SLA and the Contract are silent, then the State is responsible for encryption and 
access control. 

 
 d. Unless otherwise stipulated, it is the State’s responsibility to identify data it deems as Non-Public Data to the Service Provider. The 

level of protection and encryption for all Non-Public Data shall be identified and made a part of this Contract.  
 

 e. At no time shall any data or processes — which either belong to or are intended for the use of State or its officers, agents or 
employees — be copied, disclosed or retained by the Service Provider or any party related to the Service Provider for subsequent use 
in any transaction without the express written consent of the State. 

 
 4. DATA LOCATION:  

 
The Service Provider shall provide its services to the State and its end users solely from data centers in the continental United States.  
Storage of State Data at rest shall be located solely in data centers in the continental United States. The Service Provider shall not 
allow its personnel or contractors to store State Data on portable devices, including personal computers, except for devices that are 
used and kept only at its U.S. data centers. The Service Provider shall permit its personnel and contractors to access State Data 
remotely only as required to provide technical support. The Service Provider may provide technical user support on a 24/7 basis using 
a Follow the Sun model, unless otherwise prohibited in this Contract. 
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 5. SECURITY INCIDENT OR DATA BREACH NOTIFICATION:  

 
The Service Provider shall inform the State of any Security Incident or Data Breach related to State Data within the possession or 
control of the Service Provider and related to the service provided under this Contract. 

 
 a. Security Incident Reporting Requirements:  Unless otherwise stipulated, the Service Provider shall immediately report a Security 

Incident related to its service under the Contract to the appropriate State Identified Contact as defined in the SOW and/or SLA. 
 

 b. Breach Reporting Requirements: If the Service Provider has actual knowledge of a confirmed Data Breach that affects the security of 
any State Data that is subject to applicable Data Breach notification law, the Service Provider shall (1) promptly notify the appropriate 
State Identified Contact within 24 hours or sooner, unless shorter time is required by applicable law, and (2) take commercially 
reasonable measures to address the Data Breach in a timely manner. 

 
 6. DATA BREACH RESPONSIBILITIES:  

 
This section only applies when a Data Breach occurs with respect to Personal Data and/or Non-Public Data within the possession or 
control of a Service Provider and related to service provided under this Contract. 

 
 a. The Service Provider, unless stipulated otherwise in the SOW and/or SLA, shall immediately notify the appropriate State Identified 

Contact by telephone in accordance with the agreed upon security plan or security procedures if it reasonably believes there has been 
a Security Incident. 

 
 b. The Service Provider, unless stipulated otherwise in the SOW and/or SLA, shall promptly notify the appropriate State Identified 

Contact within 24 hours or sooner by telephone, unless shorter time is required by applicable law, if it confirms that there is or 
reasonably believes that there has been a Data Breach. The Service Provider shall (1) cooperate with the State as reasonably 
requested by the State to investigate and resolve the Data Breach; (2) promptly implement necessary remedial measures, if 
necessary; and (3) document responsive actions taken related to the Data Breach, including any post-incident review of events and 
actions taken to make changes in business practices in providing the services, if necessary. 

 
 c. Service Provider will provide daily updates, or more frequently if required by the State, regarding findings and actions performed by 

Service Provider to the State’s contact or designee until the Data Breach has been effectively resolved to the State’s satisfaction.  
 

 d. Service Provider shall quarantine the Data Breach, ensure secure access to Data, and repair IaaS as needed in accordance with the 
SOW and/or SLA. Failure to do so may result in the State exercising its options for assessing damages or other remedies under this 
Contract. 

 
 e. Unless otherwise stipulated in the SOW and/or SLA, if a Data Breach is a direct result of the Service Provider’s breach of its Contract 

obligation to encrypt Personal Data and/or Non-Public Data otherwise prevent its release, the Service Provider shall bear the costs 
associated with (1) the investigation and resolution of the Data Breach; (2) notifications to individuals, regulators or others required by 
State law; (3) a credit monitoring service required by State (or Federal) law; (4) a website or a toll-free number and call center for 
affected individuals required by State law; and (5) complete all corrective actions as reasonably determined by the Service Provider 
based on root cause; all [(1) through (5)] subject to this Contract’s Limitation of  Liability provision as set forth in the General 
Provisions – Information Technology. 

 
 7. NOTIFICATION OF LEGAL REQUESTS:  

 
The Service Provider shall contact the State upon receipt of any electronic discovery, litigation holds, discovery searches and expert 
testimonies related to the State’s Data under this Contract, or which in any way might reasonably require access to State’s Data. The 
Service Provider shall not respond to subpoenas, service of process and other legal requests related to the State without first notifying 
the State, unless prohibited by law from providing such notice. Service Provider agrees to provide its intended responses to the State 
with adequate time for the State to review, revise and, if necessary, seek a protective order in a court of competent jurisdiction. 
Service Provider shall not respond to legal requests directed at the State unless authorized in writing to do so by the State. 
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 8. DATA PRESERVATION AND RETRIEVAL: 

 
 a. For ninety (90) days prior to the expiration date of this Contract, or upon notice of termination of this Contract, Service Provider shall 

assist the State in extracting and/or transitioning all State Data in the format determined by the State (“Transition Period”).  
 

 b. The Transition Period may be modified in the SOW and/or SLA or as agreed upon in writing by the parties in a Contract amendment. 
 

 c. During the Transition Period, IaaS and State Data access shall continue to be made available to the State without alteration.  
 

 d. Service Provider agrees to compensate the State for damages or losses the State incurs as a result of Service Provider’s failure to 
comply with this section in accordance with the “Limitation of Liability” provision set forth in the General Provisions - Information 
Technology.  

 
 e. The State at its option, may purchase additional transition services as agreed upon in the SOW and/or SLA. 

 
 f. During any period of suspension, the Service Provider shall not take any action to intentionally erase any State Data. 

 
 g. The Service Provider will impose no fees for access and retrieval of digital content to the State. 

 
 h. After termination of the Contract and the prescribed retention period, the Service Provider shall securely dispose of all State Data in all 

of its forms, such as disk, CD/ DVD, backup tape and paper. State Data shall be permanently deleted and shall not be recoverable, 
according to NIST-approved methods. Certificates of destruction shall be provided to the State. 

 
 9. BACKGROUND CHECKS: 

 
As permitted by law, the Service Provider shall conduct criminal background checks and not utilize any staff, including subcontractors, 
to fulfill the obligations of the Contract who have been convicted of any crime of dishonesty, including but not limited to criminal fraud, 
or otherwise convicted of any felony or any misdemeanor offense for which incarceration for up to 1 year is an authorized penalty. The 
Service Provider shall promote and maintain an awareness of the importance of securing the State’s information among the Service 
Provider’s employees and agents. 

 
 10. ACCESS TO SECURITY LOGS AND REPORTS: 

 
 a. The Service Provider shall provide reports to the State directly related to the infrastructure the Service Provider controls upon which 

the State account resides. Unless otherwise agreed to in the SLA, the Service Provider shall provide the State a history of all 
Application Program Interface (API) calls for the State account that includes the identity of the API caller, the time of the API call, the 
source IP address of the API caller, the request parameters and the response elements returned by the Service Provider. The report 
will be sufficient to enable the State to perform security analysis, resource change tracking and compliance auditing. 

 
 b. The Service Provider and the State recognize that security responsibilities are shared. The Service Provider is responsible for 

providing a secure infrastructure. The State is responsible for its secure guest operating system, firewalls and other logs captured 
within the guest operating system. Specific shared responsibilities are identified within the SOW and/or SLA. 

 
 11. CONTRACT AUDIT:  

 
The Service Provider shall allow the State to audit conformance to the Contract terms. The State may perform this audit or Contract 
with a third party at its discretion and at the State’s expense. 

 
 12. DATA CENTER AUDIT:  

 
The Service Provider shall undergo an annual Statement on Standards for Attestation Engagements (SSAE) No. 16 Service 
Organization Control (SOC) 2 Type II audit of its data centers at its own expense. The Service Provider shall provide a redacted 
version of the audit report and Contractor’s plan to correct any negative findings upon request. The Service Provider may remove its 
proprietary information from the redacted version.  
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 13. CHANGE CONTROL AND ADVANCE NOTICE:    

 
The Service Provider shall give advance notice (as agreed to by the parties and included in the SOW and/or SLA) to the State of any 
upgrades (e.g., major upgrades, minor upgrades, system changes) that may impact service availability and performance. A major 
upgrade is a replacement of hardware, software or firmware ware with a newer or better version in order to bring the system up to 
date or to improve its characteristics. It usually includes a new version number. 

 
 14. SECURITY PROCESSES:  

 
The Service Provider shall disclose its non-proprietary security processes and technical limitations to the State such that adequate 
protection and flexibility can be attained between the State and the Service Provider. The State and the Service Provider shall 
understand each other’s roles and responsibilities, which shall be set forth in the SOW and/or SLA. 

 
 15. NON-DISCLOSURE AND SEPARATION OF DUTIES:  

 
The Service Provider shall enforce separation of job duties, require commercially reasonable non-disclosure agreements, including 
those that may be required by the State, and limit staff knowledge of State Data to that which is absolutely necessary to perform job 
duties. 

 
 16. IMPORT AND EXPORT OF DATA:  

 
The State shall have the ability to import or export data in whole or in part at its discretion without interference from the Service 
Provider. This includes the ability for the State to import or export data to or from other Service Providers. 

 
 17. RESPONSIBILITIES AND UPTIME GUARANTEE:  

 
The Service Provider shall be responsible for the acquisition and operation of all hardware, software and network support related to 
the services being provided. The technical and professional activities required for establishing, managing and maintaining the 
environment are the responsibility of the Service Provider. The system shall be available 24/7/365 (with agreed-upon maintenance 
downtime), and shall provide service to customers as defined in the SOW and/or SLA. 

 
 18. STRATEGIC BUSINESS PARTNER  DISCLOSURE:  

 
The Service Provider shall identify all of its strategic business partners related to services provided under this Contract, including but 
not limited to all subcontractors or other entities or individuals who may be a party to a joint venture or similar agreement with the 
Service Provider, and who shall be involved in any application development and/or operations. 

 
 19. RIGHT TO REMOVE INDIVIDUALS:  

 
The State shall have the right at any time to require the Service Provider remove from interaction with State any Service Provider 
representative who the State believes is detrimental to its working relationship with the Service Provider. The State shall provide the 
Service Provider with notice of its determination, and the reasons it requests the removal. If the State signifies that a potential security 
violation exists with respect to the request, the Service Provider shall immediately remove such individual. The Service Provider shall 
not assign the person to any aspect of the Contract or future work orders without the State’s consent. 
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 20. BUSINESS CONTINUITY AND DISASTER RECOVERY:  

 
The Service Provider shall provide a business continuity and disaster recovery plan upon request and shall ensure that it achieves the 
State’s Recovery Time Objective (RTO), as agreed to by the parties and set forth in the SOW and/or SLA. 

 
 a. In the event of disaster or catastrophic failure that results in significant State Data loss or extended loss of access to State Data, 

Service Provider shall notify the State by the fastest means available and also in writing, with additional notification provided to the 
Chief Information Security Officer or designee of the Contracting agency. Service Provider shall provide such notification within 
twenty-four (24) hours after Service Provider reasonably believes there has been such a disaster or catastrophic failure. In the 
notification,  Service Provider shall inform the State of:  

 i. The scale and quantity of the State Data loss;  
 ii. What  Service Provider has done or will do to recover the State Data and mitigate any deleterious effect of the State Data loss; 

and  
 iii. What corrective action Service Provider has taken or will take to prevent future Data loss.  
 iv. If Service Provider fails to respond immediately and remedy the failure, the State may exercise its options for assessing 

damages or other remedies under this Contract. 
 

 b. Service Provider shall restore continuity of IaaS, restore State Data in accordance with the RTO as set forth in the SOW and/or SLA, 
restore accessibility of State Data, and repair IaaS as needed to meet the performance requirements stated in the SOW and/or SLA. 
Failure to do so may result in the State exercising its options for assessing damages or other remedies under this Contract. 

 
 c. Service Provider shall conduct an investigation of the disaster or catastrophic failure and shall share the report of the investigation with 

the State. The State and/or its authorized agents shall have the right to lead (if required by law) or participate in the investigation. 
Service Provider shall cooperate fully with the State, its agents and law enforcement. 
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