CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
(Software as a Service)
	
	CA Technologies
	EMC, Software Contracts Solutions,  ENVIRONMENTAL SYSTEMS RESEARCH INSTITUTE, INC
VMWARE
	Dell,

	Microsoft
	IBM
	The Internet Association

	THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR SOFTWARE AS A SERVICE (SaaS), AS DEFINED BELOW.  THESE SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS – INFORMATION TECHNOLOGY AND ACCOMPANIED BY, AT MINIMUM, A STATEMENT OF WORK AND SERVICE LEVEL AGREEMENT (SLA).  PLATFORM AS A SERVICE (PaaS) AND INFRASTRUCTURE AS A SERVICE (IaaS) SERVICE MODELS MAY BE SUBJECT TO FUTURE SPECIAL PROVISIONS.


	
	
	
	
	
	We recommend adding the following to line 4 of the opening paragraph: agreement.” “…statement of work

And a vendor’s

customer agreement

and service level

agreement.”

	1. Definitions
	
	
	
	
	
	

	a.) “Cloud Software as a Service (SaaS)” - The capability provided to the consumer is to use the provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a web browser (e.g., web-based email). The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user-specific application configuration settings. 
	-- Use of the term “consumer” may be considered overly broad and be inappropriate in terms of class of buyers. A more accurate term may be “end user”.

-- via the internet” is a more accurate description vs “running on a cloud infrastructure”.

-- Request clarification as to the State’s intent by adding this sentence which seems to be an exclusion to a Definition. This type of description is better addressed in a formal SOW which will further define what the SaaS offering will or will not provide the End User.
	EMC

“The applications are accessible from various client devices through a thin client interface such as a web browser (e.g., web-based email) or through a native client application. 
Examples include Adobe Creative Cloud, Salesforce, Office 365 applications for Windows, MacOS, iOS.


	
	Consumer should be a defined term. Microsoft uses the term Customer which includes the following: 

“Affiliate” means  

a. with regard to Customer,  

I. any government agency, department, office, instrumentality, division, unit or other entity of the state or local government that is supervised by or is part of Customer, or which supervises Customer or of which Customer is a part, or which is under common supervision with Customer;  

II. any county, borough, commonwealth, city, municipality, town, township, special purpose district, or other similar type of governmental instrumentality established by the laws of Customer’s state and located within Customer’s state jurisdiction and geographic boundaries; and

III. any other entity in Customer’s state expressly authorized by the laws of Customer’s state to purchase under state contracts; provided that a state and its Affiliates shall not, for purposes of this definition, be considered to be Affiliates of the federal government and its Affiliates; and 

B. with regard to Microsoft, any legal entity that Microsoft owns, that owns Microsoft, or that is under common ownership with Microsoft.  
“a thin client interface such as a web browser (e.g., web-based email). “ 

Some but not all of Microsoft’s SaaS Products can be accessed through a browser. Some Products (e.g., Office 365 ProPlus) requires installation of rich client software on compatible hardware. Others (e.g. Intune) exist to perform functions related specifically to management of compatible hardware. Microsoft can agree to this characterization for some of its more high-profile services commonly sold to our Customers (e.g. O365, CRMOL, Azure, Intune) but there are other Online Services Products (e.g. Yammer, Bing Maps, Tell Me, Bing) for which we cannot.  
	
	We recommend

Modifying the last

Sentence so that it simply reads:

“The consumer does

not manage or control

the underlying cloud

infrastructure.”  This

is because different

companies will offer

different products

with potentially

conflicting features/functionality

so the additional detail is not appropriate and should be removed.



	b.) “Cloud Platform as a Service (PaaS)” - The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly application hosting environment configurations.
	-- Request clarification as to the State’s intent by adding this sentence which seems to be an exclusion to a Definition. This type of description is better addressed in a formal SOW which will further define what the SaaS offering will or will not provide the End User.
	 
	
	
	
	

	c.) “Cloud Infrastructure as a Service (IaaS)” - The capability provided to the consumer is to provision processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over operating systems; storage, deployed applications, and possibly limited control of select networking components (e.g., host firewalls).
	-- Suggest deleting the word “arbitrary”.

-- Request clarification as to the State’s intent by adding this sentence which seems to be an exclusion to a Definition. This type of description is better addressed in a formal SOW which will further define what the SaaS offering will or will not provide the End User.
	 
	
	
	
	

	d.) “Data” - means any information, formula, algorithms, or other content that the State, the State’s employees, agents and end users may provide to Contractor pursuant to this Contract.  Data includes, but is not limited to, any of the foregoing that the State: 
	 
	 
	
	
	
	Many CSP’s differentiate between

data uploaded to the

SaaS and other

confidential  information provided to the Contractor more generally, such as emails, documents, etc.  Each Contractor provides its own security and data protection measures based on specific types of information. Classifying information uploaded

to the service itself

in the same category

as all other information the State provides to the

Contractor and requiring that it will be handled in the same way likely will

not reflect how the CSP operates. Nor Is this to the detriment of the State

Since the different types of data may well not need to be treated in the same way.  The State should either leave the

definition of Data to the SOW or vendor contract and not discuss data protection or confidentiality in the

addendum or should

refer only to Confidential

Information and provide terms around Confidential Information more typically found in

standard non- disclosure agreements.

	  1)       Uploads to the SaaS, and/or 
	 
	 
	
	
	
	

	  2)       Creates and/or modifies using the SaaS.
	 
	 
	
	
	
	

	e.) “Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of Data by an unauthorized party or that is in violation of Contract terms and/or applicable state or federal law.  
	 
	 
	
	Microsoft would like to offer the following provision from its online services agreement to address the definition of Data Breach and the needs of the State:
Security Incident Notification

A. If Microsoft becomes aware of any unlawful access to any Customer Data stored on Microsoft’s equipment or in Microsoft’s facilities, or unauthorized access to such equipment or facilities resulting in loss, disclosure, or alteration of Customer Data (each a “Security Incident”), Microsoft will promptly: (a) notify Customer of the Security Incident; (b) investigate the Security Incident and provide Customer with detailed information about the Security Incident; and (c) take reasonable steps to mitigate the effects and to minimize any damage resulting from the Security Incident.
B. Customer agrees that:

(i) An unsuccessful Security Incident will not be subject to this Section. An unsuccessful Security Incident is one that results in no unauthorized access to Customer Data or to any of Microsoft’s equipment or facilities storing Customer Data, and may include, without limitation, pings and other broadcast attacks on firewalls or edge servers, port scans, unsuccessful log-on attempts, denial of service attacks, packet sniffing (or other unauthorized access to traffic data that does not result in access beyond IP addresses or headers) or similar incidents; and
(ii) Microsoft’s obligation to report or respond to a Security Incident under this Section is not and will not be construed as an acknowledgement by Microsoft of any fault or liability with respect to the Security Incident.

C. Notification(s) of Security Incidents, if any, will be delivered to one or more of Customer’s administrators by any means Microsoft selects, including via email. It is Customer’s sole responsibility to ensure Customer’s administrators maintain accurate contact information on the Online Services portal at all times.

1. Limited Reimbursement for Customer Mitigation Costs 

To the extent that a Security Incident results from Microsoft’s failure to comply with its obligations under this Agreement, and subject to the limitations of liability set forth in this agreement, Microsoft will reimburse Customer for reasonable out-of-pocket remediation costs incurred by Customer in connection with that Security Incident.  “Reasonable out-of-pocket remediation costs” are costs that (a) are customary, reasonable and expected to be paid by companies in Customer’s industry, given the nature and scope of the Security Incident, (b) do not arise from Customer’s violation of (i) laws applicable to Customer or (ii) Customer’s obligations to third parties, and (c) in no event include costs arising (i) related to any Payment Card Industry-regulated data (including data covered by the Payment Card Industry Data Security Standard) or (ii) related to compliance with laws applicable to Customer or Customer’s industry that are not generally applicable to information technology services providers.  Customer must document all such expenditures and, upon Microsoft’s request, those expenditures must be validated by an independent, internationally-recognized third party industry expert chosen by both parties. For avoidance of doubt, the costs reimbursed by Microsoft under this paragraph will be characterized as direct damages subject to the limitation on liability in the Master Agreement, and not as special damages excluded under the “EXCLUSION OF CERTAIN DAMAGES” in the Master Agreement.
	
	

	f.) “Infrastructure Disaster Recovery (IDR)” - The act of restoring Contractor’s or subcontractor’s information technology infrastructure, including OS, and systems. 
	Request clarification; is the State’s intent for IDR to cover the OS layer or the Application layer? 
	Software Contracts Solutions 
[after this section] Define a “Master Administrator User License” - this “Master License” is a single user license that the State can maintain AFTER termination or expiration.  They have a “transition” period defined which allows them for a period of 1 year PRIOR to the end of the term to migrate data off, but what is more beneficial is to be able to reduce all subscriptions down to a single Master subscription that has full access for a one-year period AFTER they’ve moved on.  This option, ensures that the SaaS provider maintains data and access to the system, so that if the State determines that some data didn’t transfer well, etc. they can log back in and retrieve the data.  This may not apply to all SaaS vendors, but is something to push for.   K. Kane
	
	Microsoft is open to hearing the State’s concerns and negotiating this provision with the state. As it stands, Microsoft does not have an IDR in its Service Level Agreement (“SLA”). 


	
	Attempting to have a

set definition of RPO/RTO across

Contractors that are

providing a variety of

services with different

levels of criticality is not

a viable approach.

Companies set RPO and

RTO times based on their own definitions

and cannot agree

that their times will work

under a potentially

different definition.  Also,

RPO/RTOs are, by

definition, “Objectives”,

and, therefore, not

subject to penalty if

they are missed. Contractors will

not include them in a

service level agreement

(SLA) that results in

payments for not meeting the “objective”.

	g.) “Recovery Point Objective” (RPO)” - means the point in time to which Data can be recovered and/or systems restored when service is restored after an interruption. The Recovery Point Objective is expressed as a length of time between the interruption and the most proximate backup of Data immediately preceding the interruption.  The RPOs apply to both backup and IDR. They are to be detailed in the SLA.   
	 
	 
	
	Due to the numerous offerings that Microsoft has, Microsoft does not have an RPO or RTO in its SLA for some of its Products. For some Products we cannot commit to specific time frames for resolution.  Customers’ financial remedy for downtime is stated in the SLA.


	
	

	h.) “Recovery Time Objective (RTO)” - means the period of time within which information technology services, systems, applications and functions must be recovered following an unplanned interruption. The RTOs apply to IDR. They are to be detailed in the SLA.
	 
	 
	
	
	
	

	Terms
	 
	 
	
	
	
	

	2. SYSTEM AVAILABILITY: Unless otherwise stated in the Statement of Work,
	 
	 
	DELL
-- 99.99% monthly host availability seems higher than industry standard.  Dell would recommend lowering this to 99%.

-- Industry standard when a provider misses the availability rate is a service credit.  Making this a material breach as is currently written may be prohibitive for some providers and reduce competition.  Dell would recommend not making missing the availability rate grounds for a material breach and termination for default.  


	Scope of Work is an undefined term but Microsoft reads this to mean the Vendor’s contract terms in general. Microsoft uses an Enterprise Agreement to establish baseline terms and conditions. Microsoft would like to offer the following provision from its Enterprise Agreement to establish how the program works which would be the equivalent of a Scope of Work or Statement of Work which provides specificity:

How the Enterprise program works. 

General. The Enterprise program consists of the terms and conditions on which an Enrolled Affiliate may acquire Product Licenses. Under the Enterprise program, Customer and its Affiliates may order Licenses for Products by entering into Enrollments. 

Enrollments.  The Enterprise program gives Customer and/or its Affiliates the ability to enter into one or more Enrollments to order Products. Subscription Enrollments may be available for some of these Enrollments.   Notwithstanding any other provision of this Agreement, only Enrolled Affiliates identified in an Enrollment will be responsible for complying with the terms of that Enrollment, including the terms of this Agreement  incorporated by reference in that Enrollment. 

Licenses.  The types of Licenses available are L&SA, Licenses obtained under Software Assurance and Subscription Licenses. These License types as well as additional License Types are defined in the Product List. 

How Enrolled Affiliates acquire Licenses.  An Enrolled Affiliate will acquire its Licenses through its chosen Reseller. Orders will be made out to and submitted to the Enrolled Affiliate’s Reseller. Microsoft will invoice that Reseller according to the terms in the applicable Enrollment.   

Choosing and maintaining a Reseller.  Each Enrolled Affiliate must choose and maintain a Reseller authorized in the United States.  

Pricing. 
Establishing Price Levels.  Microsoft  assigns four price levels (A, B, C, and D) to 

Products. Enrolled Affiliate’s Price Level will be Level D for all Enterprise Products, Enterprise Online Services, Online Services and Additional Products ordered under any Enrollment. 

Placing Orders through Reseller.  Orders under an Enrollment will be made to the Reseller. Microsoft will invoice the Reseller according to the terms in the applicable Enrollment. Throughout this Agreement the term “price” refers to reference price. The Reseller and the Enrolled Affiliate will determine the Enrolled Affiliate’s actual price and payment terms. 

Order Requirements. Order Requirements are outlined in each Enrollment. 

Management and Reporting.  Customer and/or Enrolled Affiliate may manage account details (e.g., contacts, orders, Licenses, software downloads) on Microsoft’s Volume Licensing Service Center (“VLSC”) web site (or successor site) at: https://www.microsoft.com/licensing/servicecenter. Upon the effective date of this Agreement and any Enrollments, the contact(s) identified for this purpose will be provided access to this site and may authorize additional users and contacts. 


	
	SLAs are company and

service--‐specific.

Requiring 99.99%

availability for all products does not reflect

the varied offerings in

the SaaS space and will

greatly limit the number

and variety of services

that are made available

to the State. Additionally,

Contractors generally

cannot offer customized

SLAs and security provisions because

of the very features

that make cloud services

attractive, e.g., fast

scalability, better pricing

due to uniform offerings,

highly functioning products because

the way in which they

are managed by

the service provider

is not customized, and

roll out of updates without action necessary

on the customer’s part.

Therefore, creating

a baseline requirement

of 99.99% does not make sense. For additional clarity, we would also recommend

modifying the end

of 2(b) so that it reads:

“…provided to the State

as defined in the Statement of Work subject to the Contractor’s SLA, for the

applicable

services used.

	a.) Contractor agrees to provide the State access to the system with reliability averaging not less than 99.99% monthly host system availability (excluding agreed-upon maintenance downtime).
	 
	ENVIRONMENTAL SYSTEMS

Most SaaS providers use IaaS/PaaS cloud service providers to host their underlying platform. SaaS providers are constrained by the SLA commitments made by their cloud service providers and may have difficulty committing to 99.99%.


	
	Microsoft agrees to provide 99.9% availability for most of its Online Products.  This information is contained within a Service Level Agreement, and is product-specific. Microsoft’s SLA can be found at: www.microsoft.com/contracts (click hyperlink at the right hand side of the page).

-- Microsoft SaaS Products are not invoiced monthly under volume license programs such as the Enterprise Agreement.  Rather, they are billed annually in advance, with the first payment for each order prorated based upon the amount of time remaining before the next contract anniversary.  When SLA credits are applied, they are applied as a credit memo to a customer’s reseller, and the reseller and customer are then able to determine how to apply the applicable credit.


	
	

	b.) The Services shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-upon maintenance downtime), and provided to State as defined in the Statement of Work.
	 
	 
	
	The specifics regarding availability are detailed in Microsoft’s SLA and cannot be dictated by any particular customer unless a dedicated cloud solution is negotiated.  
	
	

	c.) If the system availability falls below performance requirements as set forth herein or in the Statement of Work, the State may terminate the contract for material breach in accordance with the Termination for Default provision in the General Provisions – Information Technology.
	 
	ENVIRONMENTAL SYSTEMS 
Failure to achieve the SLA commitment should not enable the State to sue for damages. Most service outages result from circumstances beyond the service provider’s reasonable control; holding the service provider liable for breach of contract is inappropriate. We request that this paragraph be modified so that the SLA provides the sole remedies for failing to achieve the SLA commitments.


	
	Termination for repeated failure without cure is outlined in Microsoft’s SLA. 


	System Availability should be addressed in the Service Level Agreements (“SLAs”) that are applicable to the particular SaaS offering.  Many SLAs will offer credits if service levels, including desired availability, are not achieved.  Generally, in the industry, one failure does not entitle the customer to terminate for default.  We suggest that the State considers, as alternative, an accumulation of critical failures that would be so significant that it would constitute a right to terminate for convenience without payment of a termination fee.   
	

	d.) Contractor shall provide advance written notice to the State in the manner set forth in the Statement of Work of any major upgrades or system changes that Contractor will perform.
	 
	ENVIRONMENTAL SYSTEMS
This language is too broad.  A SaaS provider should not be required to notify subscribers of upgrades or system changes that do not affect the availability or functionality of the delivered SaaS.  In a multi-tenant SaaS model, the requirement to notify customers of all system changes would be cumbersome, expensive, and time consuming.   We request that the State clarify and limit the circumstances when it requires notification.
	
	Microsoft generally gives a full year advance notice of any major upgrades, however Microsoft follows standard procedures with regard to its public notice of changes to products and services and cannot agree to provide an amount of notice determined by a customer.


	
	

	3. DATA AVAILABILITY:
	In a SaaS Offering SYSTEM AVAILABILITY (which is really Service Level Availability of the SaaS) encompasses DATA AVAILABILITY


	 
	DELL
The possibility of a system hack is a reality in cloud services that must be accounted for.  As such, few providers are able to ensure complete continuity. Dell would recommend changing this to require “best efforts” (or the like) to maintain continuity.


	
	We read the Data Availability section to require 100% continuity of SaaS and accessibility of data.  One hundred percent continuity of data availability is difficult for any SaaS provider to ensure.  The State may want to look at SLAs for available remedies to address breaks in continuity, as an alternative to a provision that could subject the contractor to a breach of contract claim if 100% continuity is not achieved.  Additionally, there may be instances, for purposes of protecting customers’ data, when a brief interruption may be necessary, in the event of an unforeseen and extraordinary event, and this should not amount to a breach of contract. 
	In the world of Cloud

Computing and the 
Internet, issues can

arise even when everyone is performing

properly.  A CSP Contractor should not

be held to be in breach

for such incidents where

they are following the

requirements set forth

in the contract and the

CSP’s documentation.

Although Contractors

will generally agree

to implement measures

to avoid a lack of access

by the State for the reasons noted in this Section, they will not accept the strict liability

for availability that this

section imposes.  If the CSP is adhering to the

measures agreed to in

the contract, but access

to data is nevertheless

denied, a Contractor

should not be held to be

in breach. Even if the State were to handle

the data itself, there could be instances where, despite following

its own policies, the

State would lose access

to its data.  Assuming the 
State hires reliable and

reputable CSPs, they will

have reduced the risk of

such an incident by

placing their data with

companies whose business is data protection and availability.

The fees the State pays

not only reflect the

services performed but

the benefit they receive

as the result of that risk

reduction; they do not

reflect a complete elimination of risk. Holding the CSP to a strict liability standard

simply does not risropriately

allocate

risk nor does it reflect

the realities of cloud

computing. In addition,

the reference in section

3(a)(3) to "customary

precautions" is vague.

There are significant

differences in terms

of what Contractors

and Customers believe

are "customary." Although items 3(a)(3)

and (4) limit potential

breaches to matters

in the Contractor’s

control, the focus should

be on whether the

Contractor has adhered

to the commitments

made in its contract

and documentation.

It also is worth noting that this section does

not allow for any variation in the Statement of Work, as

other sections do.

	a) Contractor shall ensure continuity of SaaS, accessibility of Data, and availability of applications used in conjunction with SaaS in accordance with the Statement of Work.  The State shall not be prevented from accessing the SaaS as a result of: 
	 
	 
	
	
	
	

	1.)  Acts or omission of Contractor;
	 
	 
	
	
	
	

	2.) Acts or omissions of third party companies working on behalf of Contractor;
	 
	 
	
	
	
	

	3.) Network compromise, network intrusion, hacks, introduction of viruses, disabling devices, malware and other forms of attack that can disrupt access to Contractor’s server, to the extent such attack could have been prevented by reasonable and customary precautions in the hosting industry;


	 
	ENVIRONMENTAL SYSTEMS 
Please delete “in the hosting industry.” We are not sure what standard this sets.


	
	In this instance, Microsoft would be obligated to shut down its services to prevent further damage or degradation for all subscribers. We cannot ensure continuity until the issues is resolved. 
	
	

	4.) Power outages or other telecommunications or Internet failures, to the extent such outages were within Contractor’s direct or express control.
	 
	ENVIRONMENTAL SYSTEMS 
Should be moved to System Availability Section 2(e).
	
	Microsoft is not sure how it could be responsible for Internet failures. This may need to be a defined term. 
	
	

	4. DATA SECURITY:  Unless otherwise stated in the Statement of Work,
	“Data security requirements are normally determined by the type of SaaS product offered and the specific Data which is provided by the end user.”


	 
	
	
	
	Applicable law:  While

Contractors can

obviously agree to provide their services

in accordance with

applicable law, the focus

on whether the services

themselves are compliant is misplaced.

SaaS can be used in

multiple ways by the State and, in fact, the

State is the only entity

that can ensure its “use”

is compliant with the

referenced statutes.

In addition, not all of

the statutes are applicable to each SaaS

or use case.  Specific

standards:  We

recommend that the

references to compliance

with specific standards

in sections (a), (b), and (c) be removed.  Standards continually

change and the CSP

should have the flexibility to determine which

standard is best given

its business. Each

Contractor can agree to enforce its own standards and to provide

any certifications it may

have, but a request to state compliance with

individual state or agency standards is not

viable.  The numerous

references to industry

standards in subsection

(c) also begs the question of which ones

apply, and that answer

will generally be dependent  on what data

the State is storing,

which will be known

by the State but oftentimes not by the

Contractor.  Double

standard:  It is also worth

noting that Contractors

can agree to implement

measures designed to

protect against these

issues, but, as noted above in the section on

data availability, if they

have performed under

the contract, they should

not be held solely liable

for problems that arise

despite their compliance

with the agreement.

The State cannot

Guarantee against

Data Breach when it is

running the systems itself; it should not expect

Contractors to offer the

State what the State

Itself cannot provide.

Further recommendations:

We recommend that

Subsections (e), (f), and

(h) be removed. We

would remove (e) 
because an “industry

standard” for cloud

security does not yet exist.  We would remove

(f) because the language

is vague and what an

individual

Contractor is able to provide will vary by service and how the Contractor maintains its systems and information. We would remove (h) because this will vary among CSPs and any geographical requirements will vary based on the services and intended use. Please note that we are not suggesting these items should be omitted from all cloud contracts. The point is that a uniform approach that does not consider the individual CSP, service or use will cause many vendors that could otherwise successfully provide a valuable service to the State to self select themselves out from ever offering their service, will unnecessarily disqualify vendors who do bid, and will make negotiating an agreement unnecessarily

complicated. Further, we recommend that (g) be modified to read as follows: “Contractor will be responsible for the performance of its personnel (including its employees and contractors) and their compliance with Contractor’s obligations under this Agreement, except as otherwise specified herein.” Rationale:It is reasonable to expect the Contractor to be responsible for its subcontractors, but the original text placed restrictions and obligations on Contractors that individual providers likely

would not be able to meet. The proposed language provides adequate protection to the State and also ensures sufficient flexibility to meet a wide array of arrangements.

	a.) Contractor must provide services and infrastructure that comply with the following: 
	 
	ENVIRONMENTAL SYSTEMS
A/B: There are many government and private sector security programs; a SaaS provider cannot comply with them all.  Can the State clarify that alternative programs will accepted if they provide comparable or mitigating measures.

 
	
	
	SaaS offerings target specific needs, often within regulated industries, which will require specific security and encryption requirements.  Commercially available SaaS offerings will generally not meet all of the data security requirements identified in the Cloud Computing Special Provisions, nor would the State generally want this because it would make most SaaS offerings cost prohibitive.  Generally, the data security requirements are identified on an offering by offering basis.  The State and the contractor will have the opportunity during the procurement process to determine whether a particular SaaS offering meets the State’s security requirements.  Rather than state that all the requirements must be met unless otherwise stated, we suggest that the Cloud Computing Special Provisions should state that the Statement of Work will identify the applicable security requirements. 
	

	1.)  The California Information Practices Act (Civil Code Sections 1798.3 et seq.);
	 
	 
	
	
	
	

	2.) Security provisions of the California State Administrative Manual (Chapters 5100 and 5300) and the California Statewide Information Management Manual (Sections 58C, 58D, 66B, 5305A, 5310A and B, 5325A and B, 5330A, B and C, 5340A, B and C, 5360B); and


	 
	 
	
	
	
	

	3.) Information security and privacy controls as set forth in the Federal Information Processing Standards (FIPS) and the National Institute of Standards and Technology (NIST) Special Publications.


	 
	 
	
	
	
	

	b.) Contractor must either be Federal Risk and Authorization Management Program (FedRAMP) certified or undergo an annual Statement on Auditing Standard No. 70 (SAS 70) Type II audit. Contractor must have an active compliance program in place, and show evidence of compliance with FedRAMP or SAS 70 Type II. Audit results and Contractor’s plan to correct any negative findings shall be made available to the State upon request.  
	Note: SAS 70 is no longer in use. Should be updated to “Statement on Standards for Attestation Engagements No. 16 (SSAE16).”
	 ENVIRONMENTAL SYSTEMS 

Esri suggests the State require SSAE16 SOC1 Type II audit, which replaced SAS70.  
	
	
	
	

	c.) Where applicable, Contractor must provide SaaS that complies with:
	 
	 
	
	
	
	

	1.) Privacy provisions of the Federal Privacy Act of 1974 and the California Information Practices Act of 1977;
	 
	 
	
	
	
	

	2.) Security provisions of the Internal Revenue Service (IRS) Publication 1075, including the requirement that Data not traverse networks located outside of the United States;


	 
	 
	
	
	
	

	3.) Security provisions of the Social Security Administration (SSA) Document Electronic Information Exchange Security Requirement And Procedures For State And Local Agencies Exchanging Electronic Information With The Social Security Administration;
	 
	 
	
	
	
	

	4.) Security provisions of the Payment Card Industry (PCI) Data Security Standard (PCIDSS) including the PCIDSS Cloud Computing Guidelines;
	 
	 
	
	
	
	

	5.) Security provisions of the Health Information Portability and Accountability Act (HIPAA) Security Rule and all modifications/extensions including but not limited to the Health Information Technology for Economic and Clinical Health Act (HITECH);
	 
	 
	
	
	
	

	6.) Security provisions of the Criminal Justice Information Services (CJIS) Security Policy.
	
	
	
	
	
	

	d.) All facilities used to store and process Data shall implement and maintain administrative, physical, technical and procedural safeguards in accordance with industry standards specified above. Those safeguards will secure such Data from Data Breach, protect the Data and the SaaS from hacks, introduction of viruses, disabling devices, malware and other forms of malicious or inadvertent acts that can disrupt access to Contractor’s server.  Contractor shall maintain the administrative, physical, technical and procedural infrastructure and security associated with the provision of the SaaS at all times during the term of this Contract.


	 
	 
	
	
	
	

	e.) Contractor shall at all times conform to industry standards and use up-to-date security tools, technologies and procedures in providing SaaS under this Contract, at no additional cost to the State.


	 
	 
	
	
	
	

	f.) Contractor shall allow the State access to system security logs, latency statistics, and other related system security Data, that affect this Contract, the State’s Data and SaaS, at no cost to the State.  

 
	 
	ENVIRONMENTAL SYSTEMS 

System security logs may also reveal the activities of other customers and therefore be confidential. In lieu providing complete security logs, please permit the Contractor to adhere to an incident response process that requires the Contractor to provide appropriate access information to the State. 
	
	Microsoft can provide audit summaries at no cost.  


	
	

	g.) Contractor assumes responsibility for protection of the security and confidentiality of the Data and shall ensure that all work performed by its subcontractors shall be under the supervision of Contractor and in compliance with the same security policies and procedures that apply to Contractor under the terms of this Contract.


	 
	ENVIRONMENTAL SYSTEMS 

Will the State add a clarification that, while the Contractor is responsible for the protection of confidentiality & security of the Data, the Customer has responsibility for implementation and configuration of the SaaS in a manner that provides reasonable protection. 
	
	This is overly broad and presents risk. Microsoft can assume responsibility for the Data while hosted in our Data Centers pursuant to our Security Policy, but we do not have access to Data and can’t assume responsibility for Confidentiality of Data we have no visibility or control over. 


	
	

	h.) Remote access to Data from outside the United States is prohibited.    


	 
	ENVIRONMENTAL SYSTEMS 

Please clarify.  Some SaaS services may permit the Customer to build an application that may be openly accessed through the internet.  Does the State intend that the SaaS provider prevent such applications from being accessed and used from outside the US?
	
	In some cases, Microsoft’s overseas personnel may provide cloud support services so we prefer that “Remote access to Data” be written more specifically if possible so that we can comply. 


	
	

	5. ENCRYPTION: Unless otherwise stated in the Statement of Work, the Data shall be encrypted end-to- end while it is in transit, in use and at rest in accordance with California State Administrative Manual 5350.1 and California Statewide Information Management Manual 5305-A.  All electronic transmissions of Data must be encrypted using FIPS 140-2 validated cryptographic modules and the current Advanced Encryption Standard algorithm.


	 
	 
	
	Microsoft cannot agree to this provision for all SaaS products.  For Office 365 and CRM Online, we encrypt data at rest and in transit between data centers.  Data at rest is encrypted using Microsoft Bit Locker technology.  Microsoft cannot agree to customer-provided specifications, but will be happy to discuss with the State what specifications we can provide so that the State may determine for itself whether Microsoft’s SaaS products will meet the State’s needs.

	
	Encryption under all these circumstances and in the manner specified is not something all Contractors provide, nor is it required for all SaaS. Moreover, encryption can actually detract from certain functionality and may not be appropriate in all contracts. The type of encryption requirement should be determined on a case--‐by--‐case basis or according to a more tailored framework that classifies different data types, service types, use cases, and other key factors in determining whether and what type of encryption is appropriate.
Thus, this section is unnecessary.

	6. DATA LOCATION: Unless otherwise stated in the Statement of Work, the physical location of Contractor’s data center where the Data is stored shall be within the United States.  
	 
	ENVIRONMENTAL SYSTEMS
 We request that the State give the Contractor the right to relocate its data center on prior notification to the State and enable the State to terminate for convenience if it does not consent.


	
	Microsoft for certain SaaS Products can only agree that certain types of data at rest remain in the U.S. 


	
	

	7. RIGHTS TO DATA: The parties agree that as between them, all rights, including all intellectual property rights, in and to Data shall remain the exclusive property of the State, and Contractor has a limited, non-exclusive license to access and use the Data as provided to Contractor solely for performing its obligations under the Contract.  Nothing herein shall be construed to confer any license or right to the Data, including user tracking and exception Data within the system, by implication, estoppel or otherwise, under copyright or other intellectual property rights, to any third party. 


	· 
	Software Contracts Solutions

 [add between “rights to data & transition period.] 

8. Expiration and Termination:  

a) The State may terminate the Contract upon 30 days written notice.  

b) Contractor may terminate any license(s) upon written notice if the State materially breaches a term of the Contract and fails to cure such breach within 60 days following period of written notice specifying the breach.  If such breach is not reasonably curable within such 60-day period, the State shall have 60 additional days to cure the breach, so long as the State has commenced cure during the initial 60-day period and pursues the cure in good faith.  In the event, Contractor decides to terminate due to a breach by the State, Contractor shall only terminate the affected license(s) and not this contract as a whole.  If the State disputes the existence of a material breach alleged by Contractor, the State shall have the right to continue using the affected license(s) until the court finally determines that the State has breached the contract.  If a license is terminated, the State shall destroy all copies of the affected license and documentation.  All of the State’s obligations under this contract with respect to the affected license(s) and documentation shall survive the termination of the corresponding license until all copies of the affected license(s) and documentation are destroyed

c) For an extended period of one (1) year after the effective date of expiration of this Contract, or upon notice of termination of this Contract, the State may elect to keep one (1) Master License active, at the sole discretion of the State (“Extended Period”).  During the Extended Period, platform and Data access shall continue to be made available to the State via the Master License without alteration, to allow the State extended time to access the platform and Data to ensure all Data has been transferred and transitioned.  
K. Kane
	
	We would strongly suggest that the State include a “No Data Mining” clause in all of its cloud computing contracts to ensure compliance with applicable laws (i.e., HIPPA, FERPA, CJIS, etc.). Microsoft, specifically for Office 365, Azure and CRM Online requests that the following clause be included as a clarification of what “unauthorized use” means:

“For the purposes of this requirement, the phrase unauthorized use” means the data mining or processing of data, stored or transmitted by the service, for unrelated commercial purposes, advertising or advertising-related purposes, or for any other purpose other than security analysis that is not explicitly authorized.”
	
	As mentioned earlier, the precise definition of “data” should be left to the individual contract. Also, we would remove “user tracking and exception Data” as it is unclear and subject to interpretation.

	8. TRANSITION PERIOD: Unless otherwise stated in the Statement of Work,
	 
	 
	
	
	
	It is not reasonable to expect a Contractor to turn the Data into whatever format the State demands. Rather, it should be a requirement that the Contractor make the Data available in a generally accepted format or an agreed--‐to format. In addition, a CSP’s data retention policies are pre--‐determined and apply across its entire customer base. CSPs selling commercially are aware of most statutory

requirements and have policies that comply. However, a CSP won’t be able to agree to individual customer data retention policies.

	a.) For one (1) year prior to the effective date of expiration of this Contract, or upon notice of termination of this Contract, Contractor shall assist the State in transitioning to a new SaaS provider, at the sole discretion of the State (“Transition Period”). The Transition Period may be modified as agreed upon in writing by the parties. During the Transition Period, platform and Data access shall continue to be made available to the State without alteration, to allow the State time to transfer the Data to another Service provider or return the Data to the State in the format determined by the State.  

 
	 
	ENVIRONMENTAL SYSTEMS 

Please clarify if the 1-year transition period and for the transition assistance to be paid for.  If this is intended to be unpaid, both the time period and the open-ended commitment to assist seem excessive
	
	Our Data Centers are automatically set to purge data 90 days after termination or expiration – we are happy to maintain data for longer – but the Customer has to pay for that data storage. This time frame in a multi-tenant cloud cannot be changed at the behest of a particular customer. Also, data cannot be “returned” to customers. Here is the provision that governs post-termination for Microsoft: 

Online Service Expiration or Termination

Upon expiration or termination of your online service subscription, you may contact Microsoft and tell us whether to:

1. disable your account and then delete the Customer Data; or

2. retain your Customer Data stored in the online service in a limited function account for at least 90 days after expiration or termination of your subscription (the “retention period”) so that you may extract the data.

If you indicate (1), you will not be able to extract the Customer Data from your account.  If you do not indicate (1) or (2), we will retain the Customer Data in accordance with (2).  

Following the expiration of the retention period, we will disable your account and delete your Customer Data. Cached or back-up copies will be purged within 30 days of the end of the retention period.

The online service may not support retention or extraction of software provided by you to run in the online service.

No Liability for Deletion of Customer Data

You agree that, other than as described in these terms, we have no obligation to continue to hold, export or return the Customer Data.  You agree that we have no liability whatsoever for deletion of the Customer Data pursuant to these terms.
-- Other than the 90-day time frame for extraction set forth in Microsoft’s language, above, Microsoft cannot offer additional time during which data is stored at no charge.  In the event that a customer needs up to a year after expiration to make alternative arrangements as to where its data will be moved, the customer should make arrangements to continue paying for the service for as long as necessary in order to keep the subscription active and thereby forestall the 90-day automated process after which data may be deleted.
	
	

	b.) Notwithstanding the above, no Data shall be copied, modified, destroyed or otherwise deleted in violation of the contracting department’s applicable Data retention policy and in no instance without prior written notice to and written approval by the State.


	 Suggest that this should be defined in the SOW and not excluded. 


	 
	
	Our terms and conditions (see above) serve as advance notice that data may be deleted after 90 days.

If the State failed to provide written approval in a timely manner after receiving notice, the State would need to continue paying for the service to prevent deletion at the set time. 
	
	

	c.) Contractor agrees to compensate the State for damages or losses the State incurs as a result of Contractor’s failure to comply with this section in accordance with the Limitation of Liability provision set forth in the General Provisions - Information Technology. 


	 
	 
	
	
	
	

	d.) Contractor shall return all Data in a readable format pursuant to the State’s instructions at the expiration or termination of this Contract.  In the alternative, at the State’s request, and in the manner prescribed or approved by the State, Contractor shall permanently destroy any portion of the Data in Contractor’s and/or subcontractor’s possession or control following the expiration of all obligations in this section. Contractor shall issue a written statement to the State confirming its destruction of the State’s Data.


	 
	ENVIRONMENTAL SYSTEMS 

Please clarify why the Contractor needs to return the Data if it has already provided the Customer with assess to the Data during the transition period.  Will the State revise this paragraph to require the Data be returned in the format it was provided?  Also, please give the Contractor the option to destroy or render the Data inaccessible.
	
	Microsoft does not “return” Customer Data. The methodology by which data is deleted varies from service to service.  Microsoft does not have an operational mechanism by which to notify customers after data is deleted pursuant to our standard terms, conditions and processes, however we will respond to written requests to confirm deletion.


	
	

	9. DATA BREACH: Unless otherwise stated in the Statement of Work,
	 
	 
	DELL
-- As written, it is unclear if the data breach obligations would be carved out of the liability cap governed by the State’s general terms.  As explained above, due to the heightened liability regarding cloud services, most providers will be sensitive to signing up to unlimited liability for data security breaches that are unavoidable, particularly where data loss is defined as a subset of a data breach (per the definitions in Section 1).  This may discourage competition to the State for these services.  As such, Dell would recommend either making clear that these obligations and resultant damages (including data loss) are subject to the limitation of liability found in the State’s general terms or, as an alternative, require a heightened standard of proof linked to a higher cap for damages related to data breaches (i.e., intentional conduct or gross negligence on the part of the provider that leads to the breach).

-- As written the State has the right to lead the investigation of a Data Breach.  Few providers are willing to give up control of an investigation that they are required to pay for.  Dell recommends changing this to allow the State to participate in the investigation, but allow the provider to control the investigation or to require that an independent third party approved by the vendor and the State control the investigation.  


	Microsoft would like to offer the following provision from its online services agreement to address the definition of Data Breach and the needs of the State:

Security Incident Notification

a. If Microsoft becomes aware of any unlawful access to any Customer Data stored on Microsoft’s equipment or in Microsoft’s facilities, or unauthorized access to such equipment or facilities resulting in loss, disclosure, or alteration of Customer Data (each a “Security Incident”), Microsoft will promptly: (a) notify Customer of the Security Incident; (b) investigate the Security Incident and provide Customer with detailed information about the Security Incident; and (c) take reasonable steps to mitigate the effects and to minimize any damage resulting from the Security Incident.

b. Customer agrees that:

(i) An unsuccessful Security Incident will not be subject to this Section. An unsuccessful Security Incident is one that results in no unauthorized access to Customer Data or to any of Microsoft’s equipment or facilities storing Customer Data, and may include, without limitation, pings and other broadcast attacks on firewalls or edge servers, port scans, unsuccessful log-on attempts, denial of service attacks, packet sniffing (or other unauthorized access to traffic data that does not result in access beyond IP addresses or headers) or similar incidents; and

(ii) Microsoft’s obligation to report or respond to a Security Incident under this Section is not and will not be construed as an acknowledgement by Microsoft of any fault or liability with respect to the Security Incident.

c. Notification(s) of Security Incidents, if any, will be delivered to one or more of Customer’s administrators by any means Microsoft selects, including via email. It is Customer’s sole responsibility to ensure Customer’s administrators maintain accurate contact information on the Online Services portal at all times.

1. Limited Reimbursement for Customer Mitigation Costs

To the extent that a Security Incident results from Microsoft’s failure to comply with its obligations under this Agreement, and subject to the limitations of liability set forth in this agreement, Microsoft will reimburse Customer for reasonable out-of-pocket remediation costs incurred by Customer in connection with that Security Incident.  “Reasonable out-of-pocket remediation costs” are costs that (a) are customary, reasonable and expected to be paid by companies in Customer’s industry, given the nature and scope of the Security Incident, (b) do not arise from Customer’s violation of (i) laws applicable to Customer or (ii) Customer’s obligations to third parties, and (c) in no event include costs arising (i) related to any Payment Card Industry-regulated data (including data covered by the Payment Card Industry Data Security Standard) or (ii) related to compliance with laws applicable to Customer or Customer’s industry that are not generally applicable to information technology services providers.  Customer must document all such expenditures and, upon Microsoft’s request, those expenditures must be validated by an independent, internationally-recognized third party industry expert chosen by both parties. For avoidance of doubt, the costs reimbursed by Microsoft under this paragraph will be characterized as direct damages subject to the limitation on liability in the Master Agreement, and not as special damages excluded under the “EXCLUSION OF CERTAIN DAMAGES” in the Master Agreement.


	
	We recommend removing “suspected”

and “immediately” from this section. To require CSP’s to notify of suspected breaches would unnecessarily consume resources that could be better--‐spent investigating potential breach activity and keeping data secure. It could additionally result in numerous unnecessary notices being provided to the State that could be more counterproductive than useful. An "immediate" notification is also not feasible because the immediate objective is stopping the breach and securing the service, prior to notifying customers. Regarding costs in subsection (d), the threshold issue needs to be whether the Contractor breached the standards to which it is held under the contract resulting in the data breach, rather than simply saying it was the Contractor’s “fault”. As noted above, strict liability is not the right approach. Contractor “fault” needs to be a matter of the Contractor having breached the applicable standard of care in the contract. The State is not able to guarantee its systems are impenetrable, and nor is any Contractor. It is the very reason that there is a standard of care that is agreed to in the contract. Regarding subsection (e), it is not tenable for a cloud provider to cede control of their investigations to another entity. Contractors have confidentiality and other contractual commitments to their customers that prevent them from allowing one customer to run an investigation or access all the information that might be required to conduct such an investigation. The Cloud provider is in the best position to investigate breaches of its own operations and systems.

	a.) Upon discovery of any suspected or confirmed Data Breach, Contractor shall immediately notify the State by the fastest means available and also in writing, with additional notification provided to the Chief Information Security Officer or designee for the contracting agency. In no event shall Contractor provide such notification more than forty-eight (48) hours after Contractor reasonably believes there has been such a Data Breach.  Contractor’s notification shall identify: 


	 
	ENVIRONMENTAL SYSTEMS 

The Federal notification requirement is 72 hours under DFARS 252.  We ask the State to consider adopting the Federal standard.


	
	
	
	

	1.) The nature of the Data Breach;
	 
	 
	
	
	
	

	2.) The Data accessed, used or disclosed; 
	 
	 
	
	
	
	

	3.) The person(s) who accessed, used, disclosed and/or received Data (if known); 
	 
	 
	
	
	
	

	4.) What Contractor has done or will do to quarantine and mitigate the Data Breach; and 
	 
	 
	
	
	
	

	5.)  What corrective action Contractor has taken or will take to prevent future Data Breaches.  
	 
	 
	
	
	
	

	b.) Contractor will provide daily updates, or more frequently if required by the State, regarding findings and actions performed by Contractor until the Data Breach has been effectively resolved to the State’s satisfaction.


	 
	ENVIRONMENTAL SYSTEMS 

Please delete “or more frequently if required by the State” and replaced with “or more frequently of merited in the judgment of the Contractor’s Security Officer.” The Contractor’s Security Officer is in the best position to know if circumstances merit updates more frequently than once a day.


	
	
	
	

	c.) Contractor shall undertake to quarantine and repair SaaS in accordance with the RPO and RTO as set forth in the SLA attached to the Statement of Work.  If Contractor fails to provide an acceptable solution within the RPO or RTO, the State may exercise its options for assessing damages or other remedies under this Contract. 

 
	 
	ENVIRONMENTAL SYSTEMS 

Please explain the inclusion of RPO/RTO recoveries addressed in this Section? RPO/RTO specifies the timeframe when the Contractor must restore the system to its pre-disaster condition, and how much data loss is acceptable. What is an ‘acceptable solution’ in response to a data breach? 

-- If there a data breach despite Contractor’s full compliance with required security measures, is it appropriate to hold the contractor in breach of contract?  This seems excessive.
	
	
	
	

	d.) Notwithstanding anything to the contrary in the General Provisions - Information Technology, in performing services under this Contract, and to the extent authorized by the State in the Statement of Work, Contractor may be permitted by the State to use systems, or may be granted access to the State systems, which store, transmit or process State owned, licensed or maintained computerized Data consisting of personal information, as defined by Civil Code Section 1798.29 (g).  If the Contractor causes or knowingly experiences a breach of the security of such Data, Contractor shall immediately report any breach of security of such system to the State following discovery or notification of the breach in the security of such Data.  The State shall determine whether notification to the individuals whose Data has been lost or breached is appropriate.  If, as a result of a security breach of such system and Data due to Contractor’s fault, and not due to the fault of the State or any person or entity under the control of the State, personal information  of any resident of California was, or is reasonably believed to have been, acquired by an unauthorized person, Contractor shall bear any and all costs associated with the State’s notification obligations and other obligations set forth in Civil Code Section 1798.29 (d) as well as the cost of credit monitoring, subject to the dollar limitation, if any, agreed to by the State and Contractor in the applicable Statement of Work.  These costs may include, but are not limited to staff time, material costs, postage, media announcements, and other identifiable costs associated with the breach of the security of such personal information.


	 
	 
	
	
	
	

	e.) The State and/or its authorized agents shall have the right to lead the investigation of a Data Breach.  Contractor shall cooperate fully with the State, its agents and law enforcement. 
 
	 
	ENVIRONMENTAL SYSTEMS 

Will the State remove the requirement for the State to lead the investigation.  This requirement is unmanageable for multi-tenant SaaS services. For example, while clients would certainly be involved in an investigation of a data breach incident, because such an incident might affect multiple clients, no single client would be allowed to lead the investigation. 


	
	
	
	

	10. DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise stated in the Statement of Work,
	 
	 
	
	Please see Security Incident Notification provision above.
	
	We would make the same comments here as in the preceding section above: an “immediate” notification is not feasible because the immediate objective is stopping the breach and securing the service prior to notifying customers.

	a.) In the event of disaster or catastrophic failure that results in significant Data loss or extended loss of access to Data, Contractor shall immediately notify the State by the fastest means available and also in writing, with additional notification provided to the Chief Information Security Officer or designee for the contracting department. In no event shall Contractor provide such notification more than forty-eight (48) hours after Contractor reasonably believes there has been such a disaster or catastrophic failure. In the notification, Contactor shall inform the State of: 

 
	 
	ENVIRONMENTAL SYSTEMS 

Will the State agree to 72 hours, same as the requested notice requirement following a data breach?


	
	
	
	

	1.) The scale and quantity of the Data loss; 


	 
	 
	
	
	
	

	2.) What Contractor has done or will do to recover the Data and mitigate any deleterious effect of the Data loss; and 
	 
	 
	
	
	
	

	3.) What corrective action Contractor has taken or will take to prevent future Data loss. 
	 
	 
	
	
	
	

	4.)  If Contractor fails to respond immediately and remedy the failure, the State may exercise its options for assessing damages or other remedies under this Contract. 
	 
	 
	
	
	
	

	b.) Contractor shall repair SaaS in accordance with the RPO and RTO as set forth in the SLA attached to the Statement of Work.  If Contractor fails to provide an acceptable solution within the RPO or RTO, the State may exercise its options for assessing damages or other remedies under this Contract.
	 
	 
	
	
	
	

	c.) Contractor shall use its best efforts to restore continuity of SaaS, accessibility of Data, and availability of applications used in conjunction with SaaS to meet the performance requirements stated in the Statement of Work as soon as practicable. 
	 
	ENVIRONMENTAL SYSTEMS 

Is this redundant, given that the State has already established RPO/RTO commitments?  
	
	
	
	

	11. EXAMINATION AND AUDIT: In addition to the Examination and Audit provision set forth in the General Provisions - Information Technology, unless otherwise stated in the Statement of Work:
	 
	 ENVIRONMENTAL SYSTEMS 

Will the State change the language to enable Contractor to provide alternative documentation or third-party audit results in lieu of permitting the Customer perform its own audits.  For multi-tenant SaaS providers, audit rights don’t scale well. As required elsewhere in this Agreement, Contractors will have regular third party audits as part of SSAE 16 procedures or FedRAMP accreditation; these audits will provide sufficient information to verify compliance with the requirements of this Agreement.


	DELL
Sections (a) and (b): To increase competition, Dell would recommend limiting any examination rights to reasonable notice and only to those facilities, installations, capacities, operations, documentations, records and databases that relate to the services currently being purchased by the State.  

Section (d): Requiring the provider to absorb the cost of an annual third party audit will likely be prohibitive for many competitors and discourage competition for the provision of these services to the State.  Dell recommends either eliminating this requirement or only requiring a third party audit at the expense of the provider (pursuant to section (g)) in the event of a Data loss, Data Breach, disaster or catastrophic failure. Dell recommends making clear that these obligations are subject to the damages cap per the comment in C.a above


	Microsoft proposes the following provisions: 

Subject to applicable law, and subject to State’s agreement to non-disclosure obligations Contractor specifies, Contractor will make the Contractor Online Information Security Policy available to State, along with other information reasonably requested by State regarding Contractor security practices and policies. State is solely responsible for reviewing the Contractor Online Information Security Policy, making an independent determination as to whether the Contractor Online Information Security Policy meets State’s requirements, and for ensuring that State’s personnel and consultants follow the guidelines they are provided regarding data security.

(i) Contractor will audit the security of the computers and computing environment that it uses in processing State Data (including personal data) on the Contractor SaaS and the physical data centers from which Contractor provides the SaaS. This audit: (a) will be performed at least annually; (b) will be performed according to ISO 27001 standards; (c) will be performed by third party security professionals at Contractor’s selection and expense; (d) will result in the generation of an audit report (“Contractor Audit Report”), which will be Contractor’s confidential information; and (e) may be performed for other purposes in addition to satisfying this Section (e.g., as part of Contractor’s regular internal security procedures or to satisfy other contractual obligations). 

(ii) If State requests in writing, Contractor will provide State with a confidential summary of the Contractor Audit Report (“Summary Report”) so that State can reasonably verify Contractor’s compliance with the security obligations under this Agreement. The Summary Report is Contractor confidential information. 
	
	These provisions are very company--‐specific. Each Contractor has different contractual commitments to its customers and vendors that may or may not permit the Contractor to agree to the details here. Contractors will not be willing to let the State copy whatever documents it wishes with regard to their services. In addition, the breadth of these audit provisions is not practical in the SaaS environment. For example, Contractors will not necessarily have the right to allow the State to audit their subcontractors. The State should focus on whether the Contractor is conducting appropriate oversight of its subcontractors, and whether the Contractor is themselves being audited by third parties, such as through the SSAE16 or ISO27001 frameworks which the State can then leverage. These frameworks provide for independent third party audits according to recognized standards. Any other approach will greatly limit the range of SaaS services available.

	a.) Contractor agrees that the State or its designated representative shall have access to Contractor’s facilities, installations, technical SaaS capacities, operations, documentations, records and databases, including on-site and online inspections.
	 
	 
	
	
	
	

	b.) The online inspection shall allow the State or its authorized agents to test that controls are in place and working as intended.  Tests may include, but not be limited to, the following: 
	 
	 
	
	
	
	

	1.) Operating system/network vulnerability scans,
	 This type of inspection will compromise Operations and information prop to Contractor. Corresponding audits like PCI/SSAE 16 reports should support the States requirements.
	 
	
	
	
	

	2.) Web application vulnerability scans,
	
	 
	
	
	
	

	3.) Database application vulnerability scans, and 
	
	 
	
	
	
	

	4.) Any other scans to be performed by the State or representatives on behalf of the State.
	
	 
	
	
	
	

	c.) The State shall have the right to review and copy any records and supporting documentation directly pertaining to performance of this Contract.  Contractor agrees to maintain such records for possible audit for a minimum of three (3) years after final payment, unless a longer period of records retention is stipulated.  Contractor agrees to allow the auditor(s) access to such records during normal business hours and in such a manner so as to not interfere unreasonably with normal business activities and to allow interviews of any employees or others who might reasonably have information related to such records.  Further, Contractor agrees to include a similar right of the State to test controls, audit records and interview employees in any subcontract related to performance of this Contract.
	 
	 
	
	
	
	

	d.) Third Party Audit: At least once per year after the execution of this Contract, and immediately after any Data loss or Data Breach or as a result of any disaster or catastrophic failure, Contractor will at its expense agree to have an independent, industry-recognized, State-approved third party perform a SAS 70 Type II audit.  The audit results shall be shared with the State within seven (7) days of Contractor’s receipt of such results.  Based on the results of the audit, Contractor will, within thirty (30) days of receipt of such results, promptly modify its security measures in order to meet its obligations under this Contract, and provide the State with written evidence of remediation.
	 Note: SAS 70 is no longer in use. Should be updated to “Statement on Standards for Attestation Engagements No. 16 (SSAE16).”

Should not be limited to 30days as some findings might take longer. It should be that statement of planned remediation should be made available in 30 days.
	 
	
	
	
	

	12. DISCOVERY: Contractor shall immediately notify the State upon receipt of any requests which in any way might reasonably require access to the Data of the State or the State's use of the SaaS.  Contractor shall notify the State by the fastest means available and also in writing, with additional notification provided to the Chief Information Security Officer or designee for the contracting agency.  In no event shall Contractor provide such notification more than forty-eight (48) hours after Contractor receives the request.  Contractor shall not respond to subpoenas, service of process, Public Records Act requests, and other legal requests related to the State without first notifying the State and obtaining the State’s prior approval of Contractor’s proposed responses unless prohibited by law from providing such notice.  Contractor agrees to provide its completed responses to the State with adequate time for State review, revision and approval.
	 
	 ENVIRONMENTAL SYSTEMS 

The requested language presents a number of issues.  First, the 48 hour requirement is very short, as legal review may be required to determine whether the request will reasonably require access to the Data. Second, the proposed language obligates the Contractor to obtain State’s approval but does not obligate the State to provide timely, legally viable response so that the Contractor can comply with its legal obligations.  We request the replacement of this paragraph with an obligation for Contractor to provide the State at least 15 days prior written notice so that the State may object to the production request or seek a protective order.


	
	Microsoft takes the security and privacy of its Customers’ Data seriously. Microsoft cannot agree to the State’s provision because it requires immediate notification which is often difficult in a global company since many third party requests are not sent to the appropriate legal department. While we do our best to notify Customer’s immediately we do not take on the risk that comes with agreeing to “immediate” given the nature of our business. However, we do fight all requests and the following provision which is incorporated into our agreements confirm this approach:

Microsoft will not disclose Customer Data to a third party (including law enforcement, other government entity, or civil litigant, excluding our subcontractors) except as the customer directs or unless required by law.  Should a third party contact us with a demand for Customer Data, we will attempt to redirect the third party to request it directly from the customer.  As part of that, we may provide a customer's basic contact information to the third party.  If compelled to disclose Customer Data to a third party, we will use commercially reasonable efforts to notify a customer in advance of a disclosure unless legally prohibited.  Customers are responsible for responding to requests by a third party regarding their use of the online service, such as a request to take down content under the Digital Millennium Copyright Act.


	We ask for clarity regarding Section 12 – Discovery.  Is this intended to apply only to subpoenas and Pubic Record Act requests?  Or is it also intended to apply to other legal requirements, such as the requirement to make available designated record sets to Covered Entities or individuals under HIPAA? 


	The concept of notification is reasonable. However, for the reasons noted elsewhere, "immediate notification" is not possible for most Contractors. In addition, phrases like "fastest means possible" are not realistic. While most companies can agree to prompt notification, anything else is too restrictive. While

Contractors can provide notice if legally permitted, obtaining consent before the required release of data is not feasible. It is the Contractor who is obligated to comply with the request and to assess the appropriate

response. The Contractor cannot be forced to choose between a legally required request for

information and breaching its agreement

with the State. The changes we recommend to this section below avoid that scenario while

still giving the State the

protection it needs. DISCOVERY: Contractor shall promptly notify (to the extent legally permitted) the State upon receipt of any requests which require access to the Data of the State. Contractor shall notify the State in writing,

with additional notification provided to the Chief Information Security Officer or designee for the contracting agency at

_____________.

Contractor shall not respond to subpoenas, service of process, Public Records Act requests, and other legal requests related to the State without first notifying the State unless

prohibited by law from

providing such notice.

	General Comments
	Breach & Cure language that provides the State a cure period for any material breach claims.  To often there is no cure periods defined and clients get into trouble.  This cure language is aggressive, but is something that State should push for or some variation.

K. Kane
	1. VMWARE

2. 1. Once these special provisions are finalized and approved by DGS, how will the State apply them to existing contracts such as CMAS, SLP, etc.?  Will the state open these contracts and allow approved Cloud service offerings?

3. 2. Certain standards, such as Federal Information Processing Standards (FIPS) should be required for unique customer workloads and not mandatory for all Cloud solutions and offerings.  

4. 3. The state should consider implementing Service Level Agreements (SLAs) down to the virtual machine (VM) and not just the data center that the customer leverages.  For example, a specific customer’s entire rack(s) may be out within the data center, but the overall portion of the data center is still operational.  Therefore, the customer SLA is not triggered, but they are directly impacted by the outage.  

5. 4. The State should consider including a definition for Desktop as a Service (DaaS).  A definition to consider may include: 

 DaaS is a cloud service in which the back-end of a virtual desktop infrastructure (VDI) is hosted by a cloud service provider.  DaaS has a multi-tenancy architecture and the service is purchased on a subscription basis.  In the DaaS delivery model, the service provider manages the back-end responsibilities of data storage, backup, security and upgrades.  Access to the desktop is device, location and network independent.  While the service provider handles all the back-end infrastructure costs and maintenance, customers usually manage their own desktop images, applications and security, unless those desktop management services are part of the subscription.

6. 5. The State should consider the inclusion of “Hybrid Cloud” as part of its terms.  A way to define “Hybrid Cloud” is as follows:

A Hybrid Cloud leverages the same security, reliability, performance with added  flexibility to move onsite workload to off site. Hybrid Cloud computing provides policy-based and coordinated service provisioning, use and management across internal/private, and external/public while maintaining workload integrity. 


	DELL

Scope/Operational Issues:  Software as a Service (SaaS) Cloud offerings are similar to Commercial Off-The-Shelf software applications in that they are developed in a commercial sense for many customers, and not a custom development hosted in the Cloud based on one customer’s specific requirements. However, each individual commercial SaaS offering is different.  It is therefore challenging to mandate specific operational terms that would apply to each of these varied offerings without taking into account the differences inherent in each of these offerings.  In addition, resellers may be unable to sign up on behalf of the provider to operational terms with no flexibility.  Thus, the State may limit competition because of a provider’s inability to agree to these standard terms for every offering.  In order to increase competition, Dell would recommend allowing some flexibility in terms such as System Availability, Data Availability, Data Security, Encryption, and Data Breach (see specific comments on such sections below).

Ability to Resell :  The ability of vendors to resell cloud services to the State will greatly increase competition.  As currently drafted, however, the strict operational requirements may limit competition by being prohibitive to resellers.  Resellers will be limited in many instances by the operational requirements mandated by the providers.  In addition, due to the increased liability associated with cloud-based programs (i.e., data loss, security, etc.), many providers will mandate a minimum level of protection from liabilty.  Resellers may not be willing to sign up to terms with the State for which they have no backend protection from the provider.  Therefore, Dell would recommend that language be added to acknowledge that if a service is being resold (a) certain terms will flow down directly between the State and the provider (with the exception of certain terms that are mandated by California law); and (b) liability for operational issues will flow directly between the State and the provider. 


	
	IBM appreciates the State’s acknowledgment that most commercially available SaaS offerings for the “public cloud”, like software that is distributed through traditional channels, generally are not customized for a particular customer.   The rights and obligations of the parties for a particular offering are generally uniform for all users of the particular SaaS.  In that manner, contractors are able to provide SaaS in an efficient manner at considerable savings to the customer.   

Accordingly, IBM supports the State’s language throughout the Cloud Computing Special Provisions stating: “Unless otherwise stated in a Statement of Work”. The specifics of a commercially available SaaS offering will be included in a Statement or Work.  We note that many of the requirements of the Cloud Computing Special Provisions may apply to a particular SaaS, but this would be on a case by case basis.  We trust, however, that the State recognizes that most commercially available SaaS will not comply with all of the requirements in the proposed Cloud Computer Special Provisions, so flexibility in the terms is needed in order for a contractor to deliver SaaS to the State at competitive pricing and to encourage competition among a variety of contractors. 

How will the Cloud Computing Special Provisions fit into the order of precedence with the State’s General Provisions? 

Since the General Provisions will apply to SaaS purchases, is the State going to consider SaaS to be a “Deliverable”, “Commercial Software” or a “Service”?  The General Provisions include certain rights and obligations with regard to Deliverables, Commercial Software and Services, not all of which are consistent SaaS, so this needs to be sorted out. 



	In general, The Internet Association finds the Special Provisions to be overly prescriptive and inflexible, treating dynamic and evolving cloud computing technology more like a traditional acquisition. A significant concern with taking this approach is that by dictating such specific, and often stringent requirements for all SaaS procurements, the State will be unilaterally limiting the number and type of cloud service providers who would be willing and/or able to meet the State’s terms and therefore bid on a project. A uniform set of requirements does not just limit the cloud providers available, but also cloud services and uses. Rather than box out the many providers and services that the State can consider in a competitive bidding process for a cloud solution, the Department should take a more flexible approach to developing these Special Provisions to foster competition amongst providers and better enable California to harness the full power of cloud technology.
Buying cloud services is unlike most traditional technology purchases in government because of its rapid scalability, on--‐demand delivery, and pay--‐as--‐you--‐go pricing model. As California shifts towards this new way of obtaining computing software, infrastructure, and platforms, the State needs to design their cloud procurement strategies and solicitations so they are able to harness the full power of this model. As cloud is increasingly adopted in California and elsewhere throughout the country, traditional commodity--‐based acquisition strategies have the potential to be barriers (discussed in more detail below) to an optimized procurement of cloud services. 
Updated procurement strategies can foster faster, more flexible acquisition processes, which can result in an optimized use of the cloud. 
California should consider the following issues as it develops its SaaS/IaaS/PaaS cloud procurement approach: 1. Avoid Limiting Choices By Being Too Proscriptive – Successful cloud procurement strategies focus on overall performance--‐based requirements. Recognizing that cloud is procured as a commercial item, acquisitions should leverage the Cloud Service Provider’s (CSP) established commercial best practices for data center operations. A predetermined set of requirements meant to apply across all providers for all services and use cases will not result in an expeditious, cost--‐efficient process. CSP offerings are inherently commercial. Their shared architecture and infrastructure nature delivers tremendous benefits to users, however it requires the provider to deliver the services in a uniform manner to all customers – a manner that will vary from provider to provider and from service to service. This variation is not something the State should be concerned with – the State should rather focus on ensuring that the commitments given and precautions taken by a service provider for a given service are appropriate to the nature of the service. By stating requirements in commercial cloud industry--‐standard terminology and permitting the use of commercial practices, the State will have access to the most innovative and cost effective solution options. 2. Commercial item terms – The State’s contracting documents should recognize that most cloud services are procured as a commercial item. Broadly speaking, cloud services are sold, leased, licensed or otherwise offered for sale to the general public. This status is most easily demonstrated by a commercial sales history and publically available pricing. A commercial item approach allows all parties to extract the full scale and flexibility of the cloud. Because CSP’s are providing their services at the same high scale to potentially hundreds of thousands of customers, the services cannot be modified for specific discrete terms of a single contract. The U.S. federal government has a published acquisition policy which favors the purchase of commercial items as opposed to items developed exclusively for government. This policy is designed to take full advantage of available and evolving technological innovations in the commercial sector and allows for commercial terms to be accepted by the government without extraneous provisions and contractual constraints related to how the services function or are provided. The federal government’s approach acknowledges that CSP terms and conditions are integral to the service, innovation and value they provide. Therefore, the federal government focuses its contractual requirements, to the maximum extent practicable, on those contract clauses needed to implement law, regulation, or executive order or determined to be consistent with customary commercial practice. For additional information on U.S. government commercial acquisition policy, please refer to Federal Acquisition Regulation (FAR) Subpart 12.3—Solicitation Provisions and Contract Clauses for the Acquisition of Commercial Items and the Federal Acquisition Streamlining Act (FASA) at the following link: http://www.acquisition.gov/far/html/FARTOCP12.html. California should leverage its own terms/policies concerning buying commercial items. 3. Evolving service terms and conditions – A major value of the cloud is that services are continually evolving and adding enhanced features and efficiencies. Therefore, contracts for cloud services should not mandate specific technologies or methodologies. Static service terms that are more typical in traditional procurements will oftentimes be too restrictive for cloud services, unnecessarily causing potentially valuable service providers to self--‐select themselves out of offering their services to the State. This is because when an update or new functionality is implemented, the CSP cannot be prohibited by a contract with a given customer from upgrading its services across its customer--‐base. California benefits when its CSPs are able to roll out new functionality, features and security, but rigid contracts hinder the CSP’s ability to do so. 4. Security, privacy and audit – The key to contracting for and analyzing security, privacy and audit rights in the cloud, is recognizing the extensive amount of information already available. By leveraging established and respected standards the State can save money and be satisfied that its CSPs are secure. For example, SOC 1/SSAE 16/ISAE 3402 (formerly SAS70), SOC 2,SOC 3, PCI DSS Level 1, ISO 27001, FedRAMP, DIACAP, are all standards that the State can use to quickly and reliably evaluate a CSPs security level, provided the State is thoughtful and flexible in determining what types of protections and certifications are appropriate to a particular service. The State should be cautious about defaulting to the highest possible security requirements without an analysis of the particular service, service provider and use case. CSPs sell to a wide array of customers in different industries, for a variety of service types that is growing at an incredibly rapid pace. Trying to establish a uniform standard for every conceivable cloud service will unnecessarily increase cost and limit solution options. 
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