______________________________-	Agreement #________
______________________________	Exhibit _, Attachment __, SLA


[bookmark: _Toc357774851][bookmark: _Toc358444803][bookmark: _Toc358823564][bookmark: _Toc380744134]EXHIBIT A, ATTACHMENT 1: SERVICE LEVEL AGREEMENTS (SLAs)
A. [bookmark: _Toc357774858][bookmark: _Toc358444810][bookmark: _Toc358789510][bookmark: _Toc358823571][bookmark: _Toc380744135][bookmark: _Toc357774852][bookmark: _Toc358444804][bookmark: _Toc358789504][bookmark: _Toc358823565]SLA REVIEW
SLAs shall be in effect for the duration of the Agreement.  
B. [bookmark: _Toc357774859][bookmark: _Toc358444811][bookmark: _Toc358789511][bookmark: _Toc358823572][bookmark: _Toc380744136]FAILURE TO MEET SLAS
The procedures in this Agreement are intended to ensure a specific level of service.  Failure to meet the outlined SLAs in this agreement will result in Service Level Credit (SLC) charges as defined herein.  The total of all SLCs for which the Contractor is liable in any month shall not exceed __% of the monthly Charges (“At Risk Amount”).  Contractor will not be required to provide SLCs for multiple SLAs for the same event, with the highest SLA being available to the State for that particular event to be applicable.
C. [bookmark: _Toc380744137]HOURS OF COVERAGE
The procedures in this Agreement are to be followed 24 hours a day, 7 days a week, 365 days a year, unless explicitly stated. 
Regular State Business Hours are __ am – __ pm, Monday through Friday, pacific time (PT), excluding California State holidays.
D. [bookmark: _Toc357774853][bookmark: _Toc358444805][bookmark: _Toc358789505][bookmark: _Toc358823566][bookmark: _Toc380744138]PARTIES RESPONSIBILITIES
1. STATE RESPONSIBILITIES
State agrees to:
a.) Open tickets with the Contractor. 
b.) Determines appropriate incident priority level in cooperation with Contractor.
c.) Be willing and available to provide information to Contractor when a request for information is initiated to resolve an issue.
d.) Determines appropriate compliance priority level to be communicated to the Contractor for remediation.
2. CONTRACTOR RESPONSIBILITIES
a.) General Responsibilities
i. Contractor must provide a Service Manager to act as the single point of contact for issues requiring escalation as defined herein.  The Service Manager shall be available during non-state business hours.  Contractor must provide Service Manager and backup contact information.
ii. Contractor must provide highest available level of maintenance and support for Contractor provided hardware and software for the life of the Agreement.
iii. Contractor must process entitlements, and maintain licenses for all Contractor-managed hardware and software for the life of the Agreement.
iv. Service desk support shall be made available via telephone and/or via web-access___ hours a day, ___ days a week.
v. SLA does not include _______ planned downtime or maintenance which will be scheduled for ___________ . 
b.) Data Communication Responsibilities
(i) Backups shall be performed at any time of the day as long as there is no impact to services or workload. 
(ii) _________ Data shall be preserved for ___after exit transition has been completed.
(iii) Backup and archiving must be performed _____ __. 


c.) Business Continuity Responsibilities – TIERED APPROACH
	Service Measurement
	SLA - Definition Target
	Target
	Service Credit Amount

	Backup Tier 1
	The percent of time that data must be replicated to _____
	
	

	Backup Tier 1 RPO
	 The maximum tolerable period in which data may be lost.
	
	

	Backup Tier 2
	The frequency which backup data is to be replicated to __________ before the next backup occurs.
	
	

	Backup Tier 2 RPO
	 The maximum tolerable period in which data may be lost.
	 (Full/Incremental/or Snapshot)
	

	Archiving
	The maximum time allowed before beginning Archive
	
	

	IDR RTO
	The amount of time the Contractor must provide DR Recovery by.
	IDR Tier 1
	

	
	
	IDR Tier 2
Note:  This time includes overprovisioning/oversubscription (time to provide additional dedicated infrastructure hardware)
	


d.) 

d.) Availability Responsibilities
	Service Measurement
	SLA - Definition Target
	Target
	Service Credit Amount

	
	
	
	

	Service Availability
	The percent of time within a _______that the SaaS is available (to and from) for use by the _____________.
	
	

	
	For quantities __ __ and over, the SLA Target time increases by four (4) hours for every additional 20 servers.
	
	

	 
	For quantities ___ __ and over, the SLA Target time increases by two (2) hours for every ___ __ of ___.
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	






E. [bookmark: _Toc357774854][bookmark: _Toc358444806][bookmark: _Toc358789506][bookmark: _Toc358823567][bookmark: _Toc380744139]INCIDENT MANAGEMENT
The Contractor must respond to the incident(s) within the response times indicated as follows:
	Priority
	Response Time
			Escalation Intervals

	
	
	Assigned Status
	Pending or Resolved Status

	Critical
	
	
	

	High
	
	
	

	Medium
	
	
	

	Low
	
	
	


· Critical Priority
Impact: Extensive/Widespread
Major system or virtual network outage, multiple sites or organizations down, or incident marked VIP.
· High Priority 
Impact: Significant/Large
A single site or organization down, or significantly degraded. 
· Medium Priority
Impact: Moderate/Limited
A single user is down, or services degraded, but operational.
· Low Priority
Impact: Minor/Localized
Minimal impact to services, a question or request.


	Service Measurement
	SLA - Definition Target
	Target
	Service Credit Amount

	Recovery Point Objective (RPO)
	
The maximum amount of Data that may be lost when service is restored after an interruption. The Recovery Point Objective is expressed as a length of time before the failure. The RPOs apply to both backup and Infrastructure Disaster Recovery (IDR).  

	
	
	

	Recovery Time Objective (RTO)
	The maximum time allowed for the recovery of an Information Technology service following an interruption. The RTOs apply to IDR. They are detailed in the SLA.
	
	
	

	Incident Response
	The percent of time within a ______that the Contractor must respond to an incident within the acceptable response, times according to incident priority level.
	__% 
	Critical 
	

	
	
	
	High 
	

	
	
	
	Medium 
	

	
	
	
	Low 
	

	Incident Resolution
	The percent of time within a _____that the Contractor must resolve an incident within the acceptable response times according to incident priority level.
	__%
	Critical 
	

	
	
	
	High 
	


F. [bookmark: _Toc359587076][bookmark: _Toc359587251][bookmark: _Toc359587426][bookmark: _Toc359587601][bookmark: _Toc359587776][bookmark: _Toc359590348][bookmark: _Toc357774855][bookmark: _Toc358444807][bookmark: _Toc358789507][bookmark: _Toc358823568][bookmark: _Toc380744140]PERFORMANCE AND MONITORING
· [bookmark: _GoBack]Storage read/write performance should operate at sub-optimal standards ______per______.
· For any compliance issues which arise during the life of this Agreement, the Contractor must remediate the problem within the time frame indicated as follows per the designated priority level:
	Priority
	Remediate Period
	Service Credit Amount

	Critical*
	
	

	Important*
	
	

	All Others*
	
	


*Patch management target is __% within identified timeframes
	Service Measurement
	SLA - Definition Target
	Target
	Service Credit Amount

	Root-cause Analysis
	The maximum number of _____ from incident resolution which root-cause analysis shall be completed.
	
	

	Cumulative* Outage
	The maximum number of _____that the service is unavailable.
	
	

	Service Measurement
	SLA - Definition Target
	Target
	Service Credit Amount

	Excessive Outage*
	The maximum number of outages occurring within_____.  
	
	

	Service Uptime (everyone or single or multi-departments/Apps)**
	The percent of time within_____ that SaaS is operational.
	___%
	
	

	
	
	
	
	

	
	
	___%
	 
	

	
	
	
	
	

	
	
	___%
	

	Monitoring Uptime**
	The percent of time within ______ that the SaaS is to be monitored.
	___% 
	

	Security Breach Notification***
	The maximum numbers of ____ allowed between a suspected or confirmed breach and notification from Contractor to State.
	
	

	Patch Updates****
	The number of ____ from release which patches should be applied or rolled through environments.
	
	



*Outages are on a per Image basis using the agreed upon reporting methodology.

**Uptime applies to the SaaS provided by Contractor and measured in the aggregate; applications are excluded unless they are managed by Contractor.

***Security Breach Notification target is ___% within the identified timeframes.

****Patch availability implementation is subject to change management.  The SLA number of day time clock for patch updates begins after the patch is validated by Contractor.

G. [bookmark: _Toc357774856][bookmark: _Toc358444808][bookmark: _Toc358789508][bookmark: _Toc358823569][bookmark: _Toc380744141]BILLING
	Service Measurement
	SLA - Definition Target
	Target
	Service Credit Amount

	Service Credits
	The maximum number of____, which service credits, shall be made available to State.
	
	

	Monthly Bill
	The maximum number of ____ from the end of a billing cycle/calendar month that the bill needs to be received by State.
	
	


H. [bookmark: _Toc357774857][bookmark: _Toc358444809][bookmark: _Toc358789509][bookmark: _Toc358823570][bookmark: _Toc380744142]REPORTING
Contractor must provide State with the following reports as defined in _________, in the intervals indicated (i.e., monthly, quarterly, semi-annually, and annually):
	Reporting Interval
	Delivery Method
	Service Credit Amount

	
	
	/ late occurrence

	
	
	/ late occurrence
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