[bookmark: _GoBack]Additional considerations for preparing a statement of work for 
Cloud Computing (SaaS).

Note: this list is derived from carve outs set forth in the Cloud Computing (SaaS) Special Provisions.

1) Definitions – provide additional definitions as needed
2) System Availability – consider potential carve outs and associated costs.  Cover either in SOW or using separate SLAs
a. Level of monthly availability required (greater or less than 99.99%)
1. Is availability other than 99.99% needed? Consider:
· Customer service
· Cost goes up with higher availability and down with lower availability
· Consult your department’s Chief Information Officer (CIO) if you want to change the standard 99.99%. 
b. Establish when the system/data will be available - if less than 24/7, 365; establish maintenance down time.
c. Establish performance requirements, i.e., speed (latency), bandwidth). 
d. Define type of advance written notice, length of time of advance notice, appropriate points of contact for contract and technical issues, consider adding updates, patches, fixes, etc.
3) Data Availability – cover either in SOW or SLAs
a. Define continuity of SaaS, accessibility of Data, and availability of applications used in conjunction with SaaS. Consider:
1. Defining what precautions need to be taken and/or what are reasonable and customary precautions in the hosting industry
2. Defining what outages are within Contractor’s direct or express control
4) Data Security:  carveout removed but may return
a. Consider what statutes, security provisions, information security and privacy controls must be complied with for this project.
b. Determine whether certification or audit letters must be complied with for your project.  Describe what constitutes sufficient evidence of compliance.
c. Issues:  applicability of listed security provisions and how applicability is determined.
d. Consider defining safeguards in accordance with industry standards.  What constitutes sufficient maintenance and safeguard of infrastructure and security?
e. Consider defining industry standards and up-to-date security tools, technologies and procedures in providing SaaS.
f. Establish requirements for security logs and latency statistics.
g. Consider setting forth Contractor’s security policies and procedures.
h. Consider whether there are any instances where remote access to Data from outside the United States would be permissible.
5) Encryption – consider project encryption needs, also SAM 5350.1 and SIMM 5305-A.  The details of any exceptions to the encryption algorithms and access control policies are to be specified in the Statement of Work. Exceptions should be reviewed by the department’s CIO.
6) Data Location – consider whether Data must be stored within continental United States or California.  Consider addressing backups and specifying separate physical locations.
7) Rights to Data: Do not change this section without approval of DGS Procurement.
8) Transition Period: 
a. Consider longer or shorter transition period than 90 days. 
b. Consider specifying Data transfer format.
c. Identify department’s data retention policy for bidders prior to solicitation. 
d. Do not change this section without approval of DGS Procurement.
e. Provide instructions specifying what constitutes readable format.  Describe acceptable Data destruction method(s).
9) Data Breach:
a. Consider identifying timing, means, format and designees for notification. Consider tiering or other approaches to Data Breaches based on criticality of information and urgency of response. (e.g., high criticality for loss of Social Security Numbers; low criticality for loss of State building addresses)
b. Determine frequency of required updates. 
c. Specify parameters for RPO and RTO in SLA. Other remedies may include performance credits and/or liquidated damages if specified in contract. 
d. Define Contractor’s access to State’s systems, dollar limitation of credit monitoring costs.
e. Do not change this section without approval of DGS Procurement.
10)   Disaster Recovery/Business Continuity:	
a. Consider identifying timing, means, format and designees for notification.
b. Specify parameters for RPO and RTO in SLA. Consider identifying and prioritizing mission critical functions and Data for recovery operations. Other remedies may include performance credits and/or liquidated damages if specified in contract. 
c. Do not change this section without approval of DGS Procurement.
11)   Examination and Audit:
a. Define designated representative(s), including contact and technical representative(s).
b. Consider specifying additional tests.
c. Consider specifying a longer period of records retention. Any other change to this section requires approval of DGS Procurement. 
d. Consider identifying third party auditor after contract award via contract amendment. Define what constitutes sufficient evidence of remediation. 
12)   Discovery – Identify the timing, means, format and designees for notification to the State. 
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