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Policy:  Each state entity shall configure information assets to provide only essential 
capabilities and functionality, and shall adhere to the principle of least privilege and 
restrict the use of unnecessary ports, protocols, and/or services to minimize the state 
entity’s risk.  
 
Implementation Controls:  NIST SP 800-53: Configuration Management (CM) 

http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf#page=220

